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DEDICATION

This book is dedicated to the memory of my late father, Kripashanker Singh,
from whom I learned to put pen to paper, who taught me to be analytical in
my approach, and who instilled in me a sense of discipline and dedication to
the work I do.



PREFACE

There are several information sources on the market on this subject; most of
them are regulatory requirements and guidelines. In most cases, due their
very nature, the regulatory materials are specifically tailored as ‘do and don’t’
lists. This rule of thumb hand book is intended to bring closer the
management principles and regulatory requirements and to apply these
principles to achieve the best possible results.

While the regulatory requirements are essential, the application of
management principles, in the writer’s view, uplifts the degree of success of
the integrity management efforts of a company. This intends to support the
under-supported by giving a practical perspective to the theoretical texts.

The book is aimed at those managers, engineers, and non-engineers,
who are responsible for establishing and managing pipeline integrity for
public safety. The book is intended to serve as a body of knowledge and as
a source of reference.

In writing this book I do not claim originality on all thoughts and words,
as this would be impossible on a subject as universal as integrity manage-
ment. I acknowledge various sources and job positions that have contributed
to my experience of the subject, and I am proud of them. Where I have
consciously borrowed matters and ideas directly from these experiences and
resources, I have acknowledged them as best as I can.

Those individuals who need more detailed information on any specific
topic covered in this book should reach out to these acknowledged
specialized associations, institutions, and local regulatory bodies for further
guidance. There are several published works available from these bodies that
can be of immense help in developing in-depth understanding of specific
subjects.
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Risk management (RM) has been embraced by both the
pipeline industry and regulatory agencies as a way to increase
public safety and also to optimize all aspects of pipeline design,
operations, and maintenance. The focus of RM is to establish
a program that follows industry best practices, gives the
pipeline owner and operator a long-term decision support
tool, and instills confidence in the public about the safe
operations of pipelines passing through their neighborhood.

The RM process typically begins with a review of the risks
associated with the specific pipeline systems, compares it with
the risk management concepts and methodologies, and then
focuses on the most effective risk management techniques that
can be applied. These techniques are currently in use by the
pipeline industry in this process. The estimate is made of the
severity of pipeline releases in terms of:

• The potential volume of product that could be released
• The physical pathways and dispersionmechanisms bywhich

the product could move to a high consequence area (HCA)

Table 1-1-1 Mandatory Assessment of Integrity (ASME B 31.8S).

Pipe operating above
percentage SMYS

First inspection after
construction within
(years)

Above 60 10
Above 50 but less than 60 13
Above 30 but less than 50 15
Below 30 20

ASME B31.8S gives a list of criteria presented in Appendix A that address
subjects such as pipeline material, design conditions, construction, and
inspection and operating history. It sets out some strict guidelines for
inspection frequency based on the percentage of specified minimum yield
strengh (SMYS) over the years.

Introduction 5



• The amount of product that might actually reach the
boundaries of the HCA and

• The population and environmental resources that could be
affected by such a release.

The emphasis throughout is on practical, ready-to-apply
techniques that would yield positive and cost effective
benefits.

The risk management process can be structured so that it is
appropriate for application either to a new or an existing
pipeline system. Understanding the concepts and principles
listed below helps the risk manager to focus on the task as a
more knowledgeable person:

• Basic concepts of risk
• Risk assessment processes
• The indexing technique
• Failure modes
• Consequence analysis
• Hazard zone calculations
• Leak impact factor
• Supplemental assessments
• Data collection and analysis
• QA/QC of data
• Dynamic segmentation
• Using common spreadsheet and desktop database tools
• Managing the risks
• Resource allocation modeling
• Practical applications
• Integrity management and risk management.
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Subsequent chapters of this part of the book will delve into
some of the following concepts and principles:

• Concept of risk management and risk defined
• Data collection and analysis
• Risk assessment concepts and tools
• Identification of hazards that lead to failure
• Determining consequences of failure and identification of

HCA.
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Definition of failure

• An unintentional release of the 

pipeline’s product, or loss of integrity 

• Failure to perform its intended 

function

• Examples include leaks in pipelines 

due to internal corrosion, external 

corrosion, improper operation, or third 

party damage

WHAT IS RISK?

Before one starts on the process of managing risk, one
needs to know what risk is, and furthermore be able to identify
risk. The most common definition of risk is the relationship
between the probability of an incident’s occurrence and the
consequence of that occurrence. This can be written as follows:

R ¼ P� C

where R ¼ risk;P ¼ probability; and C ¼ consequence

If we observe the above equation we note that there are only
two components to risk, and if we take one of these out of the
equation, the entire risk will be eliminated. This is important,
as the primary goal of risk management is to eliminate or
contain risk:

1. The probability of failure and
2. The consequences of failure.

Basic Concepts of Risk Management and Risk Defined 11



Definition of probability

• How likely is  it that the risk will to occur?

(What are the chances of failure?)

• Examples include the degree of 

belief that an event will occur based 

upon assessment of  risk of failure. 

Crossing a fault zone increases the 

probability of failure. 

Definition of consequenses

• The results of a failure 

• Example: A pipeline failure close in

proximity to areas of high density 

population or near a school, hospital, or 

any other public sites can cause an 

explosion and fire with a considerable

loss of life and property.

RELATIONSHIP BETWEEN RISK
AND INTEGRITY MANAGEMENT

The integrity management (IM) concept is based on control
and elimination of risk by assessing probability of failure. As
stated above, the probability and consequence relationship
establishes the level of risk. In other words the IM is really a

12 Basic Concepts of Risk Management and Risk Defined



way to address the probability of failure which may pose a
threat to a high consequence area (HCA). Any condition
that poses a threat to the integrity also increases the proba-
bility of failure and, hence, it is a risk. The consequences of
failure could be low or high. When the probability of failure
is high in a component that can have higher consequences in
terms of loss and damage to lives or property, it is termed an
HCA component.

A failure in HCA is likely to cause more damage to life and
property. Its significancewill bemore pronounced, and hence it
assumes higher risk. As a result HCAs assume highest priority in
the application of IM principles. One of the primary steps in IM
application is to identify and recognize the HCA in a system.
Such proactive steps taken toward the mitigation of these
consequences of failures are called risk mitigation. The rela-
tionship between risk mitigation, IM, and HCA is expressed as:

Risk Mitigation ¼ IM�HCA

Definition of risk management

• The reaction to perceived risks.

• Example: A strategy that mitigates

risk for a specific area. If pipeline

coating has failed – fix it!

What is risk assessment?
An important part of this process is the risk assessment. There
is no universally accepted way to assess risks from a pipeline.

Basic Concepts of Risk Management and Risk Defined 13



Risk assessment programs could be either performance based
or prescriptive based.

Definition of risk assessment

• Risk assessment is a measuring 

process and a risk model is a 

measuring tool

Risk = Probability x Consequences

(R = P x C)

The perspective-based program is a tool that complements the
IM program by organizing data and being helpful in integrity
management decision making.

The performance-based program addresses the following
objectives:

1. It organizes the data and prioritizes the plan of action.
2. It decides on the timing of and selection of inspection

method and prevention or mitigation plan.

It is important to identify the limits and possibilities of any risk
assessment process. The RM process is not a crystal ball,
whereby one can see and forecast the location and time of
pipeline failure. Most pipeline accidents are the result of
several system failures on the part of operators and what the
risk assessment system does is monitor the effective func-
tioning of the system. At best the available risk assessment
methodologies provide an indirect way to predict a proba-
bility of failure; this, however, is subject to the accuracy of the
data input in to the prediction model.

14 Basic Concepts of Risk Management and Risk Defined



Assessment is in fact an effort to systematically and objectively
capture everything that can be known about the pipelines and
their environments. All of this collected data on the risk
context is used and applied to determine the probability of
failure on a generally established scale, allowing for an
informed decision. The model developed by using the data
should be comprehensive enough, because it can process
more information than a single person can. The effectiveness
of a risk assessment model can be maximized by following the
steps discussed below.

The assessment process should be set up with a clear defi-
nition of objectives to be achieved. The objective of a risk
assessment program could be any or a combination of the
following:

• To assess the effect of mitigation action already taken
• To determine the most effective mitigation step for a

known threat
• To assess the impact of change in the inspection schedule
• To prioritize sections of a pipeline system for integrity

assessment or mitigation action
• To make changes in the inspection method or to arrange

reallocation of resources.

The models are developed on relative assessment, scenario-
based or probabilistic approaches. Whatever the approach
selected in building a model it must be checked, rechecked,
and validated. Lots of questions must be asked to establish that
the result obtained is capable of addressing specific objectives
of the operator RM program.
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Test of acquired knowledge
The risk model should be able to do more than a single person
or the combined brains of a few consultants. It is not humanly
possible to take cognizance of several variables and data and
analyze them to reach an effective decision.

The model developed for the risk assessment should be able to
simultaneously take note of hundreds of thousands of variables
hidden in the collected data.

The model should be able to bring to the table information
that was not previously known and it should be able to
present some surprising new information. Such surprises
should be revalidated by further research and data analysis.
The net result of all of this should be the re-evaluation of the
current integrity model and identifying ways to make
improvements.

Room for complacency – results not to be
taken for granted
The true scientific approach to any issue is to ask questions.
Any surprising new information presented as a result of the
data analysis must make the operator ask, “Why?”

Why is this section of the system a high risk?
Why this new information now?
Why was it not known before?
Question the premise. Is that premise correct?

Being skeptical of new knowledge is the path to validation
of that new knowledge. The model should be able to
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respond to these questions. It may be able to give such
reasons as:

U There is a new senior citizen home in the area.
U The school district has opened a new school in the

proximity.
U There is an increase in population density.
U A vulnerable aquifer is found that was not known before.
U A new spur of highway passes through the lease.
U In line inspection (ILI) has not been carried out for several

years.
U Several coating failures have been reported for the system.

Such validation of new knowledge would make the model
creditable and acceptable.

Know the pipe system and associated risk
Through the risk assessment process about any segment of
pipeline system, the integrity manager should be able to find
out specifically the corrosion risk, the third party risk, the
types of receptors, and the spill volume.

In one instance, the company Pipeline Integrity Manager and
Chief Inspector had used a practical way to mark on each field
map the following data and post them on the company
website for everyone to view. The failures were graded and
color-coded for level of risk and easy recognition:

• Volume of leak flow
• Number of days the system was shut down for repair
• Production loss
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• Human and environmental damage caused
• Evacuation of native population from around the gas leak

area and
• Total cost to the company.

This appears to be a very obvious thing for a risk assessment to
do, but surprisingly, not everyone seems to know or, better
still, practices the obvious. In another operating company,
some field supervisors had their own notion of risk and they
had assigned risk levels to their respective areas. Others did not
retain information specific to a given location. They were
essentially satisfied with periodic submission of collected data
to local regulatory authorities. It took some serious efforts to
change the mindset of the field supervisors through meetings,
trainings, and reviews to bring everyone on board with a
common understanding to make the program a success.

Measure the completeness of the assessment model
Questions should be asked about possible threats. Questions
such as, what about the native reserve across the plant? What if
the leak occurs near a river? How about SCC possibilities?
There have been MIC cases in other pipelines in the area
concerning the level of MIC risk to this pipeline.

All the probability issues must be identified and addressed. All
known failure modes should be considered, even if they are
very rare for the specific system.

Very complex consequence potential should be assessed in a
way that would with stand the need of the system for a long
time and cover most ground. All receptors, sensitivities, and
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variables must be addressed. A complete consequence evalu-
ation will consider at least these four variables:

1. Spill sizes
2. Leak detection
3. Emergency response (receptors)
4. Product characteristics.

Thus the Consequence ¼ Spill � Spill Size (spread) �
Receptors � Product Characteristics (Hazard).

If the numerical value of any of these goes to zero, then there
are no consequences, no matter how bad the other three are.

Relative risk versus absolute risk
Both relative risk and absolute risk approaches have their
advantages. It is up to the Risk Manager to take the best of
both. In that respect, steps should be initiated to use relative
scores for routine day-to-day management, while keeping the
option for switching over to the absolute model for long-term
planning, if and when it is considered necessary.

The models indicate that the relationship between an absolute
failure probability scale and a relative scale is defined by some
curve that is asymptotic to at least one axis, either beginning
flat or beginning steep.

If a good scoring model is developed it should be able to show
that at one end of the spectrum is a pipeline without any safety
provisions. It is operated in the most hostile environment and
a failure is imminent.

Basic Concepts of Risk Management and Risk Defined 19



At the other end of the spectrum is a system which can be
termed as a “bulletproof” version. It is buried 20 ft deep, it has
double � heavy wall, and the material is crack resistant and
corrosion resistant. The system also has secondary contain-
ment, the ROW is fenced and guarded around the clock, and
a team of technicians regularly monitors the integrity by
inspection and verification. One may say the system is failure
proof, however utopian this might appear. These extreme
positions at either end of the spectrum are very well under-
stood. It is the middle regions that are to be understood and
cared for. The middle region is the most critical, and that is
where additional data will be required to finalize the curve.

It should be noted that there is the possibility of misjudging a
variable. In spite of the quantification, some risk factors may
be less than perfect. The results may present a reliable picture
of sections that have relatively fewer adverse factors along
with those that have relatively more adverse factors in the
analysis.

The risk assessment therefore involves recognition and iden-
tification of threats to a pipeline system and then initiates the
mitigating steps. The system involves preemptive and proac-
tive recognition and action to prevent accidents as compared
to post-failure salvaging and corrective measures. All this is
possible if accurate and exhaustive data is gathered and
analyzed.
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Pipeline integrity elements

• The following are crucial in a PIM

–Location data

–Operational data

–Original design data

–Pigging data

–Chemical program data

–Cathodic protection data

–Coating data

–Monitoring & inspection data

ROLE OF DATA COLLECTION

For a successful risk assessment and integrity management
program it is important to understand the critical role that the
collection of data plays. A diligent effort must be made to
collect all possible data relating to the section of pipeline that
needs to be assessed and managed. There is no shortcut to the
collection process. The computerization of data storage has
reduced the legwork; however, it has also increased the size of
available data files. Greater quantities of data make better
analysis, as evaluation of large data can reveal details that
otherwise may not be visualized.

The collection of data is the primary step to analysis. In the
subsequent sections the type of data that must be collected for
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analysis is discussed. These data are pipe-segment specific
and in the USA they are generally in line with DOTCFR 192
and DOT CFR 195 guidelines. One of the supporting
documents of CFR 192 says, “Through this required
program, hazardous liquid operators will comprehensively
evaluate the entire range of threats to each pipeline segment’s
integrity by analyzing all available information about the
pipeline segment and consequences of a failure on a high
consequence area.”

This emphasizes the importance of following the four pillars
of a good integrity program:

1. Identification of hazards
2. Collection of data
3. Detailed analysis
4. The consequence of failure.

The pipeline operator is mandated to set out a plan to collect
all data required to perform the risk assessment. The plan must
be able to prioritize the data collected for further analysis. Data
should be collected for each threat identified for the pipeline
system. In the beginning it must be assumed that all threats to
the segment of pipeline are likely, and assessment should be
made on that basis. There cannot be a standard list of data that
can be collected, because the operation conditions of each
pipeline are unique. Thus, the corresponding risk associated
with them is also unique. However, to start, some perspective
has to be established and data collected. The table below
indicates the prescribed basic step to start collection of data for
integrity management of a pipeline segment.
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The source of data can be found in the construction data book
that contains the process and instrument diagram (P&ID)
drawings, as-built drawings, material data reports, inspection
reports, hydro-test reports, weld maps, and reports on
trenching, lowering and burial conditions, inspections reports,
cathodic protection, and coating survey and inspection reports.

The existing management information systems (MIS) and geo-
graphic information system should be exploited to their full
extent. Patrolling reports and aerial survey reports and photo-
graphs can be used to derive the conditions of specific pipe seg-
ments. Operating companies need to understand the importance
of diligent data collection and record keeping. In my recent
interactionswith one of the leading gas pipeline companies in the
USA, I have seen the important changesmade by the great efforts
of the Data and Record Integrity Supervisor and her tireless
efforts to educate and train the field technicians in data collection
review. The accuracy of information gathered, and information
transmitted to drafting, is essential in preparing accurate as-built
drawings.

Consulting with experts on the subject matter and conducting
root cause analysis of the failures can also generate data that
can be used for risk assessment and integrity management
plans. The external sources such as databases from hydrology,
demographic changes, population density, and variance
should also be consulted.

The relevance of collected data must also be considered, for
example, whether the data is related to the time dependent
threats like corrosion and stress corrosion cracking (SCC). The
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collected data may not be relevant if it was collected several
years ago. Stable and time independent threats are immune
from time factors, however. The stable time dependent and
time independent threats are discussed in subsequent chapters.

MAKING SENSE OF COLLECTED DATA

Data collection is not the end of the process; now that
data are collected, there must be a system that can bring some
meaning to the data collected from different sources.

The collected data must be brought together for analysis, and
their context must be acknowledged for deriving correct
interpretation of the data. Just like poor data input can present
poor output of information, poor interpretation can also result
in faulty decision making.

The collected data come from various sources and they are
reported in various engineering units. To make them useful, a
common reference system should be developed wherein all
collected data are interpreted in the same common unit. This
allows the data collected from different sources to be com-
bined as one integrated whole. The station locations used to
collect close interval survey data must be able to relate with
other real collected data like in-line inspection (ILI), which is
often reported in wheel counts. A method of using common
engineering units should be developed to link the results of all
important data types.

One example of such links might involve linking the report
that indicates mechanical damage to the top of the pipe
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buried in a field, to a recent aerial photograph showing the
farmer plowing the field. In another case, the periodic
survey of cathodic potential indicates good CP coverage on
a section of pipe, but corrosion on the pipe is suspected, so
it is decided to conduct a coating condition survey by
DCVG, which brings out the damaged coating location. It
may be noted that different inspection and survey methods
are not comprehensive one-tool-fits-all, but are comple-
mentary to each other. Their reports also need to be married
to understand the full health status of a pipeline system. The
knowledge of advantages and limitations of various inspec-
tion tools can be very useful here.

The initial structured evaluation of data referenced in Table
1-3-1 can point to the area of concern even without any
inspection. Then, on the basis of this preliminary screening
analysis, further and more detailed investigative inspections
can be initiated and data collected for the segment of the
pipeline. The use of pipeline aerial survey photography,
GIS/MIS data, and potential impact area can start building a
picture of the system. The tools used for assessing risk present
their specialty reports that add another volume of data for
analysis. Risk assessment tools are discussed in the next
chapter.
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Table 1-3-1 Prescribed Basic Elements of Data Collection.
Design data Operational data Inspection data Construction data

Pipe wall thickness Fluid quality Pressure test Year of installation
Diameter Flow rate In-line inspection (ILI) Bending methods
Seam type and
joint factor

MOAP Geometry tool inspection
report

Welding and inspection
details

Manufacturer Failure history Bell hole inspection Buried depth
Manufacturing
date

Coating type and
condition

CP inspection and data
analysis

Crossing type (any cased
crossings, etc.)

Material grade/
properties

CP system Coating condition
inspection (DCVG)

Pressure test

Equipment
properties

Pipe wall temperature Audit and reviews Field coating type and
application methods

Pipeline inspection reports Soil reports, back fill details
Internal and external
corrosion reports

Installation of CP system

Pressure upheavals Coating type
Encroachments
Past repairs
Vandalism
External forces

28
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RISK ASSESSMENT TOOLS

When collected data is analyzed it will present such
things as fault tree and event tree scenarios. These are the basic
building blocks of risk assessment. These tools are used to
capture the events and sequences of happenings just prior to
the failure. They increase our understanding of the event and
form the basis for a risk model.

FAULT TREE ANALYSIS

Developing a fault tree analysis (FTA) is a time con-
suming and costly process. The selective sub-system
approach based on preliminary analysis is more useful.
This allows dealing with much smaller systems; it also
reduces the potential for errors. If required, the sub-system
analysis can be integrated with other sub-system analysis to
form the full system analysis.

The process starts with identification of the effect (failure) and
the tree is then built from top to bottom, using each situation
that could cause that effect. Failure probabilities are numbered
with series of logic expressions. These numbers are the actual
numbers about failure probabilities which are obtained from
computer modeling programs that determine the failure
probabilities.

The tree is usually written out using conventional logic gate
symbols. The route through a tree between an event and an
initiator in the tree is called a Cut Set. The shortest credible
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way through the tree from fault to initiating event is called a
Minimal Cut Set.

Some industries use both fault trees and event trees, which is
an inductive analytical diagram in which an event is analyzed
using Boolean logic to examine a chronological series of
subsequent events or consequences. An event tree displays
sequence progression, sequence end states, and sequence-
specific dependencies across time.

Five steps to FTA
Defining and understanding the undesired event
Definition of the undesired event can be very hard to catch,
although some of the events are very easy and obvious to
observe. An engineer with a wide knowledge of the design of
the system or a system analyst with an engineering back-
ground is the best person to help define and number the
undesired events. Undesired events are then used to make the
FTA, where one event per FTA is developed.

Understanding of the system
Once the undesired event is selected, all causeswith probabilities
of affecting the undesired event of zero or more are studied and
analyzed. Getting exact numbers for the probabilities leading to
the event is usually difficult. Computer software is used to study
probabilities; this may lead to less costly system analysis.

System analysts can help with understanding the overall sys-
tem. System designers have full knowledge of the system and
this knowledge is very important for not missing any cause
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affecting the undesired event. For the selected event, all causes
are then numbered and sequenced in the order of occurrence
and are then used for the next step, which is drawing or
constructing the fault tree.

Construction of the fault tree
After selecting the undesired event and having analyzed the
system so that all the causing effects and their probabilities are
known, a fault tree can be constructed. A fault tree, as stated
above, is based on “AND & OR” gates, which define the
major characteristics of the fault tree.

Evaluation of the constructed fault tree
After the fault tree has been constructed for a specific unde-
sired event, it is evaluated and analyzed for any possible
improvement. At this step all possible hazards that may affect
the system are identified. This step is an introduction to the
final step, which will be to control the identified hazards.

Control the hazards identified
This is a very system-specific step, as for every individual
system there will be a different set of hazards to identify.
However, the key point is that, as the hazards are identified, all
possible methods are pursued to decrease the probability of
their occurrence.

BASIC MATHEMATICAL FOUNDATION

As is evident from the above description, the FTA and
event identification are mathematical tools for identifying the
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hazards and risk assessment. The events in a fault tree are
associated with statistical probabilities. For example, compo-
nent failures typically occur at some constant failure rate l
(a constant hazard function). In this simplest case, failure
probability (P) depends on the rate l and the exposure time t:

P ¼ 1� expð�ltÞ
Pzlt; lt < 0:1

A fault tree is often normalized to a given time interval. Event
probabilities depend on the relationship of the event hazard
function to this interval.

The development of such a Boolean logic-based program is
done by computer and mathematical model developing
experts. Integration of such experts in the risk assessment team
will ensure proper FTA.

Comparison of FTA with FMEA
FTA is a deductive, top-down method aimed at analyzing
the effects of initiating faults and events on a complex
system. This contrasts with failure mode and effect analysis
(FMEA), which is an inductive, bottom-up analysis method
aimed at analyzing the effects of single component or
function failures on equipment or sub-systems. FTA is very
good at showing how resistant a system is to single or
multiple initiating faults. It is not good at finding all possible
initiating faults.
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FMEA is good at exhaustively cataloging initiating faults
and identifying their local effects. It is not good at exam-
ining multiple failures or their effects at a system level.
While FTA considers external events, FMEA does not. In a
good risk assessment program it is good practice to adopt
both tools and use the failure mode effects summary to
interface the two systems.

CAUSE AND EFFECT (ISHIKAWA)
DIAGRAMS

Cause and effect (Ishikawa) diagrams (Figure 1-4-1) are causal
diagrams that show the potential factors causing a certain
event. Each possible cause or reason for imperfection is a

Tool/equipment

CAUSE  EFFECT 

Secondary
Cause

Primary
Cause

Material Environment Management

Problem

Process People

Figure 1-4-1 Ishikawa cause and effect diagram.
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source of variation. Causes are usually grouped into major
categories to identify these sources of variation. The categories
typically include:

1. People: education, training, and experience of the people
performing the task

2. Methods: how the process is performed and the specific
requirements for doing it, such as company policies, pro-
cedures, rules, and regulatory requirements

3. Machines: tools and equipment required to accomplish the
job

4. Materials: selection of material and parts used to construct
and run the pipeline system

5. Measurements: data generated from periodic maintenance
and inspections

6. Environment: the conditions, such as location, time,
pressure, temperature, and corrosivity of the fluid.

Causes
Causes in the diagram are often categorized according to the
“8 Ms” described below. Cause and effect diagrams can reveal
key relationships among variables, and the possible causes
provide additional insight into process behavior.

Causes are often derived from idea generation sessions. These
groups can then be labeled as categories of the fishbone:

1. Man (operators, qualifications, and training)
2. Materials (grade, quality of fabrication, and installation)
3. Methods (processes)
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4. Machines (technology)
5. Measurements (inspection)
6. Mother nature (environment and natural causes)
7. Management (commitment, resources)
8. Maintenance (type, frequency, philosophy).

These typical 8Ms are often associated with the production
process. They will typically be one of the traditional categories
mentioned above, but may be something unique to the
application in a specific case. Causes can be traced back to root
causes with a questioning process. A typical tool that is used for
this purpose is often referred as the “5 Whys,” the objective of
which is to get to the root of the cause and not stop at the first
available symptom.

While developing a cause and effect diagram, the typical
questions that may be asked for each group are given below.
These questions should aim to extract information and may be
suitably modified to accommodate a specific task in mind.

People
Was the scope of the work properly interpreted?
Were the correct drawings and work-related specifications
issued for the scope of work?
Did the recipient understand the information?
Were people who were assigned to the task given proper
training aimed at the performance of the task?
Were instructions easy to understand or was too much
assumed to be understood?
Were the decision-making guidelines available?

Risk Assessment Tools 37



Did the environment influence the actions of the
individual?
Were there distractions in the workplace?
Was fatigue a mitigating factor?
How much experience did the individual have in per-
forming this task?

Machines
Was the correct tool used?
Was the equipment affected by the environment?
Was the tooling/fixturing adequate for the job?
Was the equipment being properly maintained (i.e., daily/
weekly/monthly preventative maintenance schedule)?
Did the machine have an adequate guard?
Was the equipment used appropriately within its capa-
bilities and limitations?
Were all controls, including emergency stop buttons,
clearly labeled and/or color-coded or size differentiated?
Was the equipment the right application for the given
job?

Where data is collected and filed, the following additional
questions may be added to the list:

Did the equipment or software have the features to support
the needs/usage of the project?
Was the machine properly programmed?
Were files saved with the correct extension to the correct
location?
Did the software or hardware need to be updated?
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Measurement (inspection and testing)
Did the gauge have a valid calibration date?
Was the proper gauge used to measure the part, process,
chemical, compound, etc.?
Was a gauge capability study ever performed?
Did measurements vary significantly from operator to
operator?
Did operators have a tough time using the prescribed gauge?
Was the gauge fixturing adequate?
Did the gauge have proper measurement resolution?
Did the environment influence the measurements taken?

Materials (including raw material, consumables, and
information)

Was all needed information available and accurate?
Can information be verified or cross-checked?
Has any information changed recently? Do we have a way
of keeping the information up-to-date?
What happens if we do not have all of the information we
need?
Is a Material Safety Data Sheet (MSDS) readily available?
Was the material properly tested? What constitutes a
proper test?
Was the material substituted? What was the basis for the
substitution?
Was the supplier’s process defined and controlled?
Were quality requirements adequate for part function?
Was the material contaminated?
Was the material handled properly (storage, dispensing,
usage, and disposal)?
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Environment
Was the process affected by temperature changes over the
course of a day?
Was the process affected by humidity, vibration, noise or
lighting?
Did the process run in a controlled environment?
Were associates distracted by noise, uncomfortable tem-
peratures, fluorescent lighting, etc.?

Methods (processes)
Was the material properly identified?
Were the workers properly trained in the procedure?
Was the testing performed statistically?
Was data tested for true root cause?
How many “if necessary” and “approximately” phrases are
found in this process?
Has a capability study ever been performed for this
process?
Is the process under Statistical Process Control (SPC)?
Are the work instructions clearly written?
Are mistake-proofing devices/techniques employed?
Are the work instructions complete?
Is the tooling adequately designed and controlled?
Is handling and storage adequately specified?
Was the process changed?
Was the design changed?
Was a process FMEA ever performed?
Was adequate auditing conducted?
Are hazardous operation analyses conducted and hazards
identified and publicized to personnel?
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Ishikawa diagrams identify the necessary conditions that
may lead to the failure, but it falls short of making the
distinction between necessary conditions and sufficient
conditions. There should be sufficient conditions to lead to
actual failure.

HAZARD AND OPERABILITY (HAZOP)
STUDY

Most pipeline operators conduct HAZOPs of pipeline
along with design prior to the start of construction. The
information available through study is an important source
of data for risk assessment. HAZOP is a multi-disciplinary
activity conducted through sets of meetings, with these
meetings progressing through the HAZOP guidewords
(Table 1-4-1) from the multi-disciplinary team members.
The approach of the technique is qualitative.

FAILURE MODE AND EFFECT ANALYSIS
(FMEA)

Somewhat similar to HAZOP is FMEA. This is a tool
that identifies potential failure mode within a system.
This two-part study system first identifies the errors and
defects of a system (the failure mode) and the second part
(the effect analysis) identifies the consequences of such
failure. The tool classifies the failure by severity and
likelihood.
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Table 1-4-1 HAZOP Guidewords.
Parameter /
guide word More Less None Reverse As well as Part of Other than

Flow high flow low flow no flow reverse flow deviating
concentration

contamination deviating
material

Pressure high pressure low pressure vacuum delta-p explosion
Temperature high temperature low temperature
Level high level low level no level different level
Time too long/too late too short/

too soon
sequence step

skipped
backwards missing actions extra actions wrong time

Agitation fast mixing slow mixing no mixing
Reaction fast reaction/

runaway
slow reaction no reaction unwanted

reaction
Start-up /

Shut-down
too fast too slow actions missed wrong recipe

Draining /
Venting

too long too short none deviating
pressure

wrong timing

Inserting high pressure low pressure none contamination wrong
material

Utility failure
(instrument air,
power)

failure

DCS failure failure
Maintenance none
Vibrations too low too high none wrong

frequency

The table gives an overview of HAZOP guidewords, parameters, and their interpretations.
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FMEAs are very useful tools, especially when you extend
your risk assessments to surface facilities like tank farms and
pump stations (Figure 1-4-2). As stated above, these are
tools (components) of a complete risk model.

For a proper study of risk, the system is often divided into
segments. These segments are studied individually. The seg-
menting is often done on the basis of change in risk variable.
Another alternative is to use fixed interval segmenting, for

Actions + Check

Risk priority number (RPN) =
SEV*OCCUR*DETEC

Step 4: Detection
 number (DETEC)

Step 3: Probability
number (OCCUR)

Step 2: Severity
number (SEV)

Step 1: Detect a
failure mode

Failure Mode 

&

Effect Analysis

Figure 1-4-2 FMEA cycle.
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example, segmenting at each MLV site, each compressor
station, or each mile.

The advantage of using variable risk segments is that each
segment represents a possible risk and equal attention is given
to each risk potential.
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THREATS LEADING TO RISK

Definition of risk

• The probability of an event that causes a

loss and the potential magnitude of that

loss. 

• Example: Failure in oil & gas pipelines

can release causing damage. In an

unpopulated area the damage is slight

but in dense population centers the

consequence is high; these are termed

as high consequence areas (HCAs).   

From the preceding chapter we can derive that it is impor-
tant to understand what the threats are that raise the risk
probability in a pipeline system and how to assess them.
Generally, there are about nine major identified threats to a
pipeline system, which can be categorized into three groups.
The first group of hazards are time dependent. This means
that they occur after some time in service. The second group
of hazards are stable, signifying that they are present irre-
spective of time in service. The third group is classified as
time independent. These all are briefly discussed in this
chapter.
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External corrosion threat

Definition of hazard

• A characteristic or group of

characteristics that provides the potential

for a loss.

• Examples: Internal and external corrosion,

stress corrosion crack, material defects,

third-party  damage and environment

including toxicity, flammability, exposed

pipes, lack of signage, etc. 

Pipeline Corrosion Control

• Coating is the main corrosion control

technique. 

• But dependence on one source for

protection is not a very wise approach

- No coating is perfect.

• To protect coating flaws, cathodic

protection (CP) is applied.

• Coatings and CP are successful

combination for corrosion control.

External corrosion on a pipeline could be microbiologically
induced corrosion (MIC), or from galvanic action or elec-
trochemical reaction, where the steel pipe becomes an anode
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in an electrochemical cell. This is a time-dependent hazard,
and occurs after some time in service.

To address these threats, collection of data is carried out, and
based on the analysis of those data, a risk assessment plan is
prepared. This is an important step. The data collection process
is a painstaking and detailed activity. In the beginning, the
collected data may be overwhelming and intimidating, but a
good risk assessment program is data dependent. In fact, most of
these data are already in the computers of the pipeline operators
but they keep sitting as dead data. In theworld of computers, it is
easy to share, download, and transfer most of these valuable data
and put them to better use. “Better use” is the availability of the
data for analysis that helps manage the risk. Periodically this
collectionof data can be refreshed and updated.There is no limit
to the available data and its possible use. However, the basic data
that needs to be collected in this context is listed below:

a. Pipeline year of installation
b. Pipe grade (ASTM A 106 Grade B, API 5L Grade B, X42,

X65, X70, etc.)
c. Pipe diameter and wall thickness
d. Maximum operating pressure (MAOP) (or design pres-

sure) and temperature
e. Pipe seam type, e.g., electric resistance welding (ERW),

seamless, double submerged arc welding (DSAW)
f. Coating type, e.g., coaltar enamel, fusion bonded epoxy

(FBE), three-layer polyethylene (3LPE)
g. Coating condition at the time of last inspection (updated

periodically)
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h. Cathodic protection installed, its history of data collection
and current status

i. Soil characteristics (type, resistivity, physical attributes)
j. History of inspection, inspection methods, reports, and

concerns
k. MIC detected (any history)
l. Leak history (time, extent, cause, corrective action taken)
m. Past hydrostatic test information

For new pipeline systems most of this data is readily available,
as the details of original material selection and design criteria
are collected as baseline data. The as-built drawing with
material information assumes critical importance. The input
to as-built drawing should be carefully reviewed by a
responsible engineer before finalizing it as ready for the
draftsmen to enter the data on the drawing. A well-built
drawing is likely to prevent problems and guess work in
the subsequent life of the pipeline system. A well-established
data and record integrity team within the operator’s engi-
neering division should lead such data collection and review
efforts. The success of this is briefly discussed in Chapter 3, as
it has enormous bearing on the integrity of the pipeline
system.

The probability of external corrosion threat can be
assessed by the use of inspection tools such as inline
inspection (ILI) by using a smart pigging system; this can
be supplemented with inspection methods such as pressure
testing and external corrosion direct assessment (ECDA)
tools.
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ECDA

Pipeline External Corrosion

Control -1 

Pipeline coatings form a barrier

between the corrosive moisture in

the soil surrounding the pipeline and

the metal pipe. There are many types

of coating applied both in the factory

and in the field. Field welds are

coated by field joint coating systems.

External Corrosion-2 :

Cathodic Protection

Pipeline corrosion occurs when current

flows off of a pipeline. Using impressed

current, a CP system induces current

into the ground by using a rectifier and

ground bed to stop the flow of current

off of the pipeline and protecting areas

of the pipe not protected by coating.

ECDA is a structured process that is intended to improve safety
by assessing and reducing the impact of external corrosion on a
pipeline. Other tools for assessing external corrosion are direct
current voltage gradient (DCVG), close interval potential
(CIP), ILI using intelligent pigging, and pressure testing.
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Use of guided wave ultrasonic testing (GWUT) as an alter-
native tool for ECDA has been promoted and sometimes used.
A study was conducted by the Gas Technology Institute
(GTI), Pipeline Hazardous Material Safety Administration,
Department of Transportation (PHMSA/DOT) and a report
published in August 2008. A brief introduction to the objec-
tives and methodology of the study is included here in this
book, and people interested in reading further details of the
study are encouraged to obtain the full report.

GWUT testing method
The Gas Technology Institute in collaboration with DOT
(Project number 195) conducted a study to evaluate the
applicability and reliability ofGWUTtestingmethods. The
project stakeholder group reviewed the ECDA demanding
situations from 2005 PHMSA R&D Forum and previous
research activities. They agreed to and volunteered the
following three high priority situations to focus on for
potential case studies.
Multiple Pipes (Structures) in a Congested Right of Way
Interference issues with above ground inspections; stray
currents; complex meter and station piping.
Bare Pipe Segments
Cased Crossings Industry needs better differentiation
between metal loss and casing/pipe contact points. Sizing
of defects inside casings; uncased crossing and deep
crossing situations; long crossings (e.g., use pitch-catch vs.
pulse-echo GWUT).
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The following tools were used during the integrity
assessments performed during this project:

1. GWUT (GUL and Teletest): torsional and longi-
tudinal signals, pitch-catch and pulse-echo, C-can,
and multiple frequency ranges

2. Magnetic tomography inspection
3. Visual inspection
4. Manual and Porta-Scan UT
5. Radiography (X-ray)
6. Magnetic particle inspection (MPI)
7. Close interval surveys (CIS)
8. Direct current voltage gradient (DCVG)
9. Pipeline current mapper (PCM), native potential and

side-drain surveys
10. Soil resistivity

These three situations with ten different tools resulted in
30 excavations for GWUT application and when com-
bined with the in-kind data, included a total of approx-
imately 100 dig sites with 55 confirmed (a 100%
validation) indications for analysis.

All validated data was collected, analyzed, and summarized
in graphical form, which included the following steps:

• Inspection ranges
• Confirmed defect sizes (depth, length, width, and volume)
• Probabilities of detection (both false/true positives and
negatives)

Continued
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Some general lessons learned in each of the three cases are
listed below.

For Multiple Pipes (Structures) in Congested ROW Situations

A. ECDA standard tools worked well in open areas
where interferences did not preclude the use of CIS,
DCVG, and PCM as validated by 100% excavation
with visual inspection and pit gauge and MPI.

B. GWUT was very effective when standard DA tools
could not be used. GWUT also identified the pres-
ence of sludge and deposits in pipe sections.

For the Bare Pipe Situations

A. CIS coupled with native potential surveys and side-
drain surveys (also known as hot spot surveys) worked
well and predicted areas of potential past corrosion.

B. GWUT had a relatively short range due to the very
adherent and “plastic” clay soil.

C. Magnetic tomography did not correlate well (false
positive indications) for corrosion but did locate a
wrinkle bend type feature outside of the GWUT
inspected section.

For Cased Pipe Situations

A. GWUT correlated with the direct exam findings.
B. For thick, pliable, well-adhered asphalt coatings, the

GWUT range was severely restricted.
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C. PCM inspections provided another means of deter-
mining short situations between carrier and casing
pipes.

All of these lessons, and many more learned from this project, were compiled and are
presented as a report, Guided Wave Ultrasonic Testing Background, Technical
Explanation, and Field Implementation Protocol to Assist Operators. For full
details of this study, it is recommended that readers obtain and read this report.

On the same subject, a paper entitled Feasibility Study Relating
Guided Wave Ultrasonic Testing (GWUT) and Pressure Testing for
High Pressure Steel Pipelines, proceedings of IPC 2008 and
paper number 64403, was presented in Calgary, Alberta,
Canada, at the 7th International Pipeline Conference,
September 2008, by K. Leewis-P-PIC, D. Erosy of GTI and
G. Matocha of Spectra Energy. The paper concluded the
following:

• Both amplitude and directionality are required to estimate
a defect magnitude.

• Major equipment manufacturers already provide both the
amplitude and directionality in their reporting information.

• The feasibility of GWUT equivalence to a hydro-test has
been shown, with the understanding that further validation
is needed.

These other tools for external corrosion assessment are dis-
cussed in this chapter.

ECDA is a continuous improvement process, whose appli-
cation allows a pipeline operator to identify and address the

Hazards and Threats to a Pipeline System 55



location where external corrosion is actively occurring or may
occur. One of the key advantages of ECDA is that it can
identify the location where external corrosion may occur in
the future. Comparison of successive ECDA reports can also
demonstrate changes in the pipeline integrity status.

The ECDA process involves collection of data to determine
whether ECDA is feasible, to define ECDA regions, and select
indirect inspection tools. This step in the ECDA process is
often termed as a pre-assessment step.

The pre-assessment is followed by an indirect inspection. At
this stage, the inspection is carried out from ground surface

Coatings – Field Joint

Coating of Pipeline Weld  
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to determine the severity of coating faults and other
anomalies. Often two or more inspection tools are applied
to cover the pipeline segment. The next step is the direct
examination.

Direct examination includes analysis of data collected from
indirect inspection. This may lead to identification of locations
for excavations (bell holes) and pipe surface examination. At this
stage other aspects of pipeline, such as coating and surface cor-
rosion, are also evaluated. The evaluation leads to themitigation
of these anomalies.

The fourth step involves the evaluation of data from
three earlier steps and assesses the effectiveness of the ECDA
process.
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Coatings – Epoxy Coated

Weld Joint  

Weld Joint Before Coating
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Coating Integrity

Pipeline Coating Failure
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Pipeline Coating Damages

Pipeline Coating Damage

60 Hazards and Threats to a Pipeline System



Pipeline Coating Damage

Assessment of Coating

Failure
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Two other tools used to determine the condition of the
pipeline and improve its safety are CIP survey and measure-
ment of the DCVG along the pipeline segment. These are
discussed below.

CIP survey
The CIP survey provides a detailed profile of the potential
level along the entire route of a pipeline. This profile can
be used to assess the performance of the CP system and
also provides information on the coating system and
interaction effects. The route is identified and pre-marked,
or tools are used to locate the pipeline route immediately
ahead of the survey operator. The location is often cor-
related to GPS positioning markers to establish proper
identification.

Coating Inspection
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