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xiv Preface

jury comprising non–financial experts in terms they can understand and
comprehend.

A goal in writing this book is to bridge the gap for those individ-
uals who want to understand the process of forensic accounting and
fraud investigation, yet do not possess any knowledge or experience in
accounting.
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CHAPTER 1
Forensic Accounting

What Is Forensic Accounting?
Ask any two practicing forensic accountants to define what forensic ac-
counting is, and you are likely to get two different answers. Both may be
accurate, and there likely will be some similarities within the responses,
but still there is no one consistent answer recited by everyone who prac-
tices in this specialized area of accounting. The responses provided will
depend largely on the background, experience, and areas of practice of
each individual forensic accountant.

Forensic accounting definitions commonly refer to fraud, fraud preven-
tion, and fraud investigations as the role of the forensic accountant. While
those definitions are not necessarily inaccurate, they provide a definition of
forensic accounting only within the specific context of fraud. Many books
have even been written about forensic accounting that focus the writing on
fraud schemes, preventing them as well as investigating them, and include
a wealth of information relating to fraud. This is the case with A Guide to
Forensic Accounting Investigation by Golden, Skalak, and Clayton. It is an
excellent publication and one I rely heavily upon in my class as an adjunct
professor at the University of Connecticut, but the issue is this—the book
is titled A Guide to Forensic Accounting Investigation and not A Guide to
Fraud Investigation. Fraud is only one context where the skills of foren-
sic accounting can prove invaluable—there are many, many other contexts
beyond fraud to which forensic accounting applies.

In searching the materials available, the following definition is found
within Forensic Accounting by Hopwood, Leiner, and Young:

Forensic accounting is the application of investigative and analytical
skills for the purpose of resolving financial issues in a manner that meets

3
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standards required by courts of law. Forensic accountants apply special
skills in accounting, auditing, finance, quantitative methods, certain
areas of the law, research and investigative skills to collect, analyze and
evaluate evidential matter and to interpret and communicate findings.1

Forensic Accounting and Fraud Examination by Kranacher, Riley, and
Wells defines financial forensics similarly, as follows:

Financial forensics is the application of financial principles and theories
to facts or hypotheses at issue in a legal dispute and consists of two
primary functions:

1. Litigation advisory services, which recognizes the role of the financial
forensic professional as an expert or consultant

2. Investigative services, which makes use of the financial forensic pro-
fessional’s skills and may or may not lead to courtroom testimony.

Financial forensics is the intersection of financial principles and the law
and, therefore, applies the (1) technical skills of accounting, auditing, fi-
nance, quantitative methods, and certain areas of the law and research;
(2) investigative skills for the collection, analysis, and evaluation of evi-
dentiary matter; and (3) critical thinking to interpret and communicate
the results of an investigation.2

Perhaps Crumbley, Heitger, and Stevenson Smith in their book Forensic
and Investigative Accounting, Second Edition, provide the clearest and most
concise definition of forensic accounting: “Forensic accounting is the use of
accounting for legal purposes.”3

They continue in their initial discussions about forensics and accounting
to include a much longer but equally understandable definition, as follows:

Forensic accounting is the action of identifying, recording, settling, ex-
tracting, sorting, reporting, and verifying past financial data or other
accounting activities for settling current or prospective legal disputes or
using such past financial data for projecting future financial data to
settle legal disputes.4

Why Has Forensic Accounting Become the Buzz?
Forensic accounting is not a new specialized area of accounting. On the
contrary, the skill set and activities encompassing forensic accounting have
been around for quite a while, although it wasn’t necessarily always called
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forensic accounting. As far back as 1554, an individual by the name of
Hercules De Cordes, a schoolmaster and bookkeeper, testified on three
occasions as an expert witness.5 By the late 1800s, articles relating to fraud,
investigations, and expert witnessing began to appear. The person credited
for likely being the first to coin the phrase forensic accounting was Maurice
E. Peloubet, a partner in the public accounting firm Pogson, Peloubet &
Company in New York.6

Law enforcement agencies at the federal, state, and local levels histori-
cally have recruited and trained individuals to investigate financial matters,
as have many other governmental and nongovernmental agencies and orga-
nizations. Recruiters continue today to appear on college campuses around
the country seeking to attract accounting and finance graduates into the field
of forensic accounting and fraud, and schools across the country and around
the world have started offering courses and in limited cases undergraduate
and graduate degrees specific to forensic accounting.

Certainly the opportunity to apply accounting and auditing knowledge,
training, and experience to careers in preventing and investigating financial
crimes has created much excitement among accounting majors, potentially
driving more students toward a degree in accounting who otherwise would
have pursued a different major.

It seems it wasn’t until several major financial statement fraud schemes
occurred in the early part of this century, dominating the headlines for
months if not years—most notably the massive financial and accounting
scandals involving Enron and WorldCom—that the term forensic account-
ing became commonplace. US News and World Report in 2002 issued its top
20 hottest jobs list, and topping the list was “forensic accountant.” Congres-
sional hearings, press conferences, and news stories regularly focused on
the work of the forensic accountants engaged to uncover the truth in the
widely publicized frauds. Since then references have become common in
books, television shows, and movies relating to forensic accounting. One
show in particular, Law and Order, has referenced forensic accounting in
numerous episodes. Shows have now been developed focusing mainly on
financial crimes, most notably USA network’s White Collar.

Interesting enough, although forensic accounting has captured the at-
tention of Hollywood and the like, the context in which forensic accounting
has been used within their shows has not always been accurate. So exactly
what does forensic accounting entail?

Introduction to a Profession
What might have started with traditional accountants, tax preparers, and au-
ditors participating in litigation-type client engagements, drawing upon their
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accounting training and experience to help resolve some type of dispute or
other matter, has developed into the need for individuals with specializa-
tion. Today, individuals and even entire firms are focused solely on forensic
accounting, litigation support, and/or business valuation. Courts, counsel,
and clients seek experts who have specialized training and experience spe-
cific to the skills needed to resolve their issue, and in response colleges and
universities have started offering courses at the undergraduate and gradu-
ate levels specific to forensic accounting. Auditing texts have incorporated
fraud-related topics and forensic accounting techniques into the traditional
auditing literature to begin to close the gap between financial statement
auditors and fraud auditors.

Students today have a choice when deciding on a school to attend
as well as their major: to follow the traditional accounting program or to
specialize right from the beginning in the forensic accounting field. The
customary route to becoming a CPA also is changing in response to this spe-
cialization. In Connecticut, for example, until 2010 individuals who wanted
to become CPAs were required to work in the audit or attest area for a
minimum of six months as part of their experience requirement. That re-
quirement forced students to enter the world of public accounting, if for
no other reason than to gain their six months of experience. Everything
changed in Connecticut in 2010 when the State Board of Accountancy mod-
ified the experience requirement, eliminating the minimum of six months
of attest experience, thereby allowing candidates to go directly from school
into a boutique accounting firm to gain experience within their desired spe-
cialization. Candidates do have to gain their experience under the direct
supervision of a CPA; however, the experience areas are much broader and
also allow candidates working in private industry to qualify for their CPA
certificate.

Applications for Forensic Accounting
Although fraud seems to receive the most coverage, there are several other
common applications for forensic accounting. In 2008, after recognizing the
need for a credential in forensic accounting beyond the widely recognized
Certified Fraud Examiner (CFE) designation, the American Institute of Cer-
tified Public Accountants (AICPA) announced a new credential for those
CPAs who focus on forensic accounting and litigation support. The creden-
tial, Certified in Financial Forensics (CFF), became effective in September
2010, and the AICPA defined the field of forensic accounting to include
a fundamental basis of knowledge along with specific practice areas or
applications for forensic accounting.





P1: TIX/XYZ P2: ABC
JWBT633-c01 JWBT633-Silverstone January 11, 2012 5:23 Printer Name: To Come

8 Forensic Accounting

through the Internet, the physical location of the data will exist outside of
the business, and likely outside of the country. The latest gadgets, including
Blackberries, iPhones, iPads, laptops, netbooks, and cell phones, all have
the ability to connect to the Internet and transmit electronic information.
Knowing the types of electronic information that may exist, what form and
format it possesses, where it could be located and accessed, and, most im-
portant, how to gain access to it, could be the most significant factor in
prevailing in litigation or proving your case.

Economic Damage Calculations
Damages are a key component of every lawsuit. If a party believes it has
been harmed or wronged, but cannot identify or prove it has suffered dam-
ages, the likelihood of the party prevailing in litigation is not good. Two key
terms for this area of litigation are causation and damages. Causation simply
means the actions or inactions of one party caused the injury or loss of
the other party. Damages refer to the calculated loss suffered as a result of
causation. Forensic accountants are called upon to calculate losses in many
contexts, including lost earnings, lost profits, lost business, and the physi-
cal loss of property (e.g., fire, flood, theft). The forensic accountant often
will rely upon historical information, conduct interviews, physically inspect
property, and perform trending in order to complete the damage calculation.

Forensic accountants are called upon regularly to work either side of a
matter, supporting either the plaintiff or the defendant. Regardless of who
the retaining party is, the forensic accountant must remain objective and
unbiased, becoming an advocate only for the truth. To illustrate, forensic
accountants regularly are engaged to perform damage calculations as well
as review and refute damage calculations put forth by the opposing party.
Two common contexts for damage calculations are litigation (lawsuits) and
insurance claims. Starting with litigation, a party believes it has suffered a
loss of some kind. The loss could be related to a physical incident, such
as a fire or theft, or it could be related to the actions or inactions of an-
other individual or organization. In any event, the grieved party (known
as the plaintiff) initiates litigation (retains an attorney who files a lawsuit)
against another party (known as the defendant), seeking to recover dam-
ages (money) from the defendant in the amount of the calculated loss. The
plaintiff’s claim may be relatively simple and straightforward, or it may in-
volve detailed calculations. It is common for either party, or both parties,
to retain the services of a forensic accountant to calculate the amount of
potential or actual damages. The calculations may be used by the client
and counsel to determine whether in fact damages actually were incurred
and whether litigation should be commenced based on the damages, and,
during the course of litigation, to negotiate some type of settlement in lieu
of a trial.
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Insurance claims work very similarly, where a party believes it suffered
some type of loss and, depending on the insurance coverage it maintains,
files an insurance claim to recover the loss. Here too the loss could be
related to a physical loss, such as a fire, flood, or theft, or it could be related
to the actions or inactions of another party.

In both contexts of damage calculations, the potential exists for fraud to
be committed as well as for errors to occur. It is not uncommon for parties
to include items, costs, and calculations within their damages claim that
either have no bearing on the loss at hand or are unsubstantiated. In fact,
unsubstantiated and intentionally inflated insurance claims are common;
hence, the need for insurance fraud investigators.

Forensic accountants often are retained to prepare as well as review
and refute submitted damage calculations, both in litigation and with in-
surance claims. The forensic accountant would seek all the supporting and
corroborating information, potentially perform on-site inspections, and con-
duct interviews of witnesses to support and corroborate the information
included in the damage calculation. These are measures not dissimilar to
those employed in fraud investigations.

Family Law
The forensic accountant can have a number of roles within marital disso-
lution (divorce and post-divorce) engagements, starting with the role of a
strategist working with counsel and the client before the divorce is even
filed. The forensic accountant may work with counsel to uncover hidden
or undisclosed sources of income or assets that should have been appro-
priately included on a party’s financial affidavit. Earnings and expenses of
each party, along with earning potential, will come into play in calculating
alimony and child support. It is very common for one divorcing party to
be an owner or shareholder within a business, requiring a business valua-
tion to be performed to determine the value for dividing their assets. The
forensic accountant must be knowledgeable about taxes and the different
tax forms, as often these may be the only documents disclosed. The ability
to determine whether the financial information produced is reliable is also
a very important role. The forensic accountant can expect to be disclosed
as an expert witness in these cases, usually requiring testimony through
deposition and trial. Due to the very nature of these personal and highly
emotionally charged matters, fraud and nondisclosure are both common.

Financial Statement Misrepresentation
This area would entail the forensic accountant being retained to examine the
financial statements and disclosures of publicly traded and privately held
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entities and organizations, to determine whether the financial statements
properly reported the balances, results, and required disclosures. If found
to be improper, the forensic accountant could identify the improprieties
of the financial statements, such as overstatements, understatements, omis-
sions, and improper accounting treatments, as well as calculate the effect
such identified issues would have on the financial statements. The forensic
accountant also could identify any standards, rules, procedures, and regula-
tions that were violated; assist in determining who was involved; and reveal
any underlying schemes or motives for intentional misrepresentations.

Fraud Prevention, Detection, and Response
Fraud encompasses a large area of opportunity for forensic accountants, in
preventing fraud schemes from occurring, investigating fraud schemes that
have occurred, and assisting owners and organizations in implementing
better controls and procedures in response to a fraud scheme having been
committed. The forensic accountant can be retained by an organization
to proactively evaluate its systems of internal controls, financial policies,
and accounting procedures before any thefts are identified, as well as to
seek indications of fraud within specific areas even when no “red flags”
or indications of fraud exist. However, once fraud has been identified, the
forensic accountant can prove invaluable in investigating and determining
what happened, who was involved, how the scheme was committed, how
long the scheme went on, and other important aspects required in order
to resolve the matter. There are many types of fraud and many contexts in
which the forensic accountant can apply all of these services, and a detailed
discussion follows further emphasizing this.

Business Valuation
Forensic accountants are called upon to conduct business valuations within
a number of contexts. The valuation may be required for purposes of divid-
ing assets in a divorce, as discussed earlier, or may be part of some other
type of litigation, such as a shareholder dispute. Conversely, valuations can
be completed in nonlitigation contexts as well, such as within business
transactions, in estate planning, for post-mortem estate purposes, and for
gifting. In business transactions, such as purchases and sales of companies,
and shareholder buy-ins and partner buy-outs, the value of the business
likely may be the driving force behind the dollar amount (e.g., sales price
or buy-out amount) and other terms of the transaction. Federal and state tax
regulations for estates and gifts revolve around the value of each transac-
tion. In the case of estate and gift taxes, values below a certain amount have
no tax effect, but once the value exceeds the amount, taxes are due, often
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significant in amount. Planning for such transactions before they occur can
minimize the taxes due.

A Third Dimension: Contexts within Each Area of
Specialization
To best describe how the field of forensic accounting has expanded, and
how the opportunities continue to expand exponentially, we need only
focus on a few contexts to see just how many opportunities currently exist
for individuals with the skill set of a forensic accountant.

Let’s start with the insurance industry. Within this one industry there
are many different types of insurance, including performance bonds (e.g.,
construction bonds), life insurance, health insurance, disability insurance,
automobile insurance, and homeowners coverage, to name only a few.
Within every type of insurance there is the application process to obtain
coverage, the payment of premiums, and the processing of claims. The
potential for fraud exists within each of these areas.

For example, starting with the application process, someone with a
pre-existing condition who otherwise would not be eligible for healthcare
coverage intentionally fails to disclose the condition with the hopes of ob-
taining coverage. Another example would involve an individual who was
injured outside of his or her employment, yet claims to have been injured
on the job or in some type of accident, to enable him or her to file a claim
to inappropriately collect payments while injured and unable to work. A
third example could involve an individual who claims to be the residential
homeowner of a dwelling obtains a mortgage, and insures the property as
a personal residence, when in fact the individual purchased the property
as a real estate investment. The individual then rents the house to multiple
parties and enjoys the benefits of lower insurance premiums, as residential
premiums are generally lower than those for commercial and investment
properties. One last example could involve a contractor purporting to con-
struct a building. The contractor obtains construction bonds to ensure the
completion of the project. Once financing has been secured and funding
has been made to the contractor, the job comes to an abrupt halt, and the
contractor disappears. It is later learned the contractor was not licensed to
perform the work, something due diligence should have revealed before the
bond was issued. These few examples demonstrate the importance of per-
forming diligence, and in some cases forensic accounting measures, before
coverage is granted and policies are issued.

The next area pertains to premium payments, which could be either
in a lump sum (in one payment) or through installments (monthly or
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not going to be repaid, then at least it could recover some of the loss
through the sale of the equipment. The second task was to review the
detailed financial activity of the contractor, to determine why the cash
was not used to satisfy the outstanding loan balance.

A drive to the last known address of the contractor resulted in no
construction equipment, as did a drive to the contractor’s residence.
No equipment could be located. Subsequently, the forensic accountant
determined the contractor had sold off each piece of equipment to
generate cash flows, despite the fact that each piece collateralized the
bank’s loan. In essence, the contractor sold off the bank’s equipment
and diverted the proceeds, leaving the bank with no means to minimize
its loss.

After many obstacles and much delay, access to the detailed books
and records of the contractor was made available to the forensic accoun-
tant. The general ledger, providing details of every transaction, revealed
how the declining business devoured the cash, as well as the unsubstan-
tiated entries made to the records to misrepresent the actual balances
within the reports provided to the bank. As the equipment was sold
off, entries required to appropriately remove the equipment and record
the corresponding sale and proceeds were never made. Rather, a sepa-
rate “off the books” bank account was maintained that contained those
transactions along with the proceeds. The cash balance from that undis-
closed bank account was drained to zero, leaving nothing for the bank
to recover against the outstanding loan. Had the detailed records been
destroyed, which is common in these cases to minimize the risk of be-
ing caught and prosecuted, much of the detail regarding the contractor’s
actions may have never been discovered.

Conclusion
The goal of this chapter was to provide you with a better understanding of
what forensic accounting is, what it entails, and where the skills of a forensic
accountant can be applied. While this provides the basis for understanding
this specialized area of accounting, this field is by no means defined with
any degree of finality. The venues and contexts for which a forensic ac-
countant can prove valuable continue to expand, as do the opportunities
for individuals to enter into this field. Using the field of medicine as an
analogy, physicians migrated from general practitioners to specialists, often
opening entire practices devoted specifically to their area of specialty. The
same holds true for accountants, and the specialization has already started
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occurring. Many accounting firms exist today specializing only in business
valuation, damage calculations, insurance claims, fraud investigations, and
bankruptcy, and more likely will follow in the years to come. It is not
unreasonable to think that one day there could be as many accountants
specializing in specific areas of forensic accounting as there are within the
traditional accounting roles.

As we move into the next chapter, we will begin to focus the forensic
accounting discussions to the field of fraud, and ultimately to financial fraud.
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Personnel and Payroll Cycle
This cycle comprises hiring, maintaining, and terminating employees; estab-
lishing salary and benefit amounts; maintaining timekeeping; tracking and
approving employee expense reimbursements; and all other aspects relating
to compensating employees.

The personnel process incorporates recruiting, screening, and hiring
procedures, to ensure proper backgrounds and verification measures are
completed with each and every new hire. Once personnel have been
hired, measures are needed to ensure access to employee profiles and pay-
ment information is limited, along with ensuring terminated employees are
deactivated promptly from the payroll system.

The payroll process involves capturing, recording, reviewing, verifying,
and approving the time worked by employees, to ensure only legitimate
individuals are appropriately and accurately paid.

Common fraud schemes perpetrated within this cycle include paying
ghost employees (fictitious employees on the system that do not exist),
paying terminated employees beyond their termination date and diverting
their paychecks, overstating hours worked, overstating expenses incurred
and submitted for reimbursement, and filing false medical claims, to list a
few. Employee and management fraud can overlap in this cycle, especially
in the area of submitting false expense account reports. An important but
often overlooked area of personnel fraud is the improper vetting of job
applicants. Collusion between a personnel department employee and an
applicant could result in the hiring of a fraudster by another fraudster already
within the company, with untold consequences.

Inventory and Warehousing Cycle
This cycle controls the purchase and storage of goods for later processing
and sale, or for direct sale. The most common frauds in this cycle are: or-
dering unnecessary or excess inventory, and then stealing it for personal
use; committing outright theft of inventory; and charging embezzlements
occurring elsewhere in the company to inventory losses. These schemes of-
ten can become extremely complex and involve individuals within shipping
and receiving, inventory control personnel, drivers, and individuals outside
of the business who receive the stolen goods. It is widely known that most
businesses lose more inventory out the back door at the hands of their em-
ployees than they do by customers out the front doors. In some schemes the
inventory is never physically received at the business, but rather is diverted
on the truck or on the loading dock, or shipped directly to an address of
the individual or co-conspirator.
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Monthly Reconciliations and Reporting Cycle
This is perhaps the most important cycle for detecting frauds and embez-
zlements. Every business and organization must have a properly designed
and timely performed month-end process, if for no other reason than to
have the ability to detect potential unauthorized or fraudulent transactions
and activity as quickly as possible. Month-end procedures typically start
with the bank reconciliations and continue with the recording of standard
monthly entries. If the system used is not integrated (some system areas do
not automatically post to the general ledger), each nonintegrated area needs
to be posted manually to the general ledger. Accounts are then reconciled,
and once the activity is posted, draft financial reports are generated and
reviewed. Ideally, there is segregation of duties within this area to ensure
the individual performing the bank reconciliations is not the same person
who handles any aspects of accounts receivable (processes deposits) and
accounts payable (processes checks). Individuals independent of the day-
to-day accounting must be involved to either perform or review much of
the month-end process if unauthorized activity is going to be detected.

Other Types of Financial Fraud
Some frauds that affect business often occur outside the typical accounting
cycle. Customer fraud, for example, can severely affect insurance companies
through filing of false applications and fraudulent claims, especially those
for personal injury. Banks and other financial institutions suffer customer
fraud through submission of false financial information on loan applications.

Management fraud, also known as financial statement fraud, deserves
special mention in light of the many corporate scandals of the past 10 years.
In addition to the five cycles just discussed, management can commit fraud
through the manipulation of earnings reported on the financial statements
prepared for shareholders and creditors. This type of fraud can affect the
stock price, management bonuses, and the availability and terms of debt
financing. Enron, WorldCom, Global Crossing, Lehman Brothers, AIG, Dell,
Adelphi, and many others are particularly egregious examples of manage-
ment manipulation of the financial statements that enriched a few but caused
the collapse of company pension plans, enormous losses to innocent share-
holders, and unemployment for thousands of individuals. These frauds also
have contributed to the downfall of one major accounting firm (Arthur
Andersen), a spate of suits against others, and the decline in the public’s
confidence in the accounting profession.

Corporate Fraud in Perspective . It is sometimes suggested that the
size and complexity of the Enron, Adelphi, Lehman Brothers, AIG, Bernie
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Madoff, and other cases mean we are living in a new era of fraud. What
should we make of this suggestion? Is this a new phenomenon, or is it be-
cause we are in the age of “real-time” reporting (news hits us instantly, rather
than when it isn’t “new” anymore)? Instant news means instant reaction—the
media searches for instant answers, perhaps before even those of us consid-
ered experts have had a chance to digest, reflect, and then comment on what
may have happened. One thing is for sure: The size of the frauds being com-
mitted and ultimately revealed has become staggering, such as the case in-
volving Madoff’s Ponzi scheme estimated at $60 billion in losses to investors.

A Bit of Background . The great bull markets of the twentieth century
were all followed by revelations of malfeasance that came to light only after
equity values had declined from heights unjustified by earnings growth
rates and historical price–earnings multiples. When the Jazz Age ended in
October 1929, the reputation of business executives was in just as much
trouble as it is today. The shenanigans of the bigger players ultimately were
exposed when the investigations of the Senate Committee on Banking and
Currency in 1933–1934 revealed the true behavior and ethics of the bankers
and brokers in the previous decade. The practices of the great financiers of
the day as presented in 12,000 pages of testimony were so shocking that
the government felt it necessary to establish the SEC in 1934 to regulate the
financial industry.

Richard Whitney, head of his own investment firm and five-time presi-
dent of the New York Stock Exchange, proved to be an exceptionally poor
businessman. He borrowed $30 million from his friends, relatives, and ac-
counts in his trust and owed $6.5 million at the time he declared bankruptcy.
He served three years and four months of a five- to ten-year sentence for
misusing funds from his father-in-law’s estate.

The More Things Change. . . . Going back to the bull market of the
mid-1980s, it was a time of merger mania and the heyday of the junk
bond market. The crime du jour was insider trading. The investment banker
Drexel Burnham Lambert collapsed, and Denis Levine, Ivan Boesky, Michael
Milken, and others went to jail. With the revelation of Madoff’s massive
pyramid scheme and the collapse of the real estate market, two new major
areas for fraud have surfaced, with significant levels of resources being
poured into both areas. Federal agencies have established task forces to
combat both of these fraud-ridden areas.

Since Madoff, many investment, hedge fund, and private fund managers
have been identified, arrested, and in some cases sent to prison, when
their own Madoff-style Ponzi schemes were revealed. While the losses each
caused paled in comparison to Madoff’s, the amounts involved rarely were
below several million dollars.

The real estate sector, while always susceptible to fraudulent ac-
tivity, never received the level of attention and scrutiny it has been
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receiving for the past two years. Nowadays everyone involved in a real
estate transaction, from the seller through the buyer, and everyone in-
between, is under the microscope. Deficiencies, inaccuracies, and fraud
have been identified in hundreds of thousands of closing files, with collu-
sion commonly found between the appraiser, seller, lender, buyer, and/or
attorney.

Sarbanes–Oxley
In response to the massive financial statement frauds of Enron, WorldCom,
and others, coupled with the record-level number of restatements that oc-
curred, the Sarbanes–Oxley Act of 2002 was passed to oversee more closely
the financial statements of publicly traded entities as well as hold the CEO
and CFO of each entity personally responsible for the completeness and ac-
curacy of their financial statements. The Act, also known as the Public Com-
pany Accounting Reform and Investor Protection Act, was a combination of
proposed legislation by U.S. Senator Paul Sarbanes and U.S. Representative
Michael Oxley. It subsequently became known as SarbOx and ultimately
SOX, and it focused auditors’ attention on disclosures as well as the systems
of internal controls and procedures of the reporting entity that yielded the
financial statements. The purpose of the Sarbanes–Oxley Act was to provide
investors with greater confidence in American corporations and allow them
to rely on financial statements as an accurate representation of the financial
condition of the companies in which they are stakeholders. The Act was a
response to the revelations of lax auditing practices and conflicts of interest
between auditors and their clients.

This book will not discuss Sarbanes–Oxley in great detail, as much has
been written about it elsewhere. However, what is key is to look at the Act’s
effect and how its effectiveness is perceived.

In its 2005 Oversight Systems Report on Corporate Fraud, Oversight
Systems5 surveyed certified fraud examiners “to report the trends, risks and
major concerns that businesses face today.” Oversight noted that while most
examiners saw Sarbanes–Oxley as an effective tool, “few think it will change
the culture of business leaders.” That is a very telling comment. Whether we
discuss the heady days of insider trading, or recent corporate scandals, what
we need to realize is that perhaps we cannot stop fraud from happening, but
we can limit the vehicles that allow it. We discuss the concept of business as
a vehicle in Chapter 8; most worrying is that, similar to automobiles, when
one model becomes obsolete, another is sure to follow. Just because certain
types of business scandals are behind us, this does not mean new methods
will not ensue.
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What the Numbers Tell Us about Fraud
Comprehensive concrete and official fraud statistics are hard to come by
because government agencies and industry groups tend to keep records only
of those frauds that affect their area(s) of interest. We also must remember
that all fraud statistics are based only on the known frauds. What is most
unnerving is the fact that the numbers quoted are considered to be only
the tip of the iceberg. Aside from the many undetected frauds, there are
frauds that are not reported by the harmed organization for various reasons,
including fear of embarrassment. Much identified fraud goes unreported for
many reasons. Many organizations would rather complete an investigation
and move on, than bring to public light the full extent of a fraud perpetrated
against them. A common statistic is that only one in nine fraud cases ever
sees the light of the media, which means for every fraud case we read
or hear about, on average there are eight other fraud cases we will never
hear about.

Notwithstanding the uncertainty of the true extent of financial fraud,
there are studies that shed light on the enormous impact fraud has on
society and business.

Study: Association of Certified Fraud Examiners
For purposes of this book, the best overview of financial fraud comes from
studies done by the Association of Certified Fraud Examiners (ACFE). In
1996, the ACFE published Report to the Nations on Occupational Fraud and
Abuse based on occupational fraud cases reported by its members. In its
2010 Report to the Nations on Occupational Fraud and Abuse, the results
were based on a study of 1,843 cases reported by certified fraud examiners
(CFEs) who investigated them.6 Based on the reported cases, the estimated
loss of revenue to any organization due to fraud was 5 percent of sales.
The ACFE estimated that applied to the gross domestic product (GDP), this
translated into approximately $2.9 trillion in total losses. This is a significant
increase over the $400 million estimated to have been lost in 1996 when
the first report was written, as well as the $761 million reflected in the 2004
report.

Small-Business Fraud
According to the ACFE study, “small businesses, organizations with fewer
than 100 employees, suffer disproportionately larger losses due to occupa-
tional fraud and abuse.” The median loss for these businesses was $155,000,
which represented 31 percent of the reported cases.
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The three categories can easily be the subject of detailed discussions
within books, courses, and other material devoted specifically to each cat-
egory, and such resources do in fact exist. This book was not intended to
cover all three in any detail, but rather focuses on asset misappropriation
schemes.

The ACFE study reported that cash thefts usually occur in three different
ways:

1. Fraudulent Disbursements. Fraudulent disbursements involve unau-
thorized or fictitious payments made by a business or organization,
and can include false invoices or timecards to create a false payment
obligation for a company. It is the most common type of cash fraud,
accounting for 66 percent of the studied cases and creating a mean loss
of $125,000.

Fraudulent disbursements break down into five principal types:
1. Billing: Fraudulent billing schemes accounted for 26.0 percent of

fraudulent disbursements and created a median loss of $128,000.
2. Expense reimbursement: Expense reimbursements constituted

15.1 percent of schemes and caused a median loss of $33,000.
3. Check tampering: Check tampering made up 13.4 percent, with a

median loss of $131,000.
4. Payroll: Payroll schemes represented 8.5 percent of cases studied,

and the median loss was $72,000.
5. Register disbursement: Register disbursements made up only 3.0 per-

cent, with the smallest median loss of the group at $23,000.
2. Skimming . Skimming is the theft of cash or payments during their col-

lection but before they are recorded on the company books. Skimming
occurred in 14.5 percent of the cash frauds, with a mean loss of $60,000.

3. Cash Larceny . Cash larceny is the theft of cash or payment after it
has been recorded. This form of fraud accounted for 9.8 percent of the
cases, with a mean loss of $100,000.

Case Study: QuickBooks/Classic Lapping Scheme

The small family business had been operational for nearly 30 years. At
the end of their careers, the husband and wife owners relied heavily on
their longstanding office manager for all the financial activities of the
business, except check-signing authority.

Following up on a discrepancy within a bank deposit identified by
their accounting clerk, the owners discovered a difference between the
deposit slip the office manager had completed and the actual deposit
slip received by the bank after the office manager completed the deposit.
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The original deposit slip included the names of four customers along
with their payment amounts, two of which were in cash. The deposit
slip received by the bank for that same day included the same dollar
amount total, but was comprised of five (and not four) customer names
and amounts. Two of the customer names were the same as reflected
on the original deposit slip, but the two customers who paid cash had
been replaced with different customer names. A fifth customer name
had also been added.

Upon researching the payments received per the QuickBooks sys-
tem maintained, it was quickly revealed that two large checks received
were allocated in part to the customers who made the payments, and
also in part to the two customers who paid in cash. The deposit to-
tal was accurate, but the composition was fraudulent. The scheme was
clear—the office manager was skimming (stealing) the cash payments,
and concealing her thefts by allocating payments from other customers
to the cash-paying customers’ balances.

The office manager was terminated and was pursued criminally.
The owners recovered a portion of the diverted funds when their in-
surance claim was filed and paid. A lack of records prevented them
from determining just how long the office manager had been steal-
ing, and how much they lost to her over the many years of her
employment.

Drawing Conclusions
What impact has SOX had on financial statement reporting? The answer de-
pends on what is meant by impact. From the reporting entity’s perspective,
SOX has had a significant impact in both costs and resources spent to com-
ply with the Act’s requirements. As for the accounting industry, many firms
have reaped the substantial financial benefits of this additional required
work, mandatory for all filers, and at least one report stated, “Accounting
firms are producing more credible, accurate and reliable financial statements
to meet the stern requirements.”10

However, according to James Kaplan’s article “Why Corporate Fraud Is
on the Rise,” published in Forbes Magazine in June 2010 and based on a
review of the study completed by the SEC on fraudulent reporting through
2007, “The number of fraud cases increased between 1998 and 2007 in com-
parison with the level in the prior 10-year studies.”11 Despite SOX Section
404 adding the new requirement that the CEO and CFE personally certify the
financial statements, Kaplan stated, “The SEC study cited a company’s chief



P1: TIX/XYZ P2: ABC
JWBT633-c02 JWBT633-Silverstone January 11, 2012 5:25 Printer Name: To Come

32 Fraud in Society

executive officer and/or chief financial officer for some level of involvement
in 89% of fraud cases studied.”12

Some startling findings based on the SEC study have been summarized
as follows:

The companies engaging in fraud were much larger than those in
the earlier study 1988–1997.

Most frauds were not isolated to a single fiscal period. Fraud periods
averaged 31 months.

There appears to be no difference between the number or character
of fraud since the passage of the Sarbanes–Oxley Act of 2002.

All of the 347 fraudulent firms received an unqualified opinion from
their auditors.13

Sadly, the risk of financial fraud by any method continues to be real
and is not going away.

Society’s Perception of Fraud
Until recent years, the full realizable impact major frauds have had on so-
ciety, including loss of jobs and life savings, as well as what impacts each
caused in other areas (e.g., at least one major accounting firm and countless
others), was not known. Fraud often was perceived as a victimless crime.
Governments and businesses were seen as so wealthy that the money taken
by fraud wouldn’t be missed. “They can afford it,” was the classic rational-
ization heard in confessions. Fraud also is perceived as an easy way to get
money without running the risk of severe punishment. Dismissal is certainly
a possibility, but many employers will, in fact, quietly investigate and re-
solve allegations and instances of fraud internally, to minimize their risks
and exposure to adverse publicity with their customers, vendors, bankers,
insurers, and the public.

Despite the public outrage caused by Enron and others, it would seem
many of these crimes are still under the radar and escaping the light of day.

If, as noted earlier, $2.9 trillion in revenues is diverted annually by
fraudsters, then $2.9 trillion will never work its way through to shareholders’
equity and increase the wealth of the national industrial base. Since most
fraud occurs at small, and thus more vulnerable, businesses, the risk is
greater that it can cause bankruptcy, with the consequent costs to vendors
and lenders, and unemployment for company staff. A lifetime of building
respect in business, in the community, and with the family can be destroyed
when a trusted employee who felt protected by a reputation for honesty is
exposed as a fraudster.
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Fraud is far from benign. As fraudsters take advantage of technology,
fraud becomes more sophisticated. It no longer can be characterized solely
as employee theft for personal benefit. It is international. An American busi-
nessman who was the victim of a Nigerian letter scam went to Lagos to check
on his “investment” and was murdered for his troubles.14 The line between
individuals stealing for themselves and fraud as part of organized crime is
getting harder and harder to draw. Ruthless domestic and foreign gangs
have been discovered behind corporations boasting respectable boards of
directors that actually have been set up to launder money and create stock
frauds. As regulators close the traditional charities and other fronts used to
raise money, terrorists are turning to identity, mortgage, and other types of
fraud to raise the money needed to attack U.S. interests. Today the occu-
pational fraud uncovered at a small company could be part of something
much larger.

Who Commits Fraud?—Profile of the Typical Fraudster
Despite enormous scandals such as Watergate, the Iran-Contra Affair, the
Savings and Loan debacle, the Wall Street insider trading exposé, and the
collapse of the Bank of Credit and Commerce International (BCCI) and Bar-
ings Bank, white-collar crime historically has not been subjected to as much
research as other types of crime. The lack of research on crimes of this type
has resulted in little research on the criminals. The small number of prose-
cutions and subsequent convictions further hampers such research. In this
respect, corporations work against their own best interests when they refuse
to prosecute employees because of a fear of adverse publicity. However,
over the past 10 years, much more research has been completed, resulting
in a better understanding of the white-collar criminal and development of
better hiring and prevention policies.

Despite the deficiencies in gathering evidence and developing theory,
several studies have been done that show some consistency. For those of us
who write and speak regularly on the subject of financial fraud, we typically
describe the perpetrator in general terms as someone who has experience,
is placed in a position of trust, and maintains a position of having the
opportunity to commit the crime.

The 2010 ACFE study showed that 42.1 percent of the perpetrators
were employees, down from 67.8 percent in 2004, while 41.0 percent were
managers and 16.9 owner/executives. Dishonest managers and executives
working alone caused median losses of $250,000, or about 4.2 times the
$60,000 stolen by lower level employees operating by themselves. When
executives and managers colluded with employees, however, the median
loss jumped to $500,000, or double what executives and managers stole
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At the conclusion of the investigation, upon the receipt of the insur-
ance check, the temp failed to show up for work at the business. Trou-
bled that something could have happened to him, the owners called him
at home. What they learned next crushed out whatever hope for human-
ity they had left after having their long-term office manager embezzle
from them.

The temp told them that they had no money left in the bank. He told
them that he had been struggling with his drug habit, and the temptation
to steal their cash grew too strong. He said he had been stealing from
them right from the start, by writing checks to himself and forging their
signatures, and that the bank balances on the financial reports he had
been providing were inaccurate. He told them they should go to the
bank to obtain more accurate figures of what they had left to run their
business and pay their employees.

The temp was arrested, having stolen over $30,000 from them within
a few short months, and causing the business to nearly file bankruptcy.
Fortunately he came clean just prior to them receiving their insurance
check from the first embezzlement. A second claim was filed, and the
owners recovered the majority of the stolen funds from their financial in-
stitution where the forged checks were honored. It was learned that the
temp had been arrested previously for embezzling from his employers,
and that the temp agency through which he was hired never performed
any type of criminal background screening prior to his placement.

Crisis Responders and Opportunity Takers
What, then, makes a person commit that one act that turns a respectable
citizen into a criminal? How does a person who does not have the statistical
profile of the common criminal form the intent to break the law? Weisburd
and Waring identify two broad classes of offenders: crisis responders and
opportunity takers. The crimes of the crisis responders “seem to be situ-
ational responses to real stress or crisis in their professional or personal
lives.” The crimes of the opportunity takers seem to be “linked strongly to
some unusual or special set of opportunities that suddenly materialize for
the offender.”15

The crisis responders were people in positions of trust who saw a
criminal act as the way out of a perceived financial crisis. These events
were anomalies in their social histories. The women acted to pay family
bills, and the men stepped over the line for a variety of reasons, such as
financial troubles at the company they owned or to reduce their income
taxes payable.
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The opportunity takers were not driven to commit a crime by financial
pressures; they were drawn in by the temptation created by an unusual op-
portunity. Many of these events were isolated wrong choices. This group,
however, also includes those recruited into conspiracies operating in per-
missive environments. Once involved, these offenders become socialized
into criminal activity that can last for years or even decades. The offense for
which they suffered their one arrest was, in fact, often one long, systematic
criminal activity.

The commission of a crime requires a place that connects opportunity
and victim. Due to the positions within an organization, the greatest level
of harm often is committed by officers and managers colluding with others
in ways that circumvent the controls and exploit the organization for which
they work. This is the quintessential middle-class crime. Owners and sole
proprietors may be from a higher social class, but the businesses they control
are usually too small to permit the magnitude of the thefts possible from
large corporations.

It is the officers and managers who hold their positions in large com-
panies through education and hard work, rather than birth, who have the
opportunities to commit the big frauds. This is because they command the
accounting systems as well as the controls that should safeguard those same
systems. These crimes are most frequently collusive because their commis-
sion requires an assembly of skills capable of exploiting the complexity of
the corporate structure.

Detection
In the ACFE’s 2010 survey, approximately 40.2 percent of cases initially are
detected by tip, matching the percentage reported for tips in 2004. The
2010 survey also reported detection of 15.4 percent by management review,
13.9 percent by internal audit, 8.3 percent by accident, 4.6 percent by ex-
ternal audit (down from 11% in 2004), and 1.8 percent notified by police.

Since the victims of white-collar crime rarely know anything has hap-
pened at the time the action occurred, often a long lag develops between
the commission of a crime and its discovery and reporting. The ACFE notes
that the majority of tips came from employees (almost 50%), along with tips
from customers (20%), vendors (16%), and anonymous tips (13%).

Per the ACFE study, internal audit accounted for 14 percent of initial
detection. This should give us a pretty good idea of where resources should
perhaps be allocated within organizations. However, for every point in
the world of fraud detection, there is a counterpoint, and many smaller
business owners will tell you their organization is too small for an internal
audit department, and that they cannot afford such a luxury. Perhaps this
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then ties in with the fact that companies with fewer than 100 employees
accounted for almost 30.8 percent of cases in the ACFE survey, the largest
group in the study. Companies with over 10,000 employees accounted for
20.6 percent, the smallest group in the survey.

Motivations for Fraud
In a 2001 article, “The Psychology of Fraud,” the authors noted that fraud,
“like other crime, can best be explained by three factors: a supply of mo-
tivated offenders, the availability of suitable targets and the absence of
capable guardians—control systems or someone to mind the store.”16

Financial motivators obviously have a big impact on the cause of finan-
cial crime. These can range from an employee with an inability to pay her
domestic bills to a senior executive under financial strain because he knows
that market factors have adversely affected the business and analysts will
be watching the latest results with eagerness. In this case, the strain may go
beyond pure financial impact, to stature and reputation as well.

Some theorists have taken a big-picture approach and argued that white-
collar crime is the inevitable outcome of the competitive ethic of capitalism.
According to this theory, competition is the field on which egotism and
recklessness can have full play.17 We constantly are bombarded by images
of the wealth and success that can be achieved through winning in the great
experiment in social Darwinism in which we live. The inevitable result of
such competition is the recognition of the economic inequality of winners
and losers, which can be internalized as the constant fear of failing. This
discontent may be sufficient to make a person see white-collar crime as the
great equalizing act. The drive for money and the trappings of success are,
therefore, the motivators of the act.18

Recent theorizing has shifted the focus to the situation in which the
crime is committed. This newer thinking does not dismiss the role of per-
sonal history, which is so important in the creation of the street criminal, but
questions its explanatory power. It raises the question of why certain people
commit certain crimes in certain situations. This is a useful line of theorizing
since it allows the criminal act to be conceptually distinguished from the
criminal’s life story and explained as the pursuit of short-term gratification,
and not the culmination of a long history of personal disadvantage.

The situation in which the potential white-collar offender finds himself
or herself plays a most significant role in determining whether a crime will
be committed. The corporate culture lived daily at the workplace often can
create enormous pressures to commit criminal acts. Examples are common
in the famous cases of price-fixing, bribery, and manufacture of dangerous
products that occurred throughout the past century.19 A corrupt corporate
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culture can lead to the inversion of all values. The comfort of conformity
then becomes the Achilles’ heel of the middle-class person under pressure
to “go along to get along.” Loyalty can easily slip into complicity. Criminal
behavior becomes normal. Team-playing becomes conspiracy. Fear of dis-
missal, ostracism, or losing the favor of superiors can be compelling forces
in the world of a department or small company.

These acts cannot be explained by a personal history of instability
and deviance since stability and conformity are the principal character-
istics of these criminals’ lives. Even while committing the crimes, white-
collar offenders are able to lead their conventional lives, which are, indeed,
their camouflage. Their conventionality and stability are the foundation of
the trustworthiness that gives them the opportunity to commit the crime
in the first place. It is this life of conventionality that gives the criminal act
the character of an aberration.

It is, however, the white-collar criminals’ power of rationalization that is
one of the most amazing aspects of their behavior. They are able to behave
normally and aberrantly at the same time without feeling conflict. This be-
havior is possible through the use of techniques of “neutralization.”20 These
are acts of mental deftness that allow persons to violate behavioral norms
without simultaneously seeing themselves as deviant or criminal. Such self-
exculpating explanations can occur both before and after the commission
of a criminal act.

The most common rationalization noted several times already in this
chapter is that financial crimes do not hurt other people. Embezzlers com-
monly tell themselves they are merely “borrowing” the money and intend to
return it later without anyone else being affected. Many embezzlers justify
it because they had to pay mounting family bills. “Everybody’s doing it,” is
frequently heard as an argument for systematic wrongful company behavior.
Corporate offenders often consider laws as an unjust or unnecessary form
of government interference disrupting free market forces. They may even
argue that breaking the law was necessary for the survival of the company.

Employees frequently offer a moral justification for their thefts with
the argument that their employer “owed” them the money. Fraud simply
expressed their grievance. For example, they feel exploited and underpaid
or hurt after receiving a smaller-than-expected bonus. Many feel justified
after being passed over for promotion; others feel they can do the job just
as well as, if not better than, the person with the higher education. Personal
antipathies, anger after a reprimand from the boss, and the like, can all be
self-serving explanations for fraud. Such a sense of being wronged, whether
justified or not, can fester for years before developing into a plan to defraud.

In rare cases, mental illness can drive a person to commit fraud through
a wish to damage the company. Others can be motivated by pure egotism;
they commit fraud just to show how smart they are. Yet others are driven
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CHAPTER 3
Understanding the Basics of

Financial Accounting

Where It All Begins
Clearly we have seen in the previous chapter that despite its increased
exposure, better corporate governance, and general increased awareness,
financial fraud is not going away. While financial fraud includes the increas-
ing problem of identity theft and other nontraditional crimes, our focus
here remains on the use of accounting systems and circumventing controls
to achieve financial gain.

No forensic investigation can be undertaken without some knowledge
of accounting principles. So much of the media coverage of the recent
events involving Enron, WorldCom, Computer Associates, AIG, Tyco, Adel-
phia, Madoff, and others has focused on manipulation of financial results.
The financial crimes perpetrated on smaller companies, as evidenced by
the ACFE survey, included fraudulent disbursements, where funds are dis-
bursed through false invoices or forging company checks; skimming, where
cash or other payments are stolen before they ever get recorded; and cash
larceny, where cash or other payments are stolen after they are recorded.
Even if you are not examining a company’s books and records yourself,
you may well be talking to the people who are, and need to know how
an accounting system works in order to understand their language. The
purpose of this chapter is to introduce you to some fundamental concepts
that will show you how money moves through an organization and how
financial transactions should be recorded. It is important to note while we
refer to “businesses,” much of the discussion applies similarly to nonprofit
organizations, governmental bodies, and other entities.

43
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all three levels of reporting on financial statements issued (audits, reviews,
and compilations).

Although internal fraud historically has centered on manipulation of
accounting entries, recent events have been focused more directly on finan-
cial statements and the manipulation of the underlying data. From an early
age, accountants are taught that the financial statements are a “snapshot,”
one point in time to capture the profitability (or unprofitability) and finan-
cial position of an entity. While much coverage of financial fraud centers
around “audits” and the role of auditors, it should be noted that there are
actually three levels of reporting on financial statements: compilations, re-
views, and audits. While the standards, level of assurance, and cost of each
vary dramatically—with compilations providing the lowest level of assur-
ance at the lowest cost, and audits providing the highest level of assurance
with the greatest cost—the risk of financial statement fraud can occur at
any of the three levels. In compilation engagements, outside accountants
simply format and report management’s results and balances consistent with
GAAP. Compilations entail no other services, procedures, or analytics—they
are simply financial reporting. With reviewed financial statements, the mid-
level service, accountants provide the same reporting as for compilations,
but also perform inquiry and analytical review procedures over the informa-
tion. As with compilations, though, no opinion is expressed on the financial
statements. The final and highest level of assurance is the audit. Audited
financial statements are reported in accordance with GAAP, as with compi-
lations and reviews, but detailed audit procedures are performed not only
on the financial results and balances, but also on the internal controls of
the organization being audited. In certain cases, additional procedures are
performed to ensure compliance with laws and/or program requirements.
Auditors express an opinion on the financial statements, typically an un-
qualified or “clean” opinion. It is important to note that with all three levels,
the outside accountant or auditor does not state that the financial statements
are accurate, but rather reports that the financial statements are reasonable
and free of material misstatement.

The balance sheet should convey the financial position of the business
at one point in time (e.g., at the company’s year-end), listing the company’s
assets and liabilities, together with the company’s equity. The concept of the
balance sheet comprises what is known as the accounting equation—the
fact that assets always equal liabilities plus equity. The father of double-
entry bookkeeping, Luca Pacioli, who developed the accounting process in
the late fifteenth century, believed that one should not sleep until the debits
equaled the credits. The facts alone from Chapter 2 clearly should cause
us to lose sleep over the propriety of what is underlying those debits and
credits!
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Beyond the balance sheet, the core financial statements include the in-
come statement, statement of cash flows, and footnotes. The income state-
ment reports the entity’s revenues and expenses for the reporting period.
While the level of detail will vary, every income statement must include
certain elements, such as gross sales, cost of sales (or cost of goods sold, if
either is applicable), gross margin or gross profit, operating costs, and net
income or loss (total revenue less total expenses). The income statement
identifies whether the entity was profitable for the period.

The statement of cash flows identifies all the sources and uses of funds
during the reporting period. Many forensic accountants and fraud examiners
contend the entity’s cash flows are the best indicator of both the health of
the reporting entity as well as the potential for fraudulent activity. The cash
activity is broken down into three primary areas: operations, financing, and
investments.

Footnotes to the financial statements describe aspects of the report-
ing entity, such as the nature of the business and related parties, and
are required for the financial statements to be in conformity with GAAP.
Compilation-level financial statements can omit the footnotes, but the omis-
sion must be reported in the compilation report. There are many specific
accounting pronouncements, standards, and rules dictating the required
footnotes as well as the content of disclosure. Someone investigating an
entity would learn a significant amount about the entity by reviewing the
footnotes in addition to analyzing the three primary financial statements.
Unfortunately, this is often overlooked by analysis and investigators.

The Five Accounting Cycles
To understand how fraud occurs within businesses, it is important to under-
stand how the cycles work within an accounting system. Specifically, the
cycles are defined as:

1. Sales and Accounts Receivable
2. Purchases and Accounts Payable
3. Human Resources and Payroll
4. Inventory and Storage/Warehousing
5. Capital Expenditures

Sales and Accounts Receivable
The fundamental concept of any business involves getting business (sales)
from customers, billing for those goods or services, and then making sure the
accounts receivable are collected. In terms of the accounting equation and
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accounting cycle, the revenue from sales appears on a company’s income
statement, and the respective accounts receivable appears on the balance
sheet. Cash sales and collections on accounts receivables directly affect the
cash balance, which is a balance sheet item.

Within this part of the cycle are steps that a business must undertake to
minimize its financial risk. These steps include approval of new customers
and credit limits before entering into new business relationships; having a
system for receiving and recording orders from customers and then invoicing
them; and then collecting the amounts owed from customers, along with
the appropriate system for making adjustments to customers’ accounts for
returns, write-offs, and so on.

Fundamental within this accounting cycle are the safeguards put in
place by a company—the internal controls to minimize the opportunity
for theft or misappropriation. While no different from other aspects of the
accounting cycle, it is relevant to note them here. At the same time, the
concept behind these controls is similar for all cycles. Specifically:

� Separation of duties. This is a fundamental concept of accounting
and one through which companies can prevent many fraud schemes by
properly segregating the functions of custody, authorization, and record-
keeping. For the sales and accounts receivable cycle, this would apply
to separating the credit function and sales function (thereby minimizing
the chances of granting credit to an unsuitable potential customer in
order to force a sale). Similarly, sales recording and receipt of payments
also should be separated, as should recording adjustments and credit
memos.

� Physical safeguards of assets. On the most basic level, this should
involve restriction of access to computers by access rights assigned to
individual users with specific passwords, physical locks, and the use of
a bank’s lock box for customer payments. Instead of payments coming
directly to the organization where cash and payment processing would
be completed by company employees, all payments would go directly
to the bank for processing. The organization would receive batches of
copies of payments received, along with quicker access to their funds.

� Audit trail (i.e., adequate and proper documentation of transac-
tions). As with other cycles, the need for adequate documentation in an
accounting system is fundamental. At a minimum, this should include
prenumbered documents for sales orders, shipping documents, sales
invoices, credit memos, and remittance advices (or a computer system
that assigns numbers as printed, but with sufficient controls over access
limited by specific passwords for users).

� Approval process. This process extends to credit approval, write-off
approval, and the shipment of products. One employee who processes
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these types of transactions should have to seek a separate employee,
perhaps a supervisor, to approve the transactions.

� Independent checks on the system (whether by an internal func-
tion or an outside source). While many companies have an internal
audit function, others do not consider themselves large enough for such
a system. In both cases, the organization needs to have some kind of
independent monitoring. This should, at a minimum, include indepen-
dent preparation of bank and other account reconciliations, supervi-
sion, and perhaps the use of an outside accountant as an additional
monitor.

Case Study: Accounts Receivable Fraud

The bookkeeper of a small but growing bread company prepared in-
voices to be sent to customers and was also responsible for collecting
and processing payments. Revenues were growing through the acqui-
sition of new customers as well as increasing sales to existing ones. A
surprise internal audit revealed, however, that bank deposits were not as
large as would have been expected considering the rate of sales growth.
An examination of customer copies of sales invoices revealed that the
amounts being billed were higher than the amounts being recorded in
the cash receipts journal (see later in this chapter for a discussion of
journals) for the same transaction. Office copies of the invoices had
been altered to reflect the falsified journal entry. The bookkeeper had
stolen more than $15,000 over a period of a year before the fraud was
discovered. The bookkeeper was dismissed and agreed to repay the
money in order to avoid having the matter brought to the attention of
the police.

Purchases and Accounts Payable
In order to manufacture and/or supply goods and services, a business ob-
viously must procure and pay for the goods and services that underlie
its sales. In terms of the accounting equation and accounting cycle, the
expenses appear on a company’s income statement, and the respective ac-
counts payable appear on the balance sheet. Similar to cash sales, cash
purchases and payments of accounts payable directly affect the cash bal-
ance, which is a balance sheet item.

The steps and controls for safeguarding a company’s assets within pur-
chasing and accounts payable are similar to those within the sales and
accounts receivable cycle. These steps include approving new vendors and
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safeguard entry to the accounting system and to be in a position to identify
who accesses the system and when. Limiting access at key points specific to
each individual user makes it more difficult for one person to compromise
the system without collusion.

At the entry level of this cycle, acceptance of a new vendor, system
controls must include background checks on the vendor in order to ensure
that the business exists and is legitimate. Establishing and monitoring credit
limits is another fundamental control in the safeguarding of the company’s
assets. Companies also should have bid and procurement policies to en-
sure competitive bidding and to minimize the opportunity for purchasing
managers to compromise their position.

Another developing area of concern is electronic payments. All too often
the internal controls within a company limit who can sign physical checks,
but when it comes to the electronic disbursing of funds, the authority fre-
quently and at times unknowingly is delegated to nonauthorized signers.
Funds can be paid from corporate accounts via wire transfers, online trans-
fers, automated clearinghouse (ACH) transactions, electronic fund transfers
(ETF), and automatic debits (vendor automatically withdraws funds from
the account). It is critical that every organization’s internal controls address
the areas of electronic disbursements, to ensure only authorized individuals
have the ability to disburse funds by any means.

Case Study: Accounts Payable Fraud

The administrator of the school board in a small city had ultimate author-
ity for all items payable from the board’s annual budget. As an admin-
istrator, he traveled frequently to education conventions and meetings
of administrators in the state capitol and across the country. Although
he was an excellent CPA and the day-to-day affairs of the board ran
smoothly, his prickly personality did not endear him to the board and
made his attempts to get approval for his proposals difficult. Frustrated
and increasingly embittered, he saw a way to get back at the board, by
using his signing authority to approve personal expenditures and write
checks to himself. He submitted mileage expenses while using a car
leased for him by the board, and he used the board credit card to put
gas in his own car. Other bills submitted and approved by him were for
meals and entertainment on weekends as well as repairs to his car. After
his secretary identified and revealed his scheme, forensic investigators
found that supporting invoices for many transactions did not exist. The
administrator was terminated from his job, but no criminal charges were
ever pursued.
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Human Resources and Payroll
By definition, this aspect of the cycle includes recruitment, retention, and
remuneration of employees, and the related underlying data of time records,
expense reports, and other matters.

From an accounting cycle perspective, there are many accounts primar-
ily affected by these functions, specifically, cash and payroll taxes payable
on the balance sheet, and salaries/payroll, payroll taxes, benefits, travel and
entertainment, and other related expenses on the income statement.

The safeguards for this cycle are necessary for the prevention of nonex-
istent (also known as “ghost”) employees, falsified hours and overtime,
false expense reports, and false medical claims. It is critical that there is
segregation between the individuals who manage human resources, such
as adding, changing, and terminating employees within the payroll system,
and the individuals who process payroll (enter time information, calculate
earnings and taxes, generate the paychecks, etc.). In any system of controls
where the same individuals perform both functions, there is the high risk
that fraud can occur through payroll and go undetected.

Again, the underlying fundamental concepts are similar to those for
all other accounting cycles, with the need for proper documentation (i.e.,
timecards, timesheets, timely entry into a computerized timekeeping sys-
tem, etc.); proper approval (related to hiring, firing, overtime, travel, etc.),
and separation of duties. In terms of segregation, this would include sep-
arating the functions of entering and maintaining employee demographics,
inputting salary and hourly pay information, reviewing and approving each
payroll prior to processing, processing the payroll, distributing paychecks,
and approving the payroll and related payroll tax expenses.

Case Study: Payroll Fraud

A suburban construction company employed several hundred laborers
at any given time. With a lean operation, the home office included a
one-person accounting department, with a long-serving bookkeeper/
controller who coordinated the weekly payroll, printed the payroll
checks, placed the owner’s mechanical signature on the checks, hand-
delivered the checks to the job sites, and reconciled the company’s bank
account.

It came as no surprise that, after several years, it was discovered
that the bookkeeper had perpetrated a scheme whereby at any point
in time, she kept several laborers on the payroll after they had left
the company (“ghost employees”). She would endorse the backs of

(Continued)
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their checks and deposit them in her own bank account. At the same
time, she paid the withholding taxes, union dues, and other deductions!
It was an alert bank teller who eventually identified the scheme, but
only after several years and after more than $600,000 had been taken.
The company received $500,000 from its fidelity bond carrier, received
reimbursement for much of the tax and union dues, and reached a
settlement with the bank for its lack of oversight.

Inventory and Storage/Warehousing
This cycle encompasses the purchasing function as it relates to the com-
pany’s inventory, but it also includes the warehousing of products for both
manufacture and resale. Physical control is therefore as important as the
other system controls within the other accounting cycles.

The processes for this cycle, from an accounting standpoint, include
processing requisitions for purchases, receipt of raw materials and finished
goods, storage of raw materials and finished goods, and shipment of goods
to customers.

From an accounting cycle perspective, this function mainly affects in-
ventory on the balance sheet and cost of goods sold in the income statement.
Important in this process is the maintenance of an audit trail—specifically,
key reports and information, such as receiving reports; maintaining per-
petual inventory records; and control over requisitions and shipping
documents.

Proper segregation of duties is also essential to this accounting cycle.
For example, separation of receiving, warehouse custody, and purchase
authorization will help prevent an unauthorized purchase from being phys-
ically received (and diverted) without being received into the system. In
addition, those with custody over the warehouse should not conduct, or be
the lead in conducting, the physical count of inventory. It also goes without
saying that physical security is critical for this particular cycle.

Case Study: Inventory Fraud

Auditors conducting their annual review of the books of a gold refiner
were unable to reconcile the inventory value of the gold carried on
the company’s balance sheet with the assessed value of gold on hand.
In an attempt to show he was trying to solve the problem, the vice
president of finance hired forensic investigators to review the inventory.
The discovery of a brass bar of exactly the same weight as a gold bar
on the inventory list raised a question in the minds of the investigators.
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An interview with a smelter worker revealed that brass scrap had been
melted down, cast into bars, and added to the inventory. There was no
record of brass bars on the inventory lists. Forty-five brass bars valued at
$8 million had been included on the company’s balance sheet. Another
$5 million was classified as gold bars “in transit.” The fraud had been
occurring for nearly five years when discovered. The scheme had not
been perpetrated for the direct personal gain of the VP of finance and
his colluding CEO, but rather as an attempt to hide the operating losses
that would have precipitated a fall in the company’s stock value if made
public in their annual report. The VP of finance and CEO were both
charged with fraud, convicted, and served terms in prison.

Capital Expenditures
This accounting cycle is also known as the capital acquisition and repayment
cycle, or the financing cycle. It includes the borrowing of funds, the debt
of a company, and so on. Several transactions surround this part of the
cycle, specifically recording of capital purchases and the related financing
(including debt and interest); payment of interest and dividends; and any
equity financing.

From an accounting cycle perspective, this function commonly affects
cash, fixed assets, long-term and short-term liabilities (such as mortgages
and lines of credit), capital and retained earnings on the balance sheet, and
interest expense paid on the debt on the income statement.

An audit trail once again will assist in the safeguarding of the company’s
assets through, for example, control over bank deposits and authorizations
for loans. An entity must ensure the existence and maintenance of proper
documentation of any capital purchases, loans, journal entries, stock cer-
tificates, and related information. In addition, duties should be segregated,
such as stock issuance and handling of cash, as well as separating account-
ing from handling of cash.

Case Study: Capital Expenditures

A government agency responsible for overseeing mortgage brokers was
concerned that many brokers were borrowing and lending money as
if they were licensed as banks or trust companies. The agency made a
random selection of brokers and hired forensic investigators to examine
their books.

(Continued)
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initially recorded.1 The journal essentially shows each transaction and the
corresponding debit and credit entries, and identifies which accounts they
affect within the chart of accounts.

For example, sales to individual customers commonly are made in the
form of sales invoices. Invoices generally are recorded within the sales jour-
nal, and payments received from customers for those sales are recorded on
the cash receipts journal. Likewise, purchases would be reflected on the
purchase journal, and cash disbursements would be found on the disburse-
ments journal. Depending on the size and sophistication of the organization
as well as the accounting system being utilized, individual journals may or
may not exist. The important thing is that the individual, line-by-line trans-
actions within each accounting area can be identified based on the type or
nature of the transaction (e.g., sale, receipt, purchase, etc.).

These individual transactions, the underlying debit and credit entries,
form the basis from which amounts are transferred to their respective jour-
nals, and ultimately into their respective accounts on the general ledger.
The general ledger accumulates all the transactions and balances of all the
journals. The activity may transfer automatically to the general ledger, or it
may have to be manually posted to the general ledger. Further, the activity
may come into the general ledger in line-item detail, or it may be posted
in batch summary form, requiring the detailed records of each subsidiary
(or supporting) journal to identify the individual transactions. For example,
the sales and cash receipts activity likely occurs within accounts receivable.
The activity for the month, sales and receipts, post to the corresponding
accounts receivable account on the balance sheet, and sales and related
accounts on the income statement.

Hence, the controls and audit trail, which we discussed within the
various aspects of the accounting cycles, are critical to the ability to trace
individual transactions and the documents that support them.

Entries also can be made directly to the general ledger, adjusting
balances or recording activity common during month-end processing.
Many financial statement frauds have been perpetrated and/or concealed
through the use of general journal entries, necessitating the AICPA to
specifically include within the auditor’s standard for assessing the risk of
fraud the requirement to review all general journal entries posted by the
entity.

All the transactions of all the ledgers and journals flow into the general
ledger for the entity. The general ledger report identifies the beginning
balance for each account at the start of the reporting period, as well as
the ending balance within each account. The detailed general ledger report
shows all the activity (transactions) for the reporting period. A summary of
the reported balances per the general ledger report is contained within the
trial balance report. Once adjusted, the final balances per the general ledger
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(and consequently the trial balance) reports are formatted into the financial
statements (balance sheet and income statement) for the organization.

This process is important for financial investigators. To trace the bal-
ances and activity as reported on an organization’s financial statements, you
will need to request the underlying trial balance reports, general ledgers,
and all subsidiary or supporting ledgers and journals (sales, receipts, etc.)
to enable a drill-down in reverse from the reported results and balances to
the underlying supporting detail (individual transactions).

Conclusion
At the beginning of this chapter, we spoke of how Luca Pacioli believed that
a person should not go to sleep at night until the debits equaled the credits.
In most banks and retail establishments, tellers and cashiers cannot end their
shift and go home until their drawer has been counted and balanced. At the
end of a designated accounting period (e.g., at the end of each month), an
entity will prepare a trial balance—a listing of all account balances in the
general ledger. The ending balance per each subsidiary ledger or journal
also must agree to its control account on the general ledger. For example,
a listing is prepared of all accounts receivable balances from the subsidiary
ledger, which should then be agreed or reconciled to the accounts receivable
balance on the general ledger.

The simplified explanation of the accounting cycles and the journal
system illustrates how relatively simple Pacioli’s double-entry system of
bookkeeping vision was. However, the complexity of the human mind
and the deviation from accepted behavior require businesses to drill down
beneath the surface of simple bookkeeping and maintain control over every
transaction and the manner in which transactions are recorded.

Without controls and checks and balances, the system will be under-
mined, and the integrity of all the data will also be compromised.

Armed with a basic knowledge of accounting and recordkeeping per-
formed by most organizations, we next have to look at the form of each
entity. While much of the accounting activity will be common to every form
of entity, nuances and differences do exist and are worth noting, which will
be the next topic of discussion in Chapter 4.

Suggested Readings
CPA’s Handbook of Fraud and Commercial Crime Prevention. Durham, NC:

American Institute of Certified Public Accountants, 2000.
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are essential for a market economy and the global economic system, and
the fact that the OECD recognizes there is misuse of such vehicles for
money laundering, corruption, diversion of assets, and other types of illegal
behavior.

In this chapter, we discuss the details of the various forms of business
entities.

Sole Proprietorships
Of the three main entities, the sole proprietorship is perhaps the most easily
started and administered form of an entity. While the startup costs are min-
imal, there are drawbacks to this form of business organization—foremost
among them is the lack of owner protection from personal liability.

Unlike the partnership and the corporation, which we will discuss next,
the sole proprietorship is not a separate entity. This means quite simply that
the owner of the business is in fact the business. As a result, all liability
incurred by the business actually is incurred by the owner. As you will
see, this is a concept quite different from that encountered in both the
partnership and corporate structures. Many states have adopted a fairly new
form of entity known as a limited liability company, or LLC. LLCs are very
common within smaller businesses and provide a limited level of protection
to the business owners, more than with sole proprietorships but significantly
less than with corporations.

For most new entrepreneurs and business start-ups, the sole proprietor-
ship and the single-member LLC are very common, and likely are the least
expensive and most flexible structures given that the new venture may not
even survive the first year. Statistically speaking, the majority of new small
businesses fail in their first year. A separate tax return will not be required,
as the activity of the entity will be reported on the sole proprietor’s or single
member’s personal income tax return (Form 1040) on Schedule C. As the
entity builds and develops, the owner can elect to change the business struc-
ture, limiting personal liability while adding more complex tax reporting.
For larger and established businesses, the entities you will encounter likely
will take either the partnership or corporate structure as their organizational
form.

Partnerships
In terms of complexity and ease of administration, the partnership can be
one level up from the sole proprietorship. Although at its heart the partner-
ship is nothing more than an agreement between two or more persons to
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enter into a profit-motivated venture, the reality of today’s business envi-
ronment means the investigator may encounter a number of variations on
this simple theme.

To begin a partnership, in theory, nothing more is needed than to
enter into an agreement between two or more parties. In reality, most
states, following the Revised Uniform Partnership Act (RUPA), require that
the agreement be reduced to writing (written partnership agreement) and
registered with the state. However, although they may not be officially
recognized, oral partnerships continue to exist and can prove problematic
in an investigation.

Although the partnership structure can rival that of even the largest
multinational corporations, there are two categories of partnerships—the
general partnership and the limited liability partnership.

A general partnership is a partnership in which all the partners have un-
limited liability for the debts and contracts of the partnership. The partners’
ownership may be equal, or their ownership may vary. Partners may be
actively involved in running the day-to-day operations of the business, or
they may be distant from the business, silently monitoring their investment
from the sidelines. Regardless, the important factor is that all partners in a
general partnership share in the risks.

Conversely, a limited liability partnership limits the liability of those
partners holding limited status. There must be at least one partner who holds
general partner status, but all the other partners can be limited, minimizing
their risk and exposure. Limited partnerships are a common form of entity
for investors who seek a return on their investment, but don’t have any
desire to increase risks or personal liability.

As with all areas of the law, the rules governing partnership liability are
very complicated and several paragraphs in an introductory text such as this
could not bring to light all the details; however, there are some basic rules
that are fairly uniform.

First, as mentioned, most states require that at least one of the partners in
a limited partnership hold general liability, also known as a general partner.
Second, limited partners must refrain from daily operation or management
of the organization. If in fact they are found to be acting as a manager, they
risk the loss of their limited status.

Assuming the limited partner meets the statutory requirements, what is
the benefit of limited status? Probably the most notable benefit is the limit
on personal liability by the actions of and the debts incurred by the entity
in which they are a partner.

As discussed, sole proprietorships and general partners have unlim-
ited personal liability for the debts and misdeeds (civil) of their entity. To
illustrate this, Omega Ltd. enters into a $1 million contract to provide prod-
ucts to ABC Corporation, and subsequently Omega Ltd. fails to provide the
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products. Omega Ltd. would likely be in breach of contract and could be
held civilly liable for damages incurred by ABC Corporation. If Omega Ltd.
was structured as a sole proprietorship or general partnership, in most cir-
cumstances the owners’ personal assets (e.g., cars, investments, bonds, but
most likely not their primary residence) could be reachable to satisfy ABC
Corporation’s judgment for damages. Conversely, a limited partner’s liabil-
ity is limited to the partner’s investment in the entity. So change Omega
Ltd. to a limited partnership, where limited partner Jones invested $150,000
into Omega Ltd., and Jones stands to lose only his investment of $150,000
to ABC Corporation. Jones’s personal assets often could not be reached to
satisfy the judgment to ABC Corporation. As you can see, this limited lia-
bility provided limited partners can provide a very attractive enticement for
partnership investors.

Case Study: Real Estate Limited Partnership
Fraud Scheme

During the 1980s many limited partnerships were established, compris-
ing mainly commercial real estate holdings. Investors in the form of lim-
ited partners were sought for each deal, providing the capital needed to
purchase and run the commercial properties. Sale offerings were pub-
licly made, soliciting the purchase of these limited investments, promis-
ing higher returns to investors than they could obtain through traditional
investment means.

One of these investor groups established many real estate limited
partnerships in Connecticut and aggressively sought investors to
purchase the limited partnerships. While working at my first accounting
firm just out of college, I remember one limited partnership salesman
constantly calling the firm, insisting to speak with the founding partner.
His goal was to get our firm to promote and sell his limited partnership
investments to all of our wealthier clients. The salesman invited the
partner on trips, to sporting events, and sent gifts to the firm, with the
hopes that wining and dining the partner would lead to his referring
the salesman to his clients.

While the partner and our firm steered clear of the lure of the
financial incentives provided for promoting the highly risky investments,
many law and accounting firms were less objective and were swept away
by the aggressive sales tactics and generous gifts for making referrals.

As with many financial fraud schemes, when the bottom fell out
of the commercial real estate market, the returns on limited partner
investments ceased to occur. The house of cards collapsed.
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It was quickly discovered the principals behind forming the limited
partnerships, the general partners, had been stealing investor funds for
their personal purposes and living lavishly, while the expenses of each
commercial property went unpaid. One by one each limited partnership
fell into default, and the limited partners lost their investments. The
good news to investors, if there was any good news, was that each
limited partner’s liability was generally limited to the loss of the original
investment, and although each entity failed and defaulted on its loans,
causing financial institutions in some cases to fail, no additional liability
was assessed to each individual limited partner.

As stated earlier, the complexity of partnerships has grown tremen-
dously since they were first recognized. While it is possible that you will
encounter such a simply structured partnership for smaller businesses, you
more likely will encounter larger organizations with much more complex
partnership structures. In fact, with the recognition of the limited liability
partnership, the limited liability company (which is a hybrid between part-
nership and corporate structure which we will discuss later), the professional
corporation (usually seen with medical groups, lawyers, accountants, and
other professionals), secret partnerships, and silent partnerships, the variety
of partnerships one might encounter seems to increase annually. Regardless
of the size and structure, the basic foundations that we have discussed still
apply.

While the partnership form of business entity is very popular, you are
more likely to encounter our final form—the corporation.

Corporations
Of all the enterprises we have discussed, the corporation is probably the
most prevalent form of entity. Individual ownership of a corporation is
established by selling or providing shares of stocks, also known as stock
certificates, and returns on investments are often in the form of dividends.
The corporate owners thus are referred to as shareholders or stockholders
(the terms are synonymous). A corporation may be closely held by one
individual shareholder, or may be global with tiers and classes of stocks,
such as with companies like IBM and AT&T. A corporation generally is
governed by a board of directors and operated by a management team.
The stock shares may be publicly traded on Wall Street or NASDAQ, or
privately held. While the rules regulating corporate governance are com-
plicated and extensive, they provide individual shareholders with a very
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Because the layer of opacity exists between the enterprise and the
owners, determining who the owners and officers of an entity are can
prove to be challenging at times. In the United States, this may or may
not be too difficult. Most states have statutes prescribing the form and
procedures that must be followed in order for an organization to avail itself
of the corporate protection. Along with these laws, databases exist that list
all the legally recognized corporations. Some states, such as Florida, have
expanded their online databases to include limited partnerships and limited
liability companies.

The beauty of this close regulation is that consumers and investigators
are often a phone call or Internet search away from knowing the officers of
each corporation. This can be very valuable in linking people with corporate
actions. However, some states have made identifying corporate ownership
slightly more complicated. For example, Delaware historically has been
notorious for the favorable treatment that it offers corporations in terms
of information disclosure. Nevada is also favorable to securing corporate
information. While forensic investigators may have access to information
to determine the true ownership of an enterprise in the United States, that
may not be the case in foreign jurisdictions. As a result, the attractiveness
of foreign registration of corporations has become greater.

A variation of the corporation is the professional corporation, often
found within the medical practices as well as within other professions, such
as attorneys, accountants, and architects. A good definition and explanation
of professional corporations follows:

A professional corporation (PC) is a corporation of professionals.
In some states, some professionals are permitted to form corporations
under specific regulations, to allow the professionals to have the benefit
of a corporation while meeting ethical requirements. In a corporation,
the shareholders and officers are free from personal liability, but this
would be a problem for a corporation formed by professionals, if they
formed the corporation in order to absolve themselves of responsibility
for their professional actions (malpractice). The PC form does not allow
professionals to be free from personal liability from the result of his or
her professional actions, but it does allow other shareholders or directors
to be protected from the actions of another.

PCs function in much the same way as a limited liability partnership
(LLP), but under the rules of incorporation rather than partnership.
The ability to form a PC is determined by individual states, and states
determine which professionals may form professional corporations in
their state.3
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In the next section we will build on our knowledge of the entity concept
and couple that with certain unique characteristics of international law to
show why many modern criminals have turned global.

Business Enterprises in the Global Environment
Business structure in the international arena has some significant differences
from that in the United States. Some of those differences stem from the
general nature of international law. Others stem from differences in the legal
systems and the way countries view the relationship between businesses and
the law. Still more differences exist in the way in which varying accounting
standards affect the methods used to report financial stability.

Regardless of the source, financial crime investigators are bound to
encounter significant differences and challenges with international organi-
zations.

Foreign Entities
As in the United States, individual liability for both criminal and civil wrong-
doing in the business context will be influenced by the structure of the
business. While sole proprietorships continue to exist in the global business
world, partnerships and corporations are much more likely to be encoun-
tered.

In countries following the common law system, most partnerships and
corporations will be treated much as they are in the United States. In coun-
tries following the Romano-Germanic civil law system, a much wider varia-
tion will be found among countries. Those countries adhering to Islamic law
under Sharia may offer a blended approach to matters involving business
associations. The most important issue to determine is whether the country
in which the business that you are investigating is located recognizes the
entity principle (no personal liability for shareholders) for that particular
business structure.

The key to understanding the role that international businesses play in
financial crime is remembering the entity principle. It is this entity principle
that provides the international business its strong allure. And none have the
allure as strongly as the international business corporation (IBC). However,
before you can understand the IBC, it is important to first understand the
offshore haven.

The corporate structure, particularly the existence of the corporation as
a legal entity, lends itself well to the task of structuring financial transactions
to increase anonymity. Nowhere is this more evident than through the use
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of offshore entities known as IBCs, or entities whose ownership is held
through bearer securities.

The IBC takes the entity principle a step further with nominee directors.
Ownership may be held through bearer shares, or ownership may be held
through registered owners who are known only to the IBC. By layering
several IBCs, an individual can render true ownership absolutely opaque.

Further, an air of legitimacy can be constructed in these IBCs by using
entities known as “shelf corporations.” These ready-made entities are cor-
porations that had been created many years earlier and left dormant (hence
“placed on the shelf”). In other words, they are not actually assigned own-
ership, but instead exist only on paper. When a shell corporation is required
to help obscure true ownership, one simply purchases the shelf corporation
and assumes ownership. Because the corporation’s existence significantly
predates the ownership’s purchase, an air of legitimacy is conferred through
what appears to be a lengthy corporate life.

A trust acts similarly to a corporation in that it is separate from its
beneficiary/owner. Using this legal fiction, financial criminals can separate
legal ownership from beneficial ownership. Although trusts are entirely legal
and very powerful estate-planning tools, when combined with the IBCs in
offshore financial centers, they can make determining ownership of business
assets and money difficult if not impossible. By transferring all the assets of
an individual or entity into a trust, the individual or entity can create the
appearance that he or she is no longer in control of them.

Ownership can be further layered by transferring either the corpus
(body) of the trust or the profits to an offshore trust. Proceeds from the trust
can then be repatriated, meaning brought back to the country of origin, to
the true “owner” using international banks and correspondent relationships.

In conjunction with IBCs and offshore trusts, criminals can use bearer
securities to conceal true ownership. Bearer securities consist of bearer
bonds and bearer stock certificates, and are the equivalent of cash in the
hands of the holders of these financial instruments. No names are associated
to these securities, with physical possession the determining factor of own-
ership. Literally, he who holds the shares, hence “bearer,” owns the shares.
Although the use of bearer bonds to launder money has not been officially
documented, the use of bearer stock certificates in legitimate business is
commonplace.

In a conventionally created corporation, ownership of the entity is sig-
nified by the issuance of registered shares of stocks, known as stock cer-
tificates. Registered shares are shares whose ownership is registered on the
books of the entity. Determination of actual ownership and control of the
entity at any given point in time is a simple matter of referring to the stock
certificates and corporate minutes book.
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CHAPTER 5
Fundamental Principles of

Financial Analysis

Good Analysis = Due Diligence?
Until the headlines at the turn of this century surrounding Enron, World-
Com, Health South, Tyco, and Waste Management, followed by Adelphia
Communications, AOL Time Warner, Parmalat, and many others, it is un-
clear what the general public knew about analysis of financial information.
Specifically, what did the non-expert know about analysis and deduction
when it came to financial results and information, and how to interpret it?

Now that we have a basic understanding of financial fraud, how it
occurs, who commits it, and some of the underlying principles of accounting
and entities involved, we need to consider how a nonexpert can undertake
financial analysis and understand what it all means.

Financial analysis can be conducted as part of due diligence before a
transaction occurs, and as part of an investigation after a fraud has occurred
or is believed to have occurred. Typically, the sheer volume of transactions
within a business will prohibit the ability to examine each and every piece
of paper and underlying transaction. Financial analysis therefore may be
needed to first identify and then focus on the problem areas, to perform due
diligence before a transaction is consummated, or to determine specifically
what areas to investigate in a fraud situation. It is the latter that is the focus
of this book and therefore the focus of this chapter.

If a party suffers a loss, largely due to the lack of financial due dili-
gence or at least some level of financial analysis not being performed, the
pain of a bad bargain will live on long after the excitement of the par-
ticular transaction has faded to a mere memory. Even well-trained, highly
educated, sophisticated, and experienced businesspeople get swept up at
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times into deals too good to be true, or because a deal was presented by
well-respected colleagues and friends, only to enter into a transaction not
only knowing too little about the parties, but also not understanding the
metrics of the underlying data. A case in point is the Bernie Madoff scheme,
where hundreds of individual and organizational victims simply relied upon
the recommendations of highly regarded figures, friends, and colleagues,
without performing any independent due diligence on the soundness and
reliability of Madoff’s strategies and investments.

In the face of the large-scale frauds that have occurred over the past
few years and continue to be revealed today, it is clear few people truly
understand what it all means, and even fewer understand the most basic
of financial analyses. The concept of financial analysis, or due diligence,
call it what you like, is an understanding of what is being presented before
making a commitment. That commitment could be providing financing to
a sole proprietor, allowing the person to take the business to the next
level, or it could be an individual buying into a partnership. It could be
deciding to invest in a major corporation, or deciding to acquire the assets
and operations of a competitor. It could be the joining of two businesses
to create a partnership, or it could be a bank entering into an agreement to
provide significant financing for the construction of a new facility. It could
even be an investigative journalist trying to get a better understanding of a
company’s results for a particular story.

The size of the business and the type of entity involved may dictate ex-
actly which procedures are followed. However, before you undertake any
financial analysis, you must take the time to understand the underlying busi-
ness you are analyzing. Gaining that understanding will not only establish
the context for your financial analysis, but also create some expectations of
what you should find through your analysis. If possible, on-site visits and
tours can provide the best means to understand a business. Other means
may include Internet searches, trade publications, and Google Earth satellite
“visits” to company locations.

Case Study: Insurance Claim Fraud

The insured had one known retail location, and the primary product
sold was jewelry. According to the insurance claim filed, the insured
purportedly suffered a loss through a burglary during a thunderstorm.
The thieves allegedly cut the alarm wires, and after the police cleared
the area, broke down the back door to the business. Once inside, the
perpetrator(s) broke through the hollow door to the closet where the
jewelry was stored each evening. Close to all of the store’s inventory
was stolen, valued at around $200,000.
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The challenges the investigators faced were that the store’s owners
did not speak English, and they claimed they had no means to track
and record store sales. Therefore, the only records the owners could
provide investigators were the annual tax returns for the business.

Before looking at any financial records or tax returns, I drove to
the store’s location to go shopping. As the owners had never met me,
I was confident they would have no idea I had been hired to analyze
the financial information for their store. As I entered the store I noticed
the cash register sitting on the counter at the close end of the jewelry
displays. There was register tape extending out from the front of the
register, hanging over the back of the register heading toward the floor.
This told me the register was likely operational and was also their means
for tracking store sales.

I purposely looked through the glass displays as I walked toward the
rear of the store. I was looking for any item they didn’t carry and discov-
ered they had no charms on display. After a minute or so the woman
working behind the counter came over. A quick glance revealed she
matched the description of one of the owners of the store. She asked
me, in English, if I was looking for something in particular. When I
told her I was looking to buy a charm for my wife, she told me they
didn’t carry charms. I asked her where I could buy one, and she pro-
vided me directions, in English, to a nearby mall. I purchased a cheap
pair of earrings and watched as she rang my sale through her register.

From the parking lot I called the insurance investigator and told
him that she spoke English, and quite well, and that they used a cash
register to record and track their sales. These discoveries led to the
owners having to provide additional records as well as explanations
for why they didn’t retain the cash register records. The existence of
jewelry in the store at the time of the “burglary,” and the amount pur-
portedly taken, could never be determined due to their lack of records.
In the end the insurance company settled the claim for a fraction of the
claimed loss.

My on-site visit and mystery shopping easily allowed me to over-
come the two major obstacles in the case, as well as established for me
expectations of the type and volume of sales I should expect to see
in the store’s financial records. There is no way these could have been
accomplished without my on-site visit.

Any type of financial analysis you perform will obviously involve
numbers. However, depending on the reason for the analysis, it may in-
volve more than just looking at the numbers. It may require a deeper in-
vestigation that, among other things, looks at the company, the markets

(Continued)
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and industries in which it operates, how the asset values are calcu-
lated, the potential for undisclosed or undervalued liabilities, whether
or not strategic planning has been completed, the company’s budgets,
the condition and strength of the internal controls, the sophistication of
the board (if one exists), and other aspects of the organization. Unfortu-
nately, experience has shown that even the most rudimentary analysis
is conducted after the fact—the famous “historic perspective” that tra-
ditional financial statements offer. Anyone who has been the victim of
fraud, or has investigated fraud, likely will tell you that there are always
“red flags” identifying the potential for fraud. The common issue is why
the red flags were not recognized.

Why Perform Financial Analysis?
The way business is conducted and how it is recorded has changed since
the days of Luca Pacioli, the father of accounting, and changed again with
the advent of computers. And it certainly has changed in response to the
corporate shenanigans of the past 10 years. But has the actual business
really changed, or has the underlying way in which results are captured
changed? At the root of all business is one thing—money—specifically, the
need to make it, keep it, and grow it, and all are driven by the human
element. This may be no different today than it was 500 years ago; perhaps
just the pressures have changed.

Although the recent scandals have mostly surrounded publicly traded
companies, with the perception that they can inflict the greatest impact on
outsiders, let us not forget the privately held companies, the partnerships,
and indeed the sole proprietorships, in which someone on the outside may
soon have an inside interest. The breakdown of confidence in financial
statements and their underlying data should apply across the board, not just
to public companies. Every organization, including closely held businesses,
nonprofit organizations, partnerships, trusts, and governmental units, should
all be held accountable.

What and Whom Can You Trust?
“Trust” is an interesting word in the world of forensic accounting and fraud.
In the words of the late Ronald Reagan, “Trust but verify.” Trust has caused
millions of individuals and businesses to fall victim to financial crimes. One
recent case should remind everyone of what happens when too much trust is
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potential transaction or in support of a fraud investigation, these tools, used
in combination, will provide much insight beyond the mere analysis of
the most recent financial statements. Trending involves using the entity’s
financial information for more than one period, such as years, quarters, and
months, and comparing the results and balances within key elements be-
tween periods. Monthly trending is an extremely useful tool in the detection
of financial statement fraud, as it commonly identifies changes in the trends
just before and after periods that are reported. This likely could identify a
company’s manipulation of its financial statements to achieve certain goals
or levels, and, once reporting has been completed, the company’s reversal
of the fictitious activity to “right” the books until the next reporting period.
Without performing month-to-month trending, this likely would never be
detected.

Horizontal and vertical analysis utilizes the financial information pro-
vided and calculates individual elements or line items as a percentage of
the totals. Horizontal analysis compares the amounts and balances between
different periods, similar to trending, and vertical analysis compares the ma-
jor financial items for the same period. For example, cost of sales, gross
margin, operating costs, administrative costs, and interest expense can all
be calculated as a percentage of gross sales on the income statement. On
the balance sheet, cash, accounts receivable, prepaid expenses, and other
current assets can all be reported as a percentage of total current assets,
and total current assets also can be shown as a percentage of the overall
total assets. Once the percentages are calculated for a given period, the
same relationships and percentages can be performed for other periods, as
well as within the industry and/or within competitors’ results and balances,
which may provide much insight into the company being analyzed.

The Ratios
Financial ratios illustrate and analyze relationships within the financial state-
ment elements. As Exhibit 5.1 shows, in gauging performance, certain finan-
cial ratios can be applied to an entity’s financial statements. In this section,
we discuss some of the more “popular” or well-known financial ratios.

� Current Ratio: The current ratio is the standard measure of an entity’s
financial health, regardless of size and type. The analyst will know
whether a business can meet its current obligations by determining
whether it has sufficient assets to cover its liabilities. The “standard”
current ratio for a healthy business is recognized as around 2, meaning
it has twice as many assets as liabilities.

The formula is expressed as: current assets divided by current
liabilities.
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Liquidity Analysis Ratios

Current Ratio

Current Ratio = Current Assets

Current Liabilities

Quick Ratio

Quick Ratio = Quick Assets

Current Liabilities

Quick Assets = Current Assets − Inventories

Net Working Capital Ratio

Net Working Capital Ratio = Net Working Capital

Total Assets

Net Working Capital = Current Assets − Current Liabilities

Profitability Analysis Ratios

Return on Assets (ROA)

Return on Assets (ROA) = Net Income

Average Total Assets

Average Total Assets = (Beginning Total Assets + Ending Total Assets)/2

Return on Equity (ROE)

Return on Equity (ROE) = Net Income

Average Stockholders’ Equity

Average Stockholders’ Equity = (Beginning Stockholders’ Equity +
Ending Stockholders’ Equity)/2

Net Profit Margin

Net Profit Margin = Net Income

Sales

Earnings per Share (EPS)

Earnings per Share (EPS) = Net Income

Weighted Average Number of Common Shares Outstanding

Business Analysis Ratios

Accounts Receivable Turnover Ratio

Accounts Receivable Turnover Ratio = Sales

Average Accounts Receivable

Average Accounts Receivable = (Beginning Accounts Receivable +
Ending Accounts Receivable)/2

Inventory Turnover Ratio

Inventory Turnover Ratio = Cost of Goods Sold

Average Inventories

EXHIBIT 5.1 Popular Financial Ratios
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Capital Ratios

Debt-to-Equity Ratio

Debt-to-Equity Ratio = Total Liabilities

Total Stockholders’ Equity

Interest Coverage Ratio

Interest Coverage Ratio = Income Before Interest and Income Tax Expenses

Interest Expense

Income Before Interest and Income Tax Expenses =
Income Before Interest and Income Taxes + Interest Expense

Capital Analysis Ratios

Price/Earnings (PE) Ratio

Price/Earnings (PE) Ratio = Market Price of Common Stock Per Share

Earnings Per Share

Market to Book Ratio

Market to Book Ratio = Market Price of Common Stock Per Share

Book Value of Equity Per Common Share

Book Value of Equity per Common Share =
Book Value of Equity for Common Stock/Number of Common Shares

Dividend Yield

Dividend Yield = Annual Dividends Per Common Share

Market Price of Common Stock Per Share

Book Value of Equity per Common Share =
Book Value of Equity for Common Stock/Number of Common Shares

EXHIBIT 5.1 (Continued)

� Quick Ratio. Similar to the current ratio, the quick ratio (also known
as the “acid test”) measures a business’s liquidity. However, many ana-
lysts prefer it to the current ratio because it excludes inventories when
counting assets and therefore applies an entity’s assets in relation to
its liabilities. The higher the ratio, the higher the level of liquidity, and
hence it is a better indicator of an entity’s financial health. The accepted
optimal quick ratio is 1 or higher.

The formula is expressed as: current assets less inventory divided
by current liabilities.

� Inventory Turnover Ratio. This ratio measures how often inventory
turns over during the course of the year (or depending on the formula,
another time period). In financial analysis, inventory is deemed to be the
least liquid form of an asset. Typically, a high turnover ratio is positive;
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however, an unusually high ratio compared with the market for that
product could mean loss of sales, with an inability to meet demand.

The formula is expressed as: cost of goods sold divided by the
average value of inventory (beginning inventory plus ending inventory,
divided by two).

� Accounts Receivable Turnover Ratio. This ratio provides an indicator
as to how quickly (or otherwise) an entity’s customers/clients are paying
their bills. The greater the number of times receivables turn over during
the year, the less the time between sales and cash collection and hence,
better cash flow.

The formula is expressed as: net sales divided by accounts
receivable.

� Accounts Payable Turnover Ratio. Converse to the accounts receiv-
able turnover ratio, the accounts payable turnover ratio provides an
indicator of how quickly an entity pays its trade debts. The ratio shows
how often accounts payable turn over during the year. A high ratio
means a relatively short time between purchases and payment, which
may not always be the best for a company (the entity would want to
make sure it is taking advantage of all discounts, while not at the same
time paying for goods before their time). Conversely, a low ratio may
be a sign that the company has cash flow problems. However, this ra-
tio, like all others, should be considered in conjunction with the other
ratios.

The formula is expressed as: cost of sales divided by trade accounts
payable.

� Debt-to-Equity Ratio. This ratio provides an indicator as to how much
the company is in debt (also known as “leveraged”) by comparing debt
with assets. A high debt-to-equity ratio could indicate that the company
may be overleveraged and may be seeking ways to reduce debt. Aside
from the other ratios we have noted, the amount of assets/equity and
debt are two of the more significant items in financial statements; they
are key evaluators of risk.

The formula is expressed as: total liabilities divided by total assets.
� Gross Margin Ratio. The gross margin (or gross profit) ratio indicates

how well or efficiently a proprietor, group of partners, or managers
of a company have run that business. Have the managers bought and
sold in the most efficient manner? Have they taken advantage of the
market? A high gross margin indicates a profit on sales, together with
cost containment in making those sales. However, a high margin, but
with falling sales, could be indicative of overpricing or a shrinking
market.

The formula is expressed as: gross profit or gross margin (sales
minus cost of sales) divided by total sales.



P1: TIX/XYZ P2: ABC
JWBT633-c05 JWBT633-Silverstone January 11, 2012 5:34 Printer Name: To Come

84 Fundamental Principles of Financial Analysis

In A Guide to Forensic Accounting Investigation, it is noted that con-
sideration of data mining should be made at the outset of an investigation,
specifically to determine:

� What relevant data might be available.
� What skills are available within the team.
� How will the data analysis fit in with the wider investigation.5

Data mining is simply obtaining access to an organization’s electronic
files containing the details of individual customers, vendors, employees, and
transactions, to enable the financial analyst to perform various electronic
procedures over the information maintained within those files. Access may
be gained through the target’s computer systems, or the files could be
copied onto portable means to be analyzed outside of the entity’s systems.
The key is that there are two inherent limitations to data mining. The first
is that analysis will be limited by the quality and quantity of information
within the files provided. Simply stated, you can analyze or mine only what
the company provides you in the files. For example, if the electronic files
provided for an entity’s accounts receivable transactions fail to include the
terms of each sale for each customer within the file, the person conducting
the mining will be prevented from determining whether each sale was
completed in compliance with the terms established for each customer.
While the sales transactions exist within the files, the terms do not.

The second limitation is that the analyses are limited by the examiner’s
experience and level of creativity. Data mining can be conducted at the
transactional level or can be done at the much deeper field level. If, for
example, a financial analyst or forensic accountant was attempting to de-
termine whether any vendors were established using employee addresses,
thus identifying the potential for fictitious vendors, the files would need to
contain both the vendor addresses and the employee addresses. Next, a
query could be executed, focused on the address fields within both files,
looking for any potential matches.

What is most interesting about the above-noted definitions is the pro-
gression in their pattern—from identifying patterns or relationships, to iden-
tifying those that have not been discovered previously, to those that are
important for decision-making. Those mindsets are important when analyz-
ing data from a fraud investigation perspective.

Being able to examine and manipulate large volumes of electronic data
is an essential ingredient of an effective fraud investigation. The ability to
analyze statements and produce the ratios we discussed earlier is one thing;
the ability to drill down into the underlying financial data and look at the
various relationships is another.
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In the second part of this book we discuss the various techniques used
for interviewing witnesses, collecting evidence, and maintaining documents.
These skills are essential to performing an effective investigation, as are the
skills needed for effective data mining. As with all other tools, without
knowing how to use the tools and actually using them on a regular basis,
the end result will be disappointing.

Just as an investigation consists of the various puzzle pieces put together
to form the whole picture, so does the usefulness of data mining fit with
the rest of the investigation. These techniques do not negate the need for
using one’s experience in the area of investigation and analysis; neither do
they allow an “armchair only” approach to an investigation.

To the Future
Until recent years, there was an accepted profile of companies susceptible
to financial statement fraud. The typical “fraud risk” company had revenues
of less than $50 million; was a technology, healthcare, or financial services
company suffering losses or reaching only breakeven profitability; and had
an overbearing CEO or CFO, a complacent board of directors, and a poorly
qualified audit committee meeting as infrequently as only once a year. The
discovery of accounting improprieties at a number of large companies shows
that even Fortune 500 companies are not immune to poor governance.

The fear that we are moving into an age of untrustworthy and arro-
gant management bent on looting their companies may be exaggerated,
or perhaps not. The aftermath of the great stock market excesses of the
1920s, the “Go-Go” market of the 1960s, and the collapse of 1987 also
brought overvaluations and insider trading scandals to light that were shock-
ing in their size and audacity, but none of them proved to be harbingers of
greater corruption to follow. The companies most in need of a due diligence
investigation will continue to be those with revenues of less than $50 mil-
lion. However, all companies must be scrutinized with a healthy level of
professional skepticism at all times.

Two cases emphasize the point of diligence and the use of data mining.
The first involved a former senior government official and a lawyer, both
sent to prison for their part in an $18.1 million contract procurement fraud at
a Navy base in Pennsylvania. As noted in the newspaper story, Department
of Defense auditors unraveled the scheme when they used data mining
software and found $11 million of payments using government credit cards.

In another case, reported by Reuters, investigators used data mining pro-
grams in the fight against insurance fraud. Specifically, they used “linkage”
software to find a common thread between multiple, seemingly unrelated
claims.6 For example, this technique helped solve the case of a woman who
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claimed she found a finger in her chili at a Wendy’s restaurant. The inves-
tigators found a woman with a history of filing similar claims for foreign
objects in her food. By spending the time performing detailed background
procedures into her past, they were able to show her pattern.

As we noted in one of our definitions of data mining, it is about the
analysis of data for relationships that have not been discovered previously.
As the recent news stories show, these techniques also are being used for
proactive fraud detection, as well as after-the-fact investigation.

The lesson to be learned from recent corporate fraud is that companies
have to be more proactive and cannot assume that the financial analysis
used in the past will suffice in the future. While the acquisition of personnel
and the tools necessary will involve the types of proactive expenditures
many businesses previously shied away from, the lessons learned in recent
years, and many discussed in this book, should drive home the point of the
age-old idiom “penny-wise, pound-foolish.”7

Conclusion
Given an unlimited engagement budget, no time constraints, access to ad-
equate staffing to provide capacity, and unfettered access to all pertinent
information, nearly anything can be analyzed right down to each and every
transaction to determine both the completeness and accuracy of the finan-
cial information being analyzed. Under these conditions, which likely exist
only in theory, one could get to the bottom of almost any financial issue.

The problem we face is that we live in reality, where one or more of
these conditions are not present within most engagements. Often, time and
cost are both constraints, and gaining access to the pertinent financial infor-
mation will be a barrier, either by design or by happenstance. Regardless of
the efforts of the targeted individual or entity to create obstacles preventing
a complete financial analysis from being performed, one should not be dis-
suaded from seeking the information not produced, while performing due
diligence on whatever limited information is provided.

Tools and software exist today that allow a user to electronically access
and analyze a targeted individual’s or entity’s financial information, and
I strongly recommend anyone responsible for performing due diligence
acquire and learn such systems. Two such systems commonly used are IDEA
and ACL. If for no other reason, once access can be gained, independent,
objective, and unbiased reports often can be generated via access to the
information without the potential for influence or manipulation by the target.

In the next chapter we will discuss the importance of the roles accoun-
tants and the accounting profession play within the battle on fraud.
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CHAPTER 6
The Role of the Accounting

Professional

The Importance of Accounting Professionals in
the Investigation
There is no doubt the high-profile cases of WorldCom, Enron, Tyco, Adel-
phia, AIG, and others brought an increased public scrutiny of accountants.
The demise of the Arthur Andersen firm was directly related to Enron and
probably brought the accounting profession to the front lines more than
any other single incident. Since the turn of the century there has been much
more litigation against accounting firms for their failure to detect fraud. In-
vestors and clients alike have raised outside accountants and auditors to the
top of the defendant list, likely because of the hefty malpractice policies
accountants carry as well as their propensity to settle claims. The case most
notable in recent years would be that of Bernie Madoff. Many accounting
firms have been targeted as a result of the massive Ponzi scheme, resulting
in losses estimated around $60 billion. Lawsuits will continue for years to
come in that case alone, as investors seek any means possible to recover any
portion of their lost investments. In my practice I have seen more and more
inquiries into the role and responsibilities of the accountants and auditors,
especially in embezzlement cases.

Much was written about the state of the accounting profession in the
period following Enron and WorldCom, but in recent years, especially after
the dust settled on SOX and the newly formed Public Company Accounting
Oversight Board (PCAOB), there has been less media attention on the state
of accounting and auditing. Financial statement fraud continues today, and
auditors continue to be sued, but less press has been devoted to both issues.
Beyond the formation of the PCAOB and the regulations promulgated by

89
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them for publicly traded entities, the accounting profession has been busy
updating standards as well as issuing new standards to address the issues
of the earlier years. Much more emphasis has been added regarding an
entity’s system of internal controls, as well as regarding audit evidence and
audit procedures. Fraud has moved to the forefront of standards, and the
changes do not stop with audits alone. Revisions to standards over reviews
and compilations add greater emphasis on the need to identify and detect
fraud, even though “audit” procedures are not required for these levels of
financial statement engagements.

Statement on Auditing Standards (SAS) 99, Consideration of Fraud in
a Financial Statement Audit, issued by the American Institute of Certified
Public Accountants (AICPA) in 2002, significantly expanded the information-
gathering phase beyond the traditional audit. The standard requires the
auditor to assess the entity’s programs and internal controls that address
identified fraud risks. Significantly, the standard requires a separate and
documented brainstorming session among the audit team to discuss the po-
tential for material misstatement of the financial statements due to fraud.
Greater emphasis has been placed on inquiry as an audit procedure to in-
crease the likelihood of fraud detection, expanded analytical procedures,
and consideration of other information, such as client acceptance proce-
dures, during the information-gathering stage.

The Association of Certified Fraud Examiners’ (ACFE’s) 2004 Report to
the Nations on Occupational Fraud and Abusedisclosed that only 10.9 per-
cent of frauds were initially detected by external audit, while almost 24
percent were detected by internal audit, which should tell us that utilizing
similar skill sets and a skeptical mindset should assist in overall detection.
The ACFE’s 2010 report reflected that external auditors detected 4.6 percent
of frauds, while 13.9 percent were detected by internal audit.1 What’s in-
teresting is that both detection means went down substantially in the six
years between the reports. The most important qualities the accounting pro-
fessional can bring to any fraud investigation are an investigative mindset
and skepticism. In the past, external accountants have been criticized for
a lack of skepticism resulting from fear of upsetting and possibly losing a
client (as well as the related revenue associated with the services provided
to the client). One would hope that in the wake of the accounting scandals,
level of litigation against auditors, and the bad publicity often received in
these cases, accountants are beyond that fear and looking more closely at
the questionable actions and reporting of clients, especially in light of their
responsibilities under SAS 99.

The skeptical mindset is something that has long been inherent in foren-
sic accountants and other internal investigators when looking for evidence
of fraud. The investigator historically has asked a set of questions differ-
ent from those of the conventional auditor, who monitors the financial
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statements to see whether they are in compliance with GAAP and thereby
fairly represent the financial condition of the company.

With the emergence of SAS 99, and under increasing scrutiny, the ex-
ternal auditor is now being pushed to think like the forensic accountant—to
think like both a thief and a detective, and be constantly looking for the
weak links in the accounting system and among the people who staff it. In
the course of the investigation, the forensic accountant must be prepared
to reach far beyond the company’s books to industry and government in-
formation, proprietary databases, court records, and any source that might
throw light on the case.

The forensic accountant should bring independence and objectivity,
as should the auditor. Since fraud is a breach of standards of honesty, the
forensic accountant must be of irreproachable personal integrity and without
allegiance to anyone or anything but the truth. Everyone encountered in the
course of the investigation must be dealt with impartially and evenhandedly.

Any fraud investigation is part art and part science. The science element
comes, of course, from academic training in accounting theory, especially
the audit side, and from knowledge of business practices and legal pro-
cesses acquired through experience. This serves as the foundation for the
investigator’s task. As for the art element, creativity in the procedures that
can be performed, and the ability to think on your feet, come into play in
many investigations, especially when key records and witnesses are not pro-
duced or made available for you. During those times you will have to draw
upon your experience to identify a way to accomplish a requirement of an
investigation, overcoming the roadblocks and intentional barriers erected
by the opposing party and/or their counsel.

What turns a well-trained and experienced accounting professional into
a good financial investigator, however, is knowledge of human behavior,
a sixth sense, intuition, and the ability to recognize the significance of
evidence. The skeptical mindset should raise questions about the reason-
ableness of all transactions and the evidence that underlies them. Since the
magnitude of amounts taken in a long-term fraud, for example, is often
invisible except for a small irregularity in the accounts, the financial inves-
tigator must be curious and tenacious enough to follow up even the most
initially unpromising clues. The judgments made through this skepticism
will open up new hypotheses or close down old ones by testing them
against the accumulating evidence, until only one explanation is left.

To highlight part of the convergence of the forensic accountant’s and
auditor’s mindset, the AICPA developed the Forensic and Valuation Services
(FVS) Center, a section devoted entirely to fraud, forensic accounting, busi-
ness valuation, and litigation support services. Countless articles have been
written in these specialized areas of accounting, along with seminars and
courses specific to each area. The AICPA also developed and implemented
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a new designation, Certified in Financial Forensics (CFF), to allow CPAs
who provide forensic services to differentiate themselves from CPAs who
don’t. The AICPA has been working closely with the Association of Certified
Fraud Examiners, providing articles, courses, and joint efforts in the fraud
arena. Forensic accounting techniques have leaked into financial statement
audit programs, as well as into traditional audit classes taught worldwide.

Accounting professionals play two important roles in any forensic inves-
tigation: as lead financial investigators and, potentially, as expert witnesses
in any subsequent civil or criminal trials. In the first instance, they are the
key people in any fraud investigation because they understand accounting
systems and internal controls, and know how to trace the flow of funds
into, through, and out of the organization. They are also in a position to
provide an independent, objective, and unbiased critique of the corporate
organization. This critique should not only cover the problems in the ac-
counting systems that permitted the fraud to occur in the first place, but
also address the integrity of the people at the heart of the process. As
experts assisting in case strategy and testimony, accounting professionals
must be knowledgeable about court proceedings, rules of evidence, what
documents to request, from whom they should request them, whom they
should interview, and how to quantify damages arising out of a particular
situation.

The good financial investigator must be knowledgeable about fraudu-
lent practices both in general and within a specific industry. Wide experi-
ence in how frauds are committed enables the investigator to act quickly in
deciding which classes of documents will be most useful and who needs
to be interviewed. Because some industries, such as insurance, construc-
tion, and banking, are especially prone to fraud, some investigators may
specialize in those areas.

Since so much information is now created and stored electronically, a
thorough knowledge of computers and information technology is an es-
sential part of the investigator’s toolkit. Computer forensics techniques are
now commonplace as part of financial investigations. These techniques can
assist in recovering “deleted” information such as e-mails and proprietary
information transferred to unauthorized computers.

When the evidence has been gathered and the suspects have been
identified, good communication skills are needed to write a report that
ties the whole story together and makes a well-supported argument in
clear language. The ability to translate complex accounting issues into
language the layperson understands is especially important within all the
contexts in resolving the matter, up through giving expert testimony. A
judge, jury, or any other reader of your report not familiar with account-
ing concepts and terminology must receive the information in a clear and
understandable form.



P1: TIX/XYZ P2: ABC
JWBT633-c06 JWBT633-Silverstone January 11, 2012 5:35 Printer Name: To Come

94 The Role of the Accounting Professional

overlooks infractions of regulations, and has an inadequate accounting sys-
tem, gives unscrupulous employees the green light to commit fraud.

Some frauds show amazing ingenuity, but most are quite straightforward
if the investigator knows where to look. Many very clever people have
committed fraud but have been caught because every fraudster leaves a trail
and makes mistakes. Since only a small proportion of fraud is discovered
by investigation, most of the forensic investigator’s initial work involves
checking out preliminary information.2 This is especially true of so-called
off-book frauds (i.e., bribery and kickbacks), which do not leave an audit
trail and are often discovered by tip-offs.

The fraud itself may be entirely internal, directed against outsiders,
or directed by outsiders against the company. Internal frauds are usually
abuses of the accounting system to steal cash. Frauds directed against out-
siders frequently take the form of misrepresentations of financial informa-
tion to creditors, shareholders, or insurance carriers. Outsiders defraud-
ing the company commonly involve vendors, contractors, and consultants
who supply inferior products, overbill, or seek advantages through bribing
employees.

From a historical perspective, the debate on the auditor’s role as “watch-
dog” versus “bloodhound” and the auditor’s responsibilities is nothing new.
Two AICPA committees, the Cohen Commission of 1978 and the Public
Oversight Board of 1977, were established to look at the public perception
of the auditor and the perceived role versus the actual role. In addition, the
AICPA held a conference in 1992 called the Expectation Gap, which iden-
tified fraud as a problem in the industry. It was found that the public truly
believed that the independent auditor would detect material misstatements
owing to fraud.

The Cohen Commission also noted that users of financial statements
were confused as to the respective responsibilities of auditors versus those
of management. The most troubling aspect of the Cohen Commission’s
findings was the confusion that appeared to be prevalent among those
who could be considered educated users such as bankers, analysts, and
shareholders.

It was hoped that the Auditing Standard Board’s SAS 58, Reports on Au-
dited Financial Statements, would clarify the understanding of management
and auditor responsibilities. However, as business transactions became more
complicated and entities more complex, it became clear that the nature of
business left prior perceptions behind. Perhaps because of this business
complexity, the standards began to address the role of the auditor, specifi-
cally in detecting fraud, and emphasized that the concept of the professional
skeptic had to be spelled out not only for the auditor to understand, but for
the users of financial statements, who needed to comprehend the auditor
role and its separate existence from the management role.
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Effective April 1988, financial statement auditors relied upon SAS 53,
The AuditorÕs Responsibility to Detect and Report Errors and Irregularities, as
their guide. When fraud continued to plague auditors and the audit process,
with the “expectation gap” growing between what clients expected of their
auditors for detecting fraud versus what the auditing profession expected
of auditors to detect, a new auditing standard regarding fraud was adopted.
Effective February 1997, SAS 82, Consideration of Fraud in a Financial
Statement Audit, emerged to address this expectation gap (SAS 82 was later
superseded by SAS 99).

Sadly, despite the implementation of SAS 82, the accounting shenani-
gans discussed in earlier chapters once again brought into question the
auditor’s role and the perceived value of an audit. It is the users and the
regulators who want the auditor to probe deeper, and it is out of this need
and expectation that SAS 99 was born. In response, auditors must use in-
quiry and analytical techniques during the planning of their audit. These
results can now be used, in conjunction with other evidence gathered, for
purposes of identifying material misstatements.

Given the statistics and the fact that in 2004 approximately 11 percent
of initial fraud detection was through external audit (and approximately
24% was from internal audit), together with over 18 percent from internal
controls, one would hope that we have all learned from the lessons of
the past and have become smarter and better equipped to detect fraud.
Certainly, the AICPA and the accounting bodies have gone a long way to
instill the fraud mindset in external auditors. Through SASs 53, 82, and, most
recently, 99, auditors have been given expanded guidance for detecting
material fraud.3

As stated by the AICPA, “The standard reminds auditors that they must
approach every audit with professional skepticism and not assume manage-
ment is honest. It puts fraud at the forefront of the auditor’s mind.”4

SAS 99 provides for increased professional skepticism; the auditor must
plan for brainstorming how fraud can occur and put aside prior mindset as
to management’s honesty and integrity. At the planning stage, the auditor is
required to identify the risks inherent in the client organization and to keep
in mind the essentials of fraud factors, such as incentive, opportunity, and
rationalization. In addition, there must be discussions with management, and
inquiry must be made as to the risk of fraud and as to whether management
is aware of any fraud. Auditors also must talk to employees and outside
management, and give people a chance to bring to light problems that may
exist (the concept of whistleblowing). This particular factor emphasizes the
psychological deterrent to potential perpetrators of knowing there is a better
chance they will be turned in if people who are aware of the problem have
a chance to provide information in a controlled, somewhat anonymous
forum.
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In preparing for financial statement audits, one approach to the required
risk assessment could focus on the incentives to commit fraud, along with
the methods or means in which the fraud would be perpetrated. Four ques-
tions could address much of this assessment: Why would the organization
engage in fraud? How would the organization engage in fraud? Why would
key individuals engage in fraud? And how would key individuals engage in
fraud? In discussing these four questions, each would have to be addressed
as it pertained to financial statement fraud as well as how each pertained to
theft, embezzlement, or other types of fraud (and illegal acts).

Case Study: Prevent “Give-Backs” at All “Costs”

Over the past several years, the trend has been to provide less and
less public funding to organizations, and given the current economic
climate, that trend will only continue. Given the competitiveness of
obtaining federal and state grant funds, the last thing any nonprofit
organization wants to do is have to refund or return any unused funds
to the originating agency.

During the course of one audit, the auditors noted that the ac-
crued expenses on the balance sheet of the organization—things like
accrued salaries, benefits, and other related expenses—greatly exceeded
the amounts of the previous year. The auditors made inquiries to the
organization’s personnel regarding any changes to the programs and
personnel, as well as any changes to uncompensated absences. No
major changes were noted.

The auditors continued their procedures, delving into the underlying
calculations and details behind the accrued amounts. Tracing the journal
entries to supporting payroll journals and benefit invoices, the auditors
determined that the controller of the organization had included in his
accrued expenses the salaries and benefits of personnel working within
one major program area. The problem was that the salaries and benefits
were accrued as of the fiscal year-end, even though the costs were
attributed and paid for the two months subsequent to the year-end.

Before confronting the controller with the findings, the auditors
calculated the impact reversing the accruals would have on the overall
program and funding. The auditors determined the program’s funds
would be underspent, and the organization would have to return the
unspent funds to the originating agency. The amount calculated was
significant, and, to compound things, the funds had already been used
to pay the subsequent months’ salaries and benefits.

When confronted, the controller rationalized his accruals in this
way—the salaries and benefits were going to be incurred by the
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organization whether the funding was in place or not, and as of year-end
it was clear these expenses would be incurred and could be estimated.
Therefore, all the organization was doing was recognizing costs that it
would incur anyway as part of the program.

The controller was not happy, nor was the executive director or the
board members, when the auditors reversed the accruals, resulting in
financial statements reflecting the program’s funding had been under-
spent. The organization had to identify how to come up with the funds
to be returned to the funding agency.

Score one for the auditors—sticking to the standards and require-
ments, remaining ethical and true to the profession—who won the battle
but lost the war. Subsequent to the completion of the audit, the auditing
firm was replaced, and the firm lost the client (and the related revenues).

SAS 99 also places emphasis on surprise testing of locations and ac-
counts that otherwise might not be tested, and that would therefore come
as a surprise to management and employees alike. The standard also in-
cludes procedures for auditors to test management’s potential override of
controls.

So what does all this mean in the context of understanding basic ac-
counting concepts, the concept of fraud, and the use of analytics in conjunc-
tion with all other knowledge? What it means is that today’s auditors must
think like their investigative accounting counterparts. They have to think
like a potential fraudster. They have to be experienced in understanding
the concept of fraud and must continually be the skeptic. Although this will
put pressure on other aspects of the audit—such as staffing and budgeting
(a subject near and dear to most clients’ hearts!)—it hopefully will narrow
the expectation gap that has existed for so long.

“Think like a fraudster,” that is what much of the literature recommends
to accountants and auditors when designing internal controls to prevent
and detect fraud, theft, and embezzlement. But just how realistic is that
recommendation, when most auditors are not burdened under heavy fi-
nancial stress and pressure, coupled with the ability to rationalize their
contemplated actions. A better recommendation is to think like a forensic
investigator, a scientist, or a surgeon, relying on scientific approaches and
procedures to detect and identify potentially fraudulent transactions and
activity. A physician does not try to think like a previous patient who had
brain cancer to determine the controls, policies, and procedures needed
to prevent and detect future brain cancer. He or she may use the signs,
symptoms, and facts of the previous patient to become better educated and
aware of brain cancer, but likely will perform detailed exams, blood tests,
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double-checked, recorded, reported, and reflected within the organization’s
systems, documentation, reports, and financial statements. In order to be
effective, every internal control needs to contain three components: expec-
tations, compliance, and consequences. Eliminate any corner of the triangle,
and the controls will prove ineffective. A properly designed system of inter-
nal controls will start with the role board of director members serve in the
organization, and continue throughout every level right down to the low-
est functions and responsibilities. In larger organizations, internal auditors
conduct audits to ensure compliance with the controls and procedures, and
help to identify instances of potential fraud or abuse, further strengthening
the internal controls.

Internal controls are part of the protective system against fraud. They are
designed to prevent unauthorized transactions and activity, and to ensure
early detection. Indeed, the ACFE’s 2002 Report to the Nations on Occu-
pational Fraud and Abuse noted that “a strong system of internal controls
was viewed as the most effective anti-fraud measure by a wide margin.”6

In its 2004 survey, the ACFE noted that “strong internal controls can have a
significant impact on fraud and a well-designed control structure should be
a priority in any comprehensive anti-fraud program.”7

Internal controls become a concern to both the auditor and financial
investigator when these controls are either absent or vulnerable to ma-
nipulation by fraudsters. Controls ensure that transactions are carried out
only with appropriate authorization and approval, and are timely and ac-
curately recorded according to transaction type, amount, and time of ex-
ecution. Good internal controls include restricting access and segregating
responsibilities to safeguard assets. Access to data processing centers and
to the computers themselves should be strictly controlled. Assets are further
controlled through comparing physical inventory counts with the financial
records.

So what do we make of cases like Computer Associates, where exec-
utives admitted they fraudulently recorded hundreds of millions of dollars
worth of contracts to inflate earnings? How about Krispy Kreme or Par-
malat or many other companies, which were accused of accounting irreg-
ularities? What about Bernie Madoff and other hedge fund managers who
operated in a world with little oversight, taking in and “investing” unsus-
pecting investors’ funds, all the while diverting the proceeds to live lavish
lifestyles?

In light of these recent events in the business and accounting world,
one of the more important controls over the accounting system has to
be the ethical conduct of management. It cannot be stressed enough that
the ethical tone of the company is established at the top and works its
way down. Good management should ensure that employees are properly
trained, that they read and abide by a written code of conduct, and that
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they know that a policy of integrity will be enforced. The owners also must
ensure that the board of directors is composed of individuals with integrity
and financial experience. It is especially important that the audit committee
include financially educated and sophisticated members who meet regularly
and carry out their responsibilities conscientiously.

Hiring at all levels should be done carefully through screening processes
in which education and experience claimed on the application form are
verified. All employees must take their vacations, and other employees
must perform their functions during their absence. This is one of the most
basic tenets of business, but also one that is not readily enforced and has
been shown to be the roadmap to fraud on so many occasions.

Although the costs of good internal controls can be significant, they
should not be more than their anticipated benefit. Smaller companies some-
times are forced to combine duties that would be separated in larger firms.
The audit committee as well as the internal and external auditors should be
aware of this fact. Individuals with multiple responsibilities must be super-
vised closely. Many companies have introduced the concept of self-audit,
whereby different groups or locations within a company audit one another
on a monthly basis, checking certain aspects of one another’s business.
This process demonstrates not only that controls are actually in place, but
also that any fraud likely to be perpetrated would then have to comprise
more people in its collusive manner, hence increasing the difficulty of its
execution.

Another simple concept, but one that is easily missed, is that of prepar-
ing an organizational chart that defines responsibilities. This eliminates “I
didn’t know that was my job” from the excuse and/or rationalization stage.
In addition, forms used within the company should be designed for accurate
recording of data. The data as recorded should be complete enough to be
accepted as evidence in court. Accounting personnel should be rotated to
different duties on a regular basis. Recordkeeping should not be handled
by operating personnel, and there should be a clear records management
policy with a schedule for retention, archiving, and destruction that meets
statutory, legal, and regulatory requirements.

Special attention should be paid to the control of cash receipts and
inventory, two of the most common targets of fraud. Only a reasonable
amount of cash should be kept on hand at any time, and the custodian
should have no access to the accounting records. Ideally cash receipts
should be deposited by way of a lockbox arrangement with a bank, elim-
inating employee access and opportunity to steal. Where a lockbox is not
practical due to cost, company size, or nature of the business, cash receipts
should be deposited daily by bonded custodians, and bank accounts should
be properly authorized, reviewed, and reconciled. The cashier should have
no accounting duties. Cash disbursements should be made only through
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computer-generated checks, and signing authorities should be limited to
authorized employees or owners. Inventory counts should be made by
employees other than those responsible for managing the stockroom or
warehouse. Insurance coverage should reflect the actual value of the cur-
rent inventory at all times. Periodic physical counts should be compared
with the perpetual record, and any differences investigated, to ensure the
integrity of the balances and information within the inventory system.

Conclusion
It is unfortunate that despite the vast amount of information that is available
today relating to preventing and detecting fraud and abuse, fraud contin-
ues to occur and go undetected until reaching catastrophic levels. While
no one knows for sure whether the current frequency of occurrences is
attributable to more fraud being committed today versus better detection
measures available today, it appears clear that the consequences suffered
by perpetrating individuals and organizations of past fraudulent schemes
have had little impact on deterring future schemes from occurring. While
providing job security for forensic investigators, it is a sign that more mean-
ingful consequences are still needed to stem the growing problem of fraud.
With that in mind, Part II focuses our attention on investigating financial
crimes.

Notes

1. www.acfe.com/rttn/2010-rttn.asp.
2. Bologna and Lindquist state that 90 percent of fraud is discovered by

accident. See G. J. Bologna and R. J. Lindquist, Fraud Auditing and
Forensic Accounting: New Tools and Techniques(New York: John Wi-
ley & Sons, 1995), 32. This estimate has changed in recent years as
reported by the Association of Certified Fraud Examiners. Of the 532
cases whose discovery was studied for the 2002 Report to the Nations:
Occupational Fraud and Abuse, only 18.8 percent were found by ac-
cident. This figure is especially startling because it is higher than those
discovered by internal audit (18.6%), internal controls (15.4%), or exter-
nal audit (11.5%). Tips from employees were the single largest source
of information that fraud was suspected (26.3%).

3. As defined in Statement of Financial Accounting Concepts No. 2 (FASB,
May 1980), materiality is “the magnitude of an omission or mis-
statement of accounting information that, in the light of surrounding

http://www.acfe.com/rttn/2010-rttn.asp
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circumstances, makes it possible that the judgment of a reasonable per-
son relying on the information would have been changed or influenced
by the omission or misstatement.”

4. B. Melancon, AICPA president and CEO.
5. L. W. Vona, Fraud Risk Assessment: Building a Fraud Audit Program.

(Hoboken, NJ: John Wiley & Sons, 2008).
6. www.acfe.com/rttn/2010-rttn.asp.
7. www.acfe.com/rttn/2010-rttn.asp.
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CHAPTER 7
Business as a Victim

Introduction
Business can be a victim of both internal and external fraud. Internal fraud
is perpetrated by employees at any level from bookkeepers writing checks
to themselves, to the complex collusion to steal inventory by manipulating
computer data and shipping the stolen goods to off-site locations. External
fraud is deception committed by an outsider against the company. Insur-
ance companies are common victims of this type of fraud through false
applications and false claims. Banks also are frequently victimized, as are
government agencies.

The key factor is to recognize the warning signs of fraud; to understand
how fraud is committed is to understand how to minimize its possibility. Un-
fortunately, the statistics still show that many businesses do not understand
the red flags of fraud.

You only pay a nuclear physicist two million dollars for one thing these
days and it wasn’t to build a better mousetrap.1

As indicated in the 2010 report of the Association of Certified Fraud
Examiners (ACFE) mentioned in Chapter 2, asset misappropriation accounts
for an overwhelming 86.3 percent of all occupational fraud. Corruption
schemes are a distant second at 32.8 percent, and fraudulent statements
represent 4.8 percent.2

105
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Employee Thefts
Cash
Cash is the favorite target of fraudsters and accounts for approximately 85
percent of all asset misappropriations, according to the 2010 ACFE study.
Much is taken by outright cash larceny and skimming, but the majority
is stolen through more elaborate disbursement schemes, including some
manipulation of the billing and payroll systems or falsification of expense
reimbursements and check tampering.

All accounting cycles pass through the cash account at some time. The
cash produced in these processes becomes either petty cash or demand
deposits, such as checking accounts, interest-bearing accounts, certificates
of deposit, or other liquid investments. The mechanism of these thefts is
usually quite simple. Petty cash is stolen by forging authorizing signatures
or creating false vouchers for reimbursement.

Dishonest employees often manipulate receipts being prepared for de-
posit. This is common in small companies where the same person is re-
sponsible for booking the cash receipts and writing the checks for deposit.
It is not uncommon for the long-term “trusted employee” to become an
“opportunity taker”-type of fraudster in the face of this temptation. Because
the money is so available and no one appears to be watching, the fraudster
frequently rationalizes the theft as “borrowing” with the intent to return the
cash later. Of course, since the money is easier to take than to return, the
accrued amount stolen soon becomes too great to replace and the fraud-
ster becomes locked into an endless round of theft and cover-up. Perhaps
the ultimate conclusion is that the fraudster never intended to return the
money, and this is indeed a weak response when the individual ultimately
is questioned about his or her activities.

Case Study: Like Pulling Teeth

A receptionist/bookkeeper at a small dental practice was the only person
who understood the proprietary software used to track patient data, as
well as being the one who prepared deposits of receipts for the bank.
The bookkeeper noticed that she could input data (checks, insurance
receipts, credit card receipts) and prepare a deposit slip for the owner to
take to the bank, before inputting cash into the system. The deposit slip
given to the owner of the practice did not show certain cash receipts, and
hence he had no idea the bookkeeper had in fact pocketed the money.
She entered the cash into the system after printing the deposit slip, just
in case a patient should ever be questioned about his or her account.
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The bookkeeper left the practice after six weeks for a better-paying
job. However, she did not factor into her scheme a patient who returned
to the dental office asking for a receipt for the cash she had paid two
weeks before. The new receptionist/bookkeeper, not yet being familiar
with the computer system, obtained the deposit slip used by her boss
to make the deposit on that particular day and, of course, the cash
was nowhere to be found. They then went into the computer file and
realized what had happened. A call to the police ensued!

Case Study: How the Worm Got into the Apple

A husband and wife started a small printing business, having been in the
printing world for quite some time and with an excellent relationship
with their bank. They owned their own house, had a large loan to
start the business, and had various lines of credit. At that stage of the
business, the wife kept the books. As the company grew and prospered,
they decided to hire a bookkeeper so the wife could spend more time
marketing the business. The bookkeeper was a gem—the books were
always in good order and she was easy to work with. Her responsibilities
were gradually increased and she became controller with a suitable
salary and bonuses.

The owners also had adjusted their accounting system to permit
her to write checks, which would be signed by the husband or wife.
Unfortunately, their trust and friendship with the bookkeeper blinded
them and made them careless. They did not review the monthly bank
statements. They left the collection, banking, and check-writing in the
hands of the same person. However, this was not a classic fraudster; this
was a 44-year-old divorced woman waiting for the good life to come
her way. She started to forge the owner’s signature on checks and hid
them from the owners. She paid her own credit card bills along with
legitimate business payables. This fraud continued for four years and
almost $500,000—money that was not available for reinvestment, for
maintaining loan covenants and paying off debt, or for salary increases
or bonuses.

Ultimately, the bookkeeper was taking more money than the com-
pany had coming in, generating overdrafts and NSF fees. When she
realized she could not repair the damage, she disappeared. On the day
she left, the bank’s relationship officer called the owners to discuss the
overdrafts and huge NSF fees, $1,600 in the past month alone. Upon

(Continued)
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before it’s due and drop it in the mail) people. Mary used the information
gained from her father’s checkbook to issue an electronic check for
payment against her credit card account. Her father had no knowledge
of what Mary was doing—stealing her father’s money!

To add even more fuel to this crime, Mary authorized a payment of
$29,000 from her father’s account, roughly $20,000 more than she and
Ron owed on that credit card. As is the practice by most credit card
companies, they refunded the excess payment amount to Mary and Ron
about two months later. Mary and Ron’s credit card bill was paid in
full, and they had $20,000 more to spend. Ben, on the other hand, had
been robbed, but was unaware of the theft, as Mary, his trusted, loving
daughter, was balancing his checkbook.

Ben’s lifestyle was simple, and his financial needs were easily cov-
ered by his Social Security checks, which were directly deposited into
his checking account each month. Mary continued to pay her father’s
bills each month as she had been doing for years.

Ben, although growing old, was not feeble, and one day decided
to look over his checking account statement to see how much he had
sitting in the bank that had been accumulating from his excess Social
Security deposits. That’s when he saw the theft of his $29,000. He called
his daughter, and he called his bank.

An investigation ensued, and the bank told Ben that the draft from
his account was paid to a credit card company, and that the draft was
complete and proper: It contained the correct account name, the correct
account number, and the correct routing number, and was made out for
an amount that was within the current balance at the time; therefore, it
was honored by the bank.

Based on the information contained in the telephone payment draft,
which the bank disclosed to Ben, as it was Ben’s account the money
came from, Ben then confronted the credit card company with his de-
mand for reimbursement. After all, Ben didn’t owe any money to the
credit card company. And, based on the account number that was cred-
ited with the funds, Ben found out that the money was used by his
daughter, Mary.

Now, Ben had a dilemma. He was out $29,000, no small sum for
a retired man. The credit card company accepted his money, but with-
out his permission, and applied it to his daughter’s (and son-in-law’s)
balance owing. His bank allowed the money to be withdrawn from
his account, again without his permission. But Ben also realized that
it was his daughter who stole the money from him. What’s a father
to do?

(Continued)
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Ben sued the bank and the credit card company. He wanted his
money returned, but he didn’t want to see his daughter go to jail, and
knew she no longer had the money with which to reimburse him.

The bank was able to legally transfer liability to the credit card
company and was deemed not liable for any wrongdoing. The credit
card company defended itself and hired a banking expert to assist in its
defense. The credit card company was, in fact, not liable for anything
and acted within allowable and legal banking standards. The case was
settled before trial when the credit card company agreed to make a
small cash settlement to Ben.

Case Study: The Bank Teller

The huge amounts of cash passing across the counter every day at any
bank branch frequently provide all the temptation a teller may need
to become dishonest. A client complained she could not account for
the withdrawal of several thousand dollars recently deposited following
the sale of her car. She remembered the name on the tag of the teller
who had processed the deposit. The employee was interviewed and
confessed she had obtained the client’s identifiers (her mother’s maiden
name and birth date) and created a duplicate bankbook.

This was a particularly sad case because the teller was just in her
early 20s. The motive for her theft was her large credit card debt, which
left her without enough money to pay her rent. She was dismissed from
the bank but was not prosecuted.

Payroll Fraud
Fraud through the payroll department is commonly committed by using
ghost employees, inflating hours of work and overtime, as well as overstat-
ing expense accounts or medical claims.

Case Study: Simple Payroll Fraud

The bookkeeper of a construction company knew there were hundreds
of transient workers on the payroll at any given time. She also knew
that at any point in time, many workers dropped off the payroll and
many more joined. She also knew that no one was checking her work.
She handled the payroll, used the owner’s facsimile signature stamp on
checks, and hand-delivered the checks to the various job sites!
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The bookkeeper kept a handful of former employees on the payroll,
both male and female. She even paid their union dues and payroll taxes!
However, instead of delivering these checks to the job site, where of
course the employees no longer worked, she endorsed the back of the
checks and deposited them into her bank account. She was friendly with
one particular teller at the bank branch and used this teller exclusively
to deposit the checks. Several people at her employer were curious as
to her new executive automobile, new home, and rumored house at the
beach, which she passed off as the result of her husband’s large win at
the casino.

However, it took a prolonged illness and enforced absence from the
office for a temporary bookkeeper to question why nonemployees were
still on the payroll. Ultimately, the company recovered just about all of
its lost funds, including refunds from the union and the IRS together
with recoveries from the bank and the fraudulent bookkeeper.

Case Study: Expense Report Fraud

For some reason, expense accounts have been the most overlooked
and least controlled area of many companies. Some supervisors give
these reports a cursory review and if they pass the “smell test,” they are
authorized.

Imagine the horror of a company that discovered that a partic-
ular employee’s “authorized” expense reports had not in fact been
authorized. She had forged the signatures of her supervisors and hand-
delivered her expense reports to the accounting department, each time
concocting an excuse why they did not come through the customary
route along with other employees’ expense reports.

The embezzler was later described as a “smooth talker” who dis-
tracted others with her line of conversation. Over the course of four
years, she submitted expense reports with several hundred thousand
dollars of falsified expenses. She even went as far as creating false in-
voices submitted with her expense reports as support for her expenses.
She included vouchers for business publication subscriptions, where she
would show her credit card as having been used to incur the original
expense, when in fact she hadn’t even submitted the application for the
subscription.

As is typical in many of these situations, her scheme was never
found out while she was in the company’s employment. She actually was

(Continued)
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dismissed for a totally unrelated insubordination issue. In the interim,
she had become bold and mailed an invoice to the company from
a fictitious vendor using a post office box, which did not reach the
bookkeeping department until after she had been dismissed. A keen
and skeptical clerk ran some Internet searches and internal reports and
discovered the post office box actually had been used by the now-former
employee. After further investigation, her entire scheme was discovered.
The company recovered much of its loss from its insurance carrier, and
the perpetrator was sentenced to time in prison.

Fraudulent Billing Schemes
These frauds usually are committed by outsiders such as vendors, suppliers,
and contractors of various kinds. They are perpetrated through submission
of false invoices for goods or services not supplied, or inflated invoices for
goods or services of inferior quality. These frauds often involve collusion
between outsiders and internal employees and can become quite complex.
Collusion allows controls to be circumvented.

Case Study: Construction Fraud

Because the competitive bidding process for construction contracts of-
ten makes profit margins razor thin, contractors may be tempted to
increase their profits through fraud. A developer negotiated a $550 mil-
lion guaranteed-maximum-price contract with a prime contractor and
subcontractors to erect a 40-story building. To the developer’s surprise,
the allowances and contingency holds for unexpected costs and emer-
gencies were exhausted before even the core and shell had been com-
pleted. This left the interior work unfunded. Puzzled and suspicious, the
developer hired private investigators who discovered the prime contrac-
tor had bribed the architect and they were now colluding to defraud
the developer. The contractor was purchasing goods and services be-
yond those required for the developer’s building, diverting the excess
to other jobs on which he and the architect were working and submit-
ting the invoices to the developer. The excess expenses were approved
and explained away by the architect. The contractor and the architect
had convinced themselves that the developer’s cost controls were short-
sighted and would make the job unprofitable for them. When the ar-
chitect and contractor were confronted with the evidence of the private
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inventory valuation proved to have been created by the owner’s brother
allegedly for the owner’s wife in an angry divorce action. The owner
had, in fact, paid his brother $100,000 for the valuation. When the fire
marshal’s investigation proved arson, the insurer refused to pay the
claim. The owner was convicted of arson and sentenced to prison.

With the building destroyed and the insurer refusing to pay the
claim, the clothing manufacturing business was worthless. The only
value lay in the land on which it had stood. The fraudsters had taken a
huge risk and lost everything. They now had to lay off warehouse staff
and bookkeepers as well as cutters and other skilled employees. Sup-
pliers lost a customer and were forced to lay off part of their workforce.

Management Thefts
Fraud by management can be extremely serious since senior personnel can
override the controls that have been put in place to prevent the very fraud
they are committing. The effects of management misconduct also can have
severe consequences for the company’s overall morale and set a negative
model for employees farther down the company ladder.

Case Study: A Misused Credit Card

A disgruntled employee in the accounting department informed the
new president of the publishing company that the secretary-treasurer
was defrauding the company through misuse of her credit card. The
secretary-treasurer was then covering her tracks by manipulating the
accounting records. The new president realized immediately this was a
political hot potato that could not be left uninvestigated but also could
destroy his effectiveness if it proved to be untrue. He was unknown,
and the secretary-treasurer had been with the company for seven years.
Forensic accountants were brought in to examine her accounts. They
discovered that she had charged personal items to a general corporate
expense account and to the advance accounts of several employees.
(The company permitted employees to charge personal expenses to
their advance accounts from which they would be deducted later.) The
false journal entries were in the secretary-treasurer’s own handwriting.
On the basis of the investigators’ evidence, the president was successful
in persuading the board of directors to dismiss her.

The departure of the secretary-treasurer created problems for ev-
eryone. When confronted by the board, she admitted taking the money
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and signed a promissory note for the full amount. She threatened a suit
for wrongful dismissal but dropped it when confronted with the evi-
dence uncovered by the forensic investigators. She now faced disgrace
and loss of employment and was forced to live on her savings for 18
months before she found another job in an inferior position at a lower
salary with a less prestigious company.

Those at the publishing company lost a friend and colleague. The
company was now faced with the expense of an executive search and
the prospect of hiring an unknown for a sensitive position. Everyone
was shocked that such a trusted person should have committed fraud.
The company incurred the additional expense of developing an educa-
tional program for employees in fraud prevention and detection and of
reviewing its accounting controls.

Case Study: Meaty Matters

A medium-sized meatpacking company in a small Texas town began to
experience financial difficulties following a fire that did extensive dam-
age to the plant. The insurance company promptly settled the property
damage claim, but a lengthy delay in coming to an agreement on a
$1 million business interruption claim caused significant hardship as
customers were forced to look elsewhere for their meat. The owners
were concerned that a decline from their $40 million in annual sales
and its effect on accounts receivable would jeopardize their line of
credit with the banks. To keep their working capital ratio healthy, they
began prebilling and inflating inventory records.

When the company eventually was forced into bankruptcy, the re-
ceiver discovered only $2 million in inventory instead of the stated
$10 million, and $6 million in accounts receivable from clients who de-
nied owing anything. No money, however, had been diverted to the
personal use of the owners; they had acted solely to save the business.

The two owners pleaded guilty to fraud and received prison terms.
The lives of two otherwise productive citizens had received blows from
which no one ever really recovers. Not only were their families deprived
of the presence of two husbands and fathers, but the lives of their wives
and children were completely changed. The fraudsters’ families were
ostracized as they suffered the reflected disgrace of the two men. The
wives, who had not worked in 20 years, now had to find jobs to support
their families. The children became the target of other children’s taunts.

(Continued)
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In the end, the situation became unendurable, and both families moved
away to start new lives elsewhere. When the men came out of prison,
they had no money and were forced to begin again at a much lower
standard of living. One of the couples divorced.

The effect of closing the meatpacking plant reached far beyond the
immediate families of the convicted fraudsters. The company had been
a major employer and had a significant impact on the local economy
through its own spending and that of its employees. Of the 50 or so
employees at the plant, only about 10 were able to get jobs in the
town. Others found it difficult keeping up their mortgage payments
and were forced to take odd jobs or look for employment in the next
major center, which was about an hour’s drive away. The local retailers
suffered a noteworthy loss of business.

Case Study: The Whole Shebang

A manufacturing company was headquartered on the East Coast of the
United States but had its main facility in the Midwest. Consequently,
there was little day- to-day communication between the board of direc-
tors and senior management, and management of the main operation in
the Midwest. The chief financial officer, based in the Midwest, had been
with the company for many years and had worked his way up from
bookkeeper to assistant controller to controller and ultimately to CFO.

What was most interesting about the CFO’s role is that with all the
promotions leading finally to CFO, he retained custody over the bank
reconciliations. For all the best practices discussed in Chapter 3 of this
book, the company, perhaps unwittingly, allowed its CFO to autho-
rize contracts with vendors, approve payments, actually print and sign
checks, receive bank statements, and perform the bank reconciliation.

It was no surprise, then, that over seven years the CFO was able to
embezzle over $600,000 through almost a dozen different schemes. The
schemes ranged from a falsified employee worker’s compensation claim
(under which the CFO paid for his children’s braces) to an expense
account fraud whereby the company paid the CFO’s credit card bill
through a corporate check, while at the same time he submitted the
charges on his expense account and therefore was reimbursed twice.
He also paid for lavish family travel and entertaining on the company’s
expense and was part of a scheme with vendors whereby he received
kickbacks in return for giving them various contracts.

When questioned how these schemes could go unnoticed for so
long, it became apparent from his former staff that he had created a



P1: TIX/XYZ P2: ABC
JWBT633-c07 JWBT633-Silverstone January 11, 2012 5:37 Printer Name: To Come

Corporate Thefts 117

barrier between himself and anyone who worked for him. In addition,
his physical size and manner reportedly intimidated anyone who wished
to confront him. The schemes ultimately were discovered when a dis-
gruntled secretary approached Human Resources and informed them
that she thought something was peculiar about the handling of the
CFO’s expenses. She also questioned why he was still handling the
bank reconciliation. An internal investigation ensued, and the schemes
were discovered.

The company ultimately recovered $500,000 of its losses under a
fidelity bond; an agreement was made between the company, the bond-
ing company, and the U.S. attorney to keep the principal out of jail and
working at another company in a nonfiduciary position, where he was
able to start making restitution.

Corporate Thefts
Corporate fraud is committed by senior management to benefit the corpo-
ration as a whole. This type of fraud includes financial statement fraud,
antitrust violations, securities fraud, tax evasion, false advertising, environ-
mental crimes, and the production of unsafe products.

Financial statement fraud usually is committed in order to improve the
earnings and hence the stock price of publicly traded companies or the
ratios supporting loan covenants at private companies. Generally accepted
accounting principles (GAAP) provide accountants with a certain amount of
interpretive leeway in creating their accounts. What can be justified as a lib-
eral but understandable interpretation of GAAP can easily become a policy
of deliberate earnings management and ultimately slip across the line into
fraudulent manipulation. Managements of publicly traded companies are of-
ten under pressure from Wall Street analysts to meet earnings expectations
by showing steady growth despite any downturns in the economy. Antitrust
laws, starting with the Sherman Antitrust Act of 1890, are designed to encour-
age competition by preventing monopolies or conspiracies to monopolize.
The willingness to enforce these laws has varied from administration to
administration. The principal instrument of monopoly power is price fixing.

Case Study: Price Fixing

Although price fixing has been discovered in many industries, one of
the most outstanding recent cases was that of Archer Daniels Midland.

(Continued)
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The company paid a $100 million fine after pleading guilty to felony
charges alleging a conspiracy with other producers of citric acid, lysine,
and other commodities. It was estimated that makers of soft drinks, pro-
cessed foods, detergents, and other products paid $400 million extra to
buy citric acid from ADM and its co-conspirators between 1992 and 1995.
Poultry, swine, and other livestock producers paid an extra $100 million
in the same period for lysine, a growth additive used in feed.6

During the late 1940s through the 1950s, electric equipment manu-
facturers, including General Electric, Westinghouse, Allis-Chalmers, and
Federal Pacific, conspired to fix prices in a market worth $1.75 billion
annually.7 Utilities, all levels of government, the military, and industry
were victimized by prices that rose by double and sometimes even triple
digits, despite slow growth in the wholesale price index. Four grand ju-
ries handed down 20 indictments against 45 individuals and 29 com-
panies. The power of rationalization and “neutralization” referred to in
Chapter 2 is well exemplified in the remarks of some of the industry
executives. One company president defended his actions this way: “It
is the only way a business can be run. It is free enterprise.” Another, in
a statement worthy of Yogi Berra, said: “Sure, collusion was illegal, but
it wasn’t unethical.”8

Identity Theft
Identity theft is one of the fastest growing crimes. As much as the Internet
has made access to our personal information a lot quicker, from almost
anywhere in the world, so has it made such information accessible to the
criminal element. Between January and December 2010, Consumer Sentinel,
the complaint database developed and maintained by the FTC, received 1.3
million consumer fraud and identity theft complaints. Consumers reported
paying over 1.7 billion in those fraud complaints.9 Of these, 54 percent were
fraud-related and 19 percent were identity theft.

Identity theft is defined as “the deliberate assumption of another per-
son’s identity, usually to gain access to their finances or frame them for a
crime.” It also has been defined as “someone else using your personal in-
formation to create fraudulent accounts, to charge items to another person’s
existing accounts, or even to get a job.”10

In his testimony before the U.S. House Government Reform Commit-
tee’s Subcommittee on Technology, Information Policy, Intergovernmental
Relations and the Census (September 22, 2004), Steven Martinez, Deputy As-
sistant Director of the FBI, noted the many ways in which identity theft has
manifested itself. These included large-scale intrusions into third-party credit
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Toby Bishop and John Warren remind us that background checks are
essential when hiring anyone who is going to be in a position to have access
to personal information. While many white-collar criminals are first-time of-
fenders, it still adds a layer of protection, especially by identifying someone
with a major credit problem or a personal bankruptcy, for example. Com-
panies also should have written policies on aspects such as data security, as
well as training programs on security and sensitivity. Companies also should
have a policy on the ramifications of a breach of such policy.

Conclusion
Identity theft has crossed the threshold from being just a consumer problem
to being a real problem for businesses. This is yet another aspect of fraud
that companies need to plan for; as with all frauds, it means putting the
right controls in place, recognizing the red flags when the controls fail, and
being able to respond quickly.

Perhaps Charles Caleb Colton summed it up best some 200 years ago,
when he said, “There are some frauds so well conducted that it would be
stupidity not to be deceived by them.”13
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allotted cash and deposit it into special accounts set up for that purpose. By
keeping the deposits below the CTR threshold (currently $10,000 in a single
transaction or multiple structured transactions to that limit) and distributing
the sums across a wide geographic area, the criminal enterprise can fly
under the radar of most watchdog agencies. Once the cash is successfully
placed into the financial system, the first link between illegality and the
money is broken.51

Criminals can avoid some of the red flags associated with large-value
cash deposits by associating it with legitimate sources of income such as
cash businesses or charities, thus concealing the illegal nature of the money.
Therefore, the links tying the money to its source—illegal activity—are no
longer visible.

Popularized by the drug cartels of the 1980s, smurfing has its limitations.
As the operation grows, more mules are required, and the probability of de-
tection increases—both through betrayal and by suspicious bank personnel.
Smurfing has become much less popular. Instead, financial investigators,
fraud auditors, and criminal investigators are more likely to encounter the
next technique—placement through legitimate businesses.52

This technique employs cash-intensive legitimate businesses as fronts
for the placement operation. The complexity of this operation may run
from the occasional mingling of dirty cash with legitimate receipts to com-
plete support of the business with illegal proceeds. In keeping with the
criminal enterprise’s desire to mirror the profile of legitimate businesses,
bars, restaurants, casinos, and other cash-only businesses are prime targets
for laundering activity. Large cash deposits of small-denomination bills are
expected by the local bank, and, absent inside information, local officials
rarely notice anything out of the ordinary.

Although not exhaustive, the following methods commonly are em-
ployed, either individually or in tandem, to accomplish the successful place-
ment of dirty money:

� Exchange of cash for money orders and other negotiable instruments
� Smuggling hordes of currency across the border to a haven nation for

deposit
� Conversion of cash into high-value/low-bulk items such as diamonds

and precious gems
� Collusion with banking officials to avoid reporting of large-value de-

posits
� Use of parallel banking systems
� Conversion of cash into insurance products and long-term capitalization

bonds
� Concealment of cash in trading losses of derivatives and securities

brokers
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money must be reunited with the members of the criminal enterprise in a
manner that emulates legitimate business activity.56

To this end, criminal enterprises often establish additional shell corpo-
rations. It is at this point that the members of the criminal enterprise wish to
establish a legitimate connection between the clean funds and themselves.
They must convince the authorities that they have a legitimate source of
revenue to justify their lifestyle. Establishing a cash-intensive business is a
start toward accomplishing this objective.57

Using cash-heavy businesses, such as bars, nightclubs, vending machine
businesses, and casinos, the criminal enterprise mixes the laundered funds
with legitimate income and reports the entire amount as legitimate earnings.
In addition to the use of front businesses, other popular techniques include
loan-back schemes, import/export operations, and real estate or luxury item
transactions.

In the loan-back scenario, the criminal enterprise arranges for the shell
bank to extend a business “loan” to the domestic business controlled by the
criminal enterprise. The loan proceeds, which are in reality the laundered
cash, are transferred to the criminal enterprise’s business as a business loan.
Once the loan is executed, the criminal enterprise begins repayment with
funds consisting of dirty money (often commingled with legitimate business
receipts). In effect, the criminal enterprise is repaying the loan, including
the tax-deductible interest, to itself. In this way, the loan-back scheme also
may become a component of the placement process.58

In the import/export scenario, the criminal enterprise establishes a do-
mestic corporation engaged in the business of exporting. The domestic
exporter in turn engages an offshore importer (occasionally also owned by
the criminal enterprise) and exports goods at overvalued prices. Occasion-
ally, no goods will be exchanged; however, it is much safer if the goods
actually exist but are highly overvalued. A slight variation of this scheme
involves the financial takeover of a legitimate, reputable foreign importer.
This method allows the criminal enterprise to assume the sound business
reputation of the going concern, gaining immediate business legitimacy as
well as a viable source of legitimate income with which to commingle dirty
money for placement.59

Once all three stages have been completed, what began as traceable—
and forfeitable—fruits of a criminal activity have evolved into untrace-
able, legitimate-appearing income—the holy grail of all organized criminal
activity.

The concept of money laundering has changed under the influence of
the Internet and the globalization that has accompanied it. Although the
basic framework, the motivations, and the end goal have not changed, the
methods used have been heavily influenced by the advent of electronic
commerce and Internet banking.
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Emerging Trends in Money Laundering

As the face of financial crime in America changes, so does the nature of
money laundering and we must constantly adapt our way of thinking about
money laundering.

In the 1950s, Lucky Luciano and Meyer Lansky were washing money
through the Las Vegas casinos. In the 1970s and 1980s, the Colombians
carried cash across our borders by the box load. At each stage of that
evolution, financial crime investigators identified chokepoints and studied
methodologies in order to capitalize on vulnerabilities in the launderer’s
operations.

September 11, 2001, marked another turning point in the evolution of
money laundering. The 19 terrorists who stole four commercial airlines and
blew up the World Trade Center and the Pentagon did so with a mere
$500,000. That includes such activities as flight school, travel, rental cars,
food and lodging, and all living expenses for several months before the
attacks.60 While $500,000 sounds like a sizable sum of money, in the money-
laundering picture, it is hardly a blip on the radar. The adage, “Follow the
money,” no longer means what it used to. Terrorist financing differs from
traditional money laundering in some significant ways. First, the volume of
money involved is much lower for terror financing. For example, in a recent
DEA investigation, a Colombian drug cartel was laundering roughly $10 mil-
lion dollars in drug money through south Florida businesses and banks.61

These proceeds, fairly common among illegal drug smugglers, are uncom-
mon in the terrorist-financing operation. Terrorist groups usually operate
with a much smaller amount of money. As mentioned previously, the entire
budget for the 9/11 operation was just over $500,000—roughly 5 percent of
the Colombian operation. Lower budgets translate into fewer red flags.

As discussed in the section on money laundering in general, one of the
chokepoints for illegal money is in the placement stage. Given the large
sums of money that criminals normally need to wash, the $10,000 CTR
threshold traditionally was viewed as being adequate. However, the com-
paratively smaller sums of money generally involved in the terror-financing
operations routinely fall well below the threshold level and, as a result, fail
to send out warning signs to authorities.

A second difference between terrorist financiers and traditional money
launderers is the direction of the pipeline. In a traditional criminal enter-
prise, the flow of money is always away from the criminal activity. For
example, the Colombian drug lord is trying to make the money he receives
from selling heroin move as far away from the source of contamination
as possible. Conversely, terrorist financiers are moving the money in the
direction of the illegal activity. Law enforcement has not been trained to
look for money flowing in that direction, and, as a result, many of what
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investigators later identify as defining characteristics of the operation fall
through the intelligence cracks.

A third difference is the source of the funds. In traditional money-
laundering schemes the money involved in an operation is derived from
illegal activity. Drug dealing, gambling, prostitution, or any number of other
illegal endeavors produce money. Many times, law enforcement officials
may encounter the money-laundering operation as a collateral matter when
pursuing the other, more easily noticed crimes. In the area of terror financ-
ing, many times there are not illegal activities generating the money.62 Since
the needs of terror financiers are different from those of the traditional
money launderers, their methodologies differ as well. As these methods
change, investigators must become more aware of the pressing need to
follow the trail of the money. Because these methodologies often mirror
conventional business practice, which from a financial crime investigator’s
vantage point can make identification very difficult, you must maintain your
awareness. It is a key step toward identification.

Conclusion

The face of criminal activity has changed forever. What began as low-tech
familially structured organizations based strongly on ethnicity has evolved
into highly globalized, multiethnic conglomerations more resembling multi-
national corporations than the humble patriarchal groups from which they
came. Whether the transitions were precipitated by the erosion of once-solid
political ideology, or the rapid advance of technology, is immaterial. What
matters is that criminal enterprises have changed.

Criminal enterprises are more like corporations. With this change has
come the need to reassess how we view organized criminals and their
behavior. The once-distinct line between criminal enterprise and big busi-
ness has disappeared. Scandals like Enron have illustrated well the fact
that organizations, no different from people, can engage in criminal activity
whose end goal is profit accumulation. The shrinking of this distinction has
ushered in a new way to view the relationship between the criminal and
the corporation—and consequently how we as investigators view financial
crimes.

Terror added to the change. September 11, 2001, for all that it did to
America’s collective psyche, also helped shift the way in which we view the
role of money in relation to criminal activity. Before the terrorists, “Follow
the money” stood as a mantra representing the adage that you could find
the criminal, after the fact, by following the trail of money leading away
from the crime. Since Osama Bin Laden and those like him have become
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household names, the money trail now leads in a different direction: It now
points proactively toward criminal activity.

Change will continue. As rapidly as financial criminals have changed,
those charged with investigating their conduct have adapted. While not
always happening quickly, progress has occurred and officials have rededi-
cated themselves to their efforts. However, as history reminds us, life is fluid
and the changes we have witnessed in the past century will not be the last.
Many changes are yet to come.

However, even accounting for all the changes, one thing remains the
same—money. As investigators it is imperative that we continue to heed the
advice given to Bob Woodward so long ago—“Follow the money.” If we
do, we surely will have an advantage over those who have gone before us.
As you continue with this book, keep that thought as a reminder of why
this topic is of such great importance.
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CHAPTER 9
The Investigative Process

Introduction
All investigations share similarities. Whether the investigation centers around
financial crimes, burglary, or even murder, each investigation must pass
through the same general stages. All cases go from initiation, to planning,
to execution, to prosecution, and finally to reflection. In some cases the
stages overlap. In others they are abbreviated. However, in every case each
stage plays a key role in how well, or poorly, the outcome matches the
expectations.

Understanding these similarities and the roles each play in the over-
all investigation is crucial to success. In every investigation, there will be
mistakes. Whether they are mistakes in planning, mistakes in execution, or
simply errors in judgment, they will occur, and they will influence the out-
come of the case. Failures in the planning stage can result in cost overruns,
and mistakes in the execution stage can result in a nolle prosequi, or worse,
an acquittal. By understanding what must occur during each stage of a case
you can reduce the number of errors and minimize their impact.

Understanding these stages is more important in financial crime in-
vestigations than any other. In most nonfinancial crime investigations like
burglary, robbery, and even murder, there are challenges. Each is unique
in its own right, and all require tremendous skill and experience. Financial
crime investigations, however, generally result in higher volumes of evi-
dence and more complicated theories than their nonfinancial cousins. This
unique set of challenges will tax the organizational and investigative skills
of even the most experienced investigator.

By the end of this chapter you will have a better understanding of the
stages through which each case will progress. Beginning with initiation we
will examine how cases catch your attention. From there, we will discuss
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the important role that planning plays in the overall process, followed by a
look at the investigative plan. Additionally, we will explain how reflection
can pay dividends in future investigations.

Case Initiation
Investigations of financial crimes may be divided into two general cate-
gories: reactive and proactive. Traditionally, reactive investigations occur
as the result of victim/citizen-initiated actions. They are investigations that
result from external notification that a crime has occurred. Whether initiated
by disgruntled employees, lovers, or former spouses, or, as occasionally
happens, by auditors, stockholders, or corporate management, the investi-
gator reacts only after the crime has been committed.

The suspect may or may not still work for the firm. In some cases,
the victim will notify you only after the suspect has been terminated. In
others, the suspect may still work for the firm and be relatively unaware of
his employer’s suspicions. Both situations offer their own unique problems.
Both will involve different concerns and logistical approaches.

Conversely, proactive investigations occur as the result of investigator-
initiated action. In a proactive posture, the investigator discovers the finan-
cial crime in progress independent of a victim’s report. Sometimes, as in the
case of many money-laundering cases, the investigator may be following
leads on another case and discover the financial crime accidentally. At other
times there may be generalized suspicion that something is afoot, leading
to a deeper probe and the discovery of illegal financial activity.

Sometimes the manner of discovery will dictate the method of inves-
tigation. For example, an auditor from XYZ Company may report that he
has discovered a possible discrepancy in the company’s accounts receiv-
able. He suspects that an employee has been engaging in theft from clients’
accounts. Although this case may be approached from a strictly reactive pos-
ture by collecting invoices and stitching together a paper trail of documents,
a proactive approach might work equally well.

Investigative techniques such as surveillance and undercover opera-
tions are not usually thought of as the bread-and-butter of financial crime
investigators. Sometimes, however, they may yield invaluable evidence that
can prove to be the smoking gun in an embezzlement that otherwise would
be difficult to prove. Techniques such as covert surveillance of suspect
employees and keystroke logging might prove valuable in narrowing sus-
picion or identifying members of a conspiracy. In fact, surveillance may be
the essential element necessary to tie a specific employee to specific acts.

In today’s business world where computers often control the entire rev-
enue generation cycle, identifying individual perpetrators is tough. As more
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and more transactions are documented digitally, assigning responsibility,
and in the case of investigations, culpability, for a specific transaction may
be difficult through traditional methods. Long gone are the days when foren-
sic document examiners were the most essential components of financial
crime investigations.

In today’s digital environment, linking an employee to a transaction of-
ten is done with no more than a secret code or password. In the day-to-day
business world, the audit trail left by most software and computer systems
is more than adequate for productivity and “business” purposes. However,
from the viewpoint of an investigator, poor information technology se-
curity, or ITSEC, can make proof of culpability impossible as a practical
matter.

Poor network security can hinder attempts to link individuals to trans-
actions. Although it may be desirable for productivity purposes to allow
clerks to log in under other employees’ ID numbers, it destroys all hopes of
conventionally following the forensic audit trail and indisputably assigning
a specific transaction to a specific employee. Sometimes this happens with
tacit approval. At other times, it may be done clandestinely by informal em-
ployee agreements. In either case, when an investigator is faced with such
a situation, a combination of reactive and proactive techniques might help
bridge the gap.

Actual surveillance of the employee, combined with the documentary
evidence produced by the computer audit log, can reliably link a suspect
employee to each and every suspect transaction. Therefore, as crucial as
reactive techniques are to a fraud investigator, it is essential to remember
the value that proactive techniques can add to many cases.

Once the case has come to your attention, you must evaluate its merits.
The old adage, “Where there’s smoke there’s fire,” while often true, is not
sufficient grounds for initiating a full-blown investigation. Sometimes, the
motives of the complainant are suspect. Other times, your personal obser-
vations can be misleading. Either way, the original tip must serve only as a
starting place. From there it is very important to evaluate the viability of the
case.

Case Evaluation
In financial crime cases, reactive investigations often result from reports by
investors, insiders, or auditors who have discovered an imbalance in the
accounts. Often, these reports are sketchy at best and contain a mixture
of fact, speculation, and hyperbole. Therefore, this stage requires that the
fraud investigator sort through the superfluous information and extract the
essential elements of the allegation. The resulting information must then be
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applied to the law. Just because a complaining witness feels aggrieved does
not necessarily mean the suspect’s conduct is legally cognizable.

Without a legally cognizable claim, the investigator’s efforts are essen-
tially wasted. In addition, civil liability may stem from an unwarranted in-
vestigation resulting in defamation of the suspect’s character. In either case,
although the complainants may feel good to have proven that the suspect in
fact committed the alleged act, peace of mind will be of little solace when
they realize that no legal action may be taken. Therefore, as the first step in
any investigation you must determine the cause of action.

The basis for most investigations will be the commission of a crime.
In today’s society, crimes are defined under statutory law. Whether federal
or state, these statutes define precisely what conduct is prohibited as well
as what penalty will be imposed for commission of a crime. The statutes
are passed by legislative bodies and apply to all areas of our daily lives.
For example, most states have statutory laws that prohibit theft. There are
a number of subcategories of this general category, and most people are
aware of their existence.

When a crime has been alleged, some prosecutorial authority will be-
come involved. Whether you are an investigator hired privately by a client,
or a criminal investigator for a law enforcement authority, the goal of any
criminal investigation is the prosecution of the offender. Prosecution ulti-
mately is handled by state and federal prosecutors.

Sometimes there will be no criminal statute implicated. Occasionally, the
allegations confronting the investigator will not rise to the level of a crime.
That does not necessarily mean that further investigation is unwarranted. In
some cases, civil torts might in fact be the basis for an investigation.

Torts are civil wrongs. While the line between the civil and criminal
systems can become blurred because there are often areas of overlap, the
end goal is often the most clearly discernable difference. In the criminal
venue, the end goal of the prosecution is imprisonment of the offender,
a serious fine, or both. In the civil system, the goal is repair of damage
to the victim. Money damages are a common result of a successful civil
prosecution.

In the civil system, there is no representative of society. Unlike the crim-
inal prosecutor who is the attorney for society, the civil attorney represents
an individual. In financial cases, that individual is most often the business
victim. While many of the allegations may sound substantially similar to
those advanced by a state or federal prosecutor, the end result is different.

Regardless of whether the allegations of wrong are civil or criminal,
the law defines the offense. Each offense consists of individual elements
that must be proven in order to secure a successful prosecution. In the
criminal venue, those elements are explicitly defined through the statutory
laws mentioned previously. In the civil venue, the elements of the offenses
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are defined largely through common law and case decisions. While statutory
law is often easier to pinpoint due to codification, neither is more or less
important than the other.

It is imperative that you know the elements of the offense; otherwise, a
successful prosecution is unlikely. Sometimes, knowing the precise elements
of the offense will be difficult—especially when you are investigating an area
of crime unfamiliar to you. Other times, the elements of the offense will be
quite familiar. In those cases where the elements of the offense are unclear,
it is imperative to consult with the attorney who will be prosecuting the
case.

After you have nailed down the elements, you must examine the like-
lihood of a successful outcome to the case.

Solvability Factors
Solvability factors are those characteristics of an incident that help to predict
how successful an investigation will be. Unfortunately, not all cases are
solvable. Whether in the private or public sector, it is necessary to help
identify those unsolvable cases as soon as possible. After the unsolvable
cases have been identified, they can be discarded, allowing more time for
investigating cases with a higher probability of solution. Generally, there
are two types of solvability factors, weighted and unweighted.1

1. Weighted solvability factors. Weighted systems recognize that not all
factors are equally important in determining solvability. For example,
the existence of a fingerprint at the scene might be more important
in determining outcome than the availability of a witness. As a result,
the fingerprint factor is weighted more heavily.2 The weights are de-
termined in advance based on both statistical research and anecdotal
experience. Stanford Research International’s (SRI) Felony Investigation
Decision Model for Burglary and Robbery is an example of a system
using weighted factors.3

2. Unweighted solvability factors. Conversely, systems relying on un-
weighted factors do not assign any particular importance to individ-
ual factors. In other words, each factor is as relatively important as
the next. The existence of one or more factors determines whether the
case receives further attention. Most unweighted solvability schemes are
particular to each agency and are based on anecdotal data.4

Regardless of whether you use a formal system of evaluation involving
weighted factors, or an informal system, you must evaluate each case.
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this context, we will define briefly what we mean by obtainable results and
acceptable outcomes.

� Obtainable results. An obtainable result is one that can be reasonably
expected to be achieved in any given investigation, given the circum-
stances surrounding the allegation coupled with the current state of
technology. In the context of financial investigations, it is necessary to
redefine the term “current.” Here, current means not merely what is in
cognizable existence now, but also what is foreseeable within the life
cycle of the investigation in question. Currency must be defined in that
way simply because financial crime investigations can, and frequently
do, span periods of time in which technological discovery surpasses
preconceived expectations. When that occurs, obtainable results shift.

� Acceptable outcomes. An acceptable outcome in the arena of the crim-
inal allegation is the final end product of the investigation that is rea-
sonably expected given the current state of the law. In this context,
the term “current” is in fact that period of time delimited by the actual
criminal acts under scrutiny. This definition of currency is necessarily
limited by constitutional constraints based on the prohibition against ex
post facto laws. If we expanded our definition of currency to include
the life span of the investigation, an acceptable outcome might well
include a punishment that was not in existence at the time the crime
was committed. Not considering for the moment the notion of a course
of ongoing criminal conduct, the customer might harbor an unreason-
able expectation of a more severe punishment than allowed under
the law.

Now that we have defined our terms, let us explain how they factor
into the investigative goal setting.

The effectiveness of every fraud investigator, in pursuing either crimi-
nal or civil fraud investigations, ultimately is judged by how closely—and
consistently—she reaches or exceeds her investigative goals. In the crimi-
nal milieu, this effectiveness often is measured by the clearance or arrest
rate—how often the bad guy is identified to a legal certainty. In the civil sec-
tor, effectiveness is much less easily determined. One measure of success is
the depth and monetary value of the investigator’s client list—investigators
who consistently reach or exceed the customer’s expectations generate
greater volumes of business.

If goal setting occurred in a vacuum, there would be little, if any,
need for further discussion. For example, if the investigator alone were re-
sponsible for setting the goals of the investigation, there would be very
little chance that the goals would be poorly defined. This is because the
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trained investigator usually has an innate feel for both obtainable results
and acceptable outcomes. But life abhors a vacuum, and customers’ precon-
ceived expectations complicate what otherwise would be a straightforward
process.

Although less like investigative work and more like customer service,
the fraud investigator’s job includes customer education. Education must
include defining both obtainable results and acceptable outcomes. It is only
through education that both investigator and client can reach common ex-
pectations about the result of the investigation. Once you have established
common expectations, you must clearly identify the goals. These goals al-
low both the customer and the investigator to fairly and objectively assess
the progress of the investigation as well as the acceptableness of the case’s
outcome.

The investigator’s job at this stage is that of an educator; it is therefore vi-
tal that she possess the highest level of skill in the investigation of financial
crimes. These skills must include a strong working knowledge of inves-
tigative methods and technology. In addition, she must have a thorough
understanding of not only the rules of evidence, but also the legal burdens
of proof necessary to successfully prosecute a case—criminally and civilly.

Armed with these tools, the fraud investigator is well equipped to clarify
the customer’s expectations. By defining or redefining the obtainable results
and acceptable outcomes and clarifying areas of confusion where necessary,
the investigator can help guide the customer in determining whether there
is adequate justification to proceed further. Many times making things more
clear at this stage can result in a much more cooperative client.

In a potential criminal investigation, the end result of this process might
be a determination that the conduct alleged by the victim was not in fact
criminal. Not all clients understand or recognize the fact that while ob-
jectionable, not all activity is illegal. If you don’t make this determination
now—and clearly convey it to the victim—the victim will internalize un-
reasonable expectations about the acceptable outcome. This will become
a source of dissatisfaction at future stages of the investigation. Conversely,
if the fraud investigator clearly identifies the legal components of the alle-
gation as falling below the threshold for criminal prosecution, the victim,
although probably disenchanted with the announcement that the conduct
is not criminally prosecutable, can explore other investigative options such
as suing in civil court.

Aside from establishing reasonable customer expectations, goal setting
provides a solid basis for the fraud investigator to build an investigative plan.
These goals are the foundation of the investigation. If the investigative goals
of the case are poorly designed or unsound, then the entire investigation
suffers from a poor foundation.
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Why Plan?
Once you have clearly established your goals, it is essential that you de-
velop an investigative plan. In trying to stress the need for investigative
planning, we are forced to borrow from the old adage, “No one plans to
fail; they simply fail to plan.” This is especially true in the area of financial
investigations.

By their very nature, financial crimes often involve large volumes of
information. This information quickly becomes unwieldy without a well-
thought-out plan. When it does become unmanageable, it will bury you
under a mountain of financial documents. By preparing a strong yet flexible
investigative plan, it is possible to control the flow of the investigation,
adapt the investigation to the inevitable changes that occur during its life
cycle, and manage the massive sea of evidence on which all unsuccessful
financial investigations founder. A good investigative plan has three major
goals: to maintain focus, control growth, and promote adaptability.

1. Focus. A strong investigative plan should focus your efforts in line
with the goals of the investigation. A strong focus ensures that neither
duplication of investigative efforts nor oversight of leads hampers the
progress of the case.

2. Control. Financial crime investigations are living, breathing entities.
Once they are brought to life, they take on a character of their own.
If you let them, they will grow tendrils that crawl into every crevice
of your office and attach themselves to every case file in your filing
cabinet. If you let them, they will give birth to other cases or marry
themselves to operations throughout your office until they have taken
over every inch of your life. A strong investigative plan recognizes
this characteristic of fraud investigations and helps you manage it. It is
not always preventable; however, careful management through plan-
ning can make its inevitable arrival less catastrophic to the underlying
investigation.

3. Adaptability. In keeping with their living nature, financial crime inves-
tigations evolve. They almost (always) grow. For that reason, all good
investigative plans must have some built-in adaptability. Without adapt-
ability, slight changes in the circumstances surrounding the investigation
will render the plan useless. Once this happens, the alternatives are to
either operate ad hoc or take the time to reevaluate and replan. Either
alternative is unfavorable. If you ensure that the investigative plan has
built-in adaptability, changes in the course of the investigation will not
necessarily require wholesale changes in the plan.
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Planning the Case
DEVELOP AN INVESTIGATIVE PLAN Preplanning cannot ensure against com-
promise; however, it can relocate the task of assessing operational compro-
mise to a time when study and deliberation may be made, avoiding the
need for reactionary decision making. When you determine ahead of time
what potential outside support you require, you reduce ad hoc decisions
and increase overall integrity. Decisions made under the pressure of time
often lack the depth of vision that leisurely study affords. Therefore, to the
extent that such decisions can be made in the comfort of the planning office,
the investigation can proceed with fewer bumps in the road.

The complexity of financial investigations mandates that a thorough and
methodical approach is implemented throughout the inquiry. Availability of
technology can facilitate elaborate financial schemes and make the process
of planning the investigation extremely important. Ever-changing environ-
ments require that financial investigators continually hone their skills to be
on top of their game.

However, no matter how complex or simple an inquiry may be, there
are some basic commonalities that must be remembered. As we undertake
a new investigation, we must always remember the 3 C’s of investigative
management:

1. Competence
2. Corroboration
3. Common sense

Competence . This facet involves understanding the area of inquiry
and the types of information sought so that we can assign professionals
with the right skill sets to the investigation. This is not meant to focus on
whether a specific individual is competent to undertake the inquiry, but
rather to conduct a thorough analysis of the potential issues involved so a
determination can be made as to what additional skill sets and resources
are needed to obtain the information that is sought. Is forensic expertise
required? Is there a software solution that can help to simplify the analysis?
Are interviewing skills necessary, or is this just a financial analysis?

Corroboration . During any investigation, applying professional skep-
ticism is a valued skill. No information should be taken at face value. All
facts should be checked, reviewed, and verified. Many financial investiga-
tors will agree that there are only a few things more embarrassing than
the uncovering of contradictory facts after an investigator has concluded a
case. A fraud investigator must identify deficiencies, gaps, and weaknesses
in the information and close the circle to ensure that he or she is using
the best information available in the analysis. Are there additional people
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4. Identify the targets of the investigation
a. Is the suspect known?
b. Is more than one suspect involved?

5. Assign the appropriate investigator
a. Is there any improper relationship or conflict of interest?
b. Is there any known bias?
c. Should outside personnel or resources be involved?

6. Conduct interview/collect facts
a. Ensure confidentiality of the process
b. Maintain integrity of evidence and the investigation

7. Review information and verify
a. Compare information
b. Identify gaps and inconsistencies

8. Documentation
a. Restrict dissemination
b. Treat all documentation as if it will be used for litigation

FINANCIAL PLANNING Investigative planning can help save money. Preplan-
ning for investigative resources is fiscally responsible. Regardless of the
context of the investigation, whether undertaken at the behest of a private
client or under the auspices of the local district attorney, money is always an
issue. Whatever the size of the investigation, there is rarely enough money
to do the job in the way you would like.

Therefore, like almost everything in an investigation, cost is a matter of
compromise. Identification of potentially expensive issues early in the inves-
tigation allows you to make key fiscal decisions at a time when alternative
approaches can be easily considered. For example, although a phone tap
might be the perfect investigative tool to achieve your overall investigative
goal, failure to examine the net cost of that approach could be costly—both
in terms of financial resources and in terms of wasted investigative work-
hours.

If you undertake financial analysis during the planning phase, alter-
native techniques can be considered. Too many times perfectly viable in-
vestigations begin in the hope that money eventually will come through.
When it does not, the investigation bogs down with no hope of achieving
the initial objective. When you fail to identify alternatives to costly inves-
tigative procedures, the results are usually compromised outcomes—either
failure to achieve the stated objective or expenditure of more funds than
reasonable. Either outcome produces dissatisfaction and failure to achieve
customer expectations.

PERSONNEL PLANNING Early identification of personnel issues help to en-
sure an efficient investigation. Once you have mapped out the overall scope
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and direction of the investigation, it is much easier to predict the staffing
needs and to assemble an investigative team designed to efficiently proceed
with the investigation. Whether you anticipate that the investigation will be
protracted or short, it is essential to identify key personnel requirements
early. For long-term, complex cases, this is imperative.

At this stage, it is important to consider the use of outside experts. Al-
though you will be well prepared to handle almost any financial crime after
reading this book, situations may arise in which financial transactions are
beyond your investigative ability. In those situations, you need to enlist the
help of financial professionals as either consultants or expert witnesses. In
addition to accountants, the investigator should consider the use of experts
in the area of stocks and securities transactions, corporate governance and
structure, and international financial transactions.

Technology experts also can prove invaluable. In today’s high-tech
world, the odds of encountering computer-based information are very high.
It is unreasonable to expect that even the most well-trained investigator
will be capable of handling every possible scenario. For that reason, it may
be necessary to arrange for outside personnel to act as an investigative
resource. Whether in the area of network topography, computer security,
cryptography, or individual proprietary software, the investigator often must
tap into the wealth of community resources.

Experts in both these areas, and others, frequently come from outside
law enforcement or security agencies. When they do, depending on the sen-
sitivity of the investigation and the nature of the support required, integrity
concerns may arise. For example, if you anticipate encountering encrypted
data, your case may require outside expertise in that area. This can lead
to an operational concern about the integrity of the independent source.
Without some assurance about the consultant’s integrity, both the evidence
and the investigation itself may be compromised beyond repair.

The help of experts can greatly simplify your job. Although none of
these topics are beyond the ability of dedicated investigators who have
studied the subject, utilizing outside expertise in these very technical areas
can save valuable investigative time. In addition, if you contact these outside
sources early, they often can provide sharper focus and stronger direction
when planning your case.

TECHNOLOGY PLANNING Although shoe leather often is still the best invest-
ment an investigator can make in a case, today’s investigations often require
more. The image of the gumshoe knocking on doors and following down
leads still has its place; however, as technology advances and the world is
caught up in the digital revolution, investigators must employ more than
muscle power. Many times this requires an investment in technology.
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Whether this investment is temporary or permanent, you must plan for
it. Sometimes, the need for high-tech equipment will be short term, such
as rental of expensive camera equipment to obtain surveillance photos
of your target piloting the yacht he purchased with company proceeds.
Other times, the investment must be more long term. An example of such
an investment would be computer upgrades. While investments in new
technology must always be evaluated based on cost/benefit, and usually
occur at predetermined intervals, those temporary investments are not so
predictable.

Looking at your next case from a technology perspective can help even
out those technology expenditures. When you plan your case, you can
identify areas in which you may need to invest money. For example, if the
case involves a computer geek with all the newest gadgets, you may need to
invest in the technology to properly secure and analyze the digital evidence
you are likely to encounter. Likewise, identifying particular technological
concerns in advance reduces their logistical impact.

Compatibility issues can ruin an otherwise simple investigation. While
hardly insurmountable, differences between computer operating systems,
video encoding systems, and electronic communications equipment can se-
riously hamper the progress of an investigation. If you operate in a PC
environment and your client or suspect uses a UNIX system, the investiga-
tion may stop dead in its tracks until you migrate one way or the other.
Planning will not eliminate the problem but will minimize its impact.

Murphy’s Law does exist. Although careful planning is essential to the
successful completion of a complex investigation, some investigations defy
all attempts to map out their destiny. Murphy’s Law is as active in the
investigative realm as it is in everyday life and invariably will insinuate itself
into your investigation at the most inopportune time. Even the most careful
planning overlooks some eventualities. This is not to say that planning is
helpless against Murphy’s Law; it assuredly is not. By carefully planning
the investigation, however, the eventual unforeseen detour will become
the exception rather than the rule. You can eliminate the obvious hurdles
in advance, and the investigator’s best efforts can be directed at dealing
with the inevitable unforeseen obstacles. In other words, planning will not
prevent investigative obstacles, but it will make those inevitable hurdles
much more manageable.

Investigation
Once you have completed the planning, you may begin the investigation.
This is traditionally where you perform the bread-and-butter investigative
work. You identify witnesses, collect documents, and analyze and assemble
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them into exhibits. Eventually, if all goes according to plan, you will charge
a suspect. This is the traditional venue of perseverance, legwork, and solid
nuts-and-bolts police work—often backed by a healthy dose of intuition.
Many facets of this stage are substantially similar to the investigative process
for other types of crime. There are, however, some fundamental differences
in investigative technique that set financial crimes apart from other, nonfi-
nancial crimes.

Regardless of how well the planning stage is undertaken, your inves-
tigation will be in a constant state of flux. Changes in direction happen
in large part because of the nature of the investigative process. It is a
process founded in evolution. It begins with a preconception of a finite
set of facts. As the investigation progresses, your knowledge about what
happened evolves to include new facts, theories, and knowledge. And as
knowledge grows, you must reevaluate hypotheses and theories of the case.
With the learning of new facts, avenues of proof are either reinforced or
weakened. Those that are bolstered rise in importance in the hierarchy of
proof; those that are lessened get relegated to subtheories or alternative
theories, or, if completely refuted, are discarded as disproved hypotheses.
Indeed, knowledge is an ever-changing entity.

The investigation and analysis of evidence will be a constant process
throughout the investigation. Even after the investigator feels confident that
all witnesses who have anything relevant to say have been interviewed, and
all documents with relevant data have been collected, he cannot close the
door on the case. Transposing analysis of what has been collected against
what witnesses will say yields new theories. Even the most meticulous in-
vestigator will discover new potential witnesses and sources of documentary
evidence as analysis takes place. This process of discovery often results in
going back to the planning stage. However, as long as you have under-
taken goal setting properly, these inevitable discoveries will require only
slight modifications in the investigative plan.

The investigation should flow in an orderly fashion. You will find that
the various investigative tasks occur in a particular order. This is no hap-
penstance. Instead, we have listed each in the order we find most likely
to result in success. Can you deviate? Yes, of course. There may be cir-
cumstances when you need to contact some key witnesses before you have
completed the background investigation. Or, perhaps you need to interview
the principal suspect while some documents are still outstanding. These are
the inevitabilities of criminal investigation and, while not ideal, they will not
cause the earth to stop spinning.

Instead, view these as outlines. If you understand the reason behind
each step, you can adapt them, or change their order. It is not particularly
the order that is important; instead it is the underlying logic that will serve
you well.
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the specific victim. Whether the variation is because the business structure
is different, or because the accounting process is slightly different from the
typical enterprise, your knowledge of the phantom vendor scheme will be
tested.

You must understand the business. What is the business structure?
Knowing the underlying structure of the business can tell you a number
of basic things about the business. Its structure may tell you about who
makes the decisions. It also may tell you where to look for particular docu-
ments that will be valuable later on. Additionally, knowing how the business
claims to be operating may reveal deviations. For example, knowing that a
particular company is organized as a chapter 501(c)(3) nonprofit corpora-
tion should automatically send up a red flag when you locate a canceled
company check to Senator Jones’s reelection campaign, since 50 percent
charitable organizations are prohibited from political activities.

Next, you must become familiar with the business processes. Not only
is the business structure important, so are the processes the business uses.
Between these two tasks, this is probably the more difficult; however, it can
pay tremendous dividends in the long run. When doing your background
work, pay particular attention to the method of accounting the firm uses. Is it
a cash basis or accrual basis firm? Knowing how often they send invoices to
clients, what accounting controls are in place, and who processes deposits
are all invaluable in understanding how things are supposed to work. And,
as we noted earlier, knowing how things are supposed to work makes
spotting variances much easier.

Chart your progress. Do not be afraid to use visual aids. As you will
learn later on, we are tremendous supporters of visual analytical tools in
investigations. Drawing a flowchart or an organizational chart can be very
helpful in making abstract concepts concrete. Additionally, when you create
a chart, you can solicit input from company insiders to help correct or
confirm your vision of how the firm is operating.

After developing an understanding of the business structure and pro-
cesses, turn your attention to the industry. While you can learn volumes by
analyzing the company itself, you can take your knowledge to the next level
by investigating the industry. Every industry has standards. For example, the
accounting industry has the FASB, lawyers have the ABA, and doctors have
the AMA. These organizations represent the industry itself and are often
responsible for setting standards and procedures for adoption by all mem-
bers. There is rarely a better source of information about how something is
supposed to be done than an industry’s watchdog organization.

Even nonprofessional industry organizations have value to the investiga-
tor. While the ABA, AMA, and FASB play a role in regulating their respective
professions, there are a number of industry-specific organizations that do
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provide guidance, if not formal regulations. In fact, most industry-based
organizations also have monthly publications that serve as guides for their
members. When conducting the background portion of your investigation,
make it a point to identify any groups that may have relevance to both your
victim and suspect. If you cannot readily identify them, ask someone from
the firm what organizations are available.

Once you understand the business, you can move on to better under-
standing the suspect. After you lay the foundation by examining the business
structure and business processes in place, and then comparing those with
the industry as a whole, you will have a fairly strong foundation from which
to build. From here, you can expand your general knowledge to include
background information on the suspect—a process we call investigative due
diligence or the intelligence-gathering phase.

Intelligence Gathering: The “Capability Element of Fraud”
Most of us are aware of the business scandals and failures in recent years and
how occupational fraud and abuse were common themes in these failures.
In addition, many fraud professionals are familiar with the Fraud Triangle,
which discusses the three common elements that are often present in fraud
schemes.5 However, the existence of these three elements alone does not
necessarily suggest fraud will occur. Often unrecognized and unnoticed is
the fundamental reasoning for the fraudulent activity—the element of the
human mind and individual behaviors (i.e., the wrongdoer’s “capability” to
commit the fraud).

As acknowledged by Grace Duffield and Peter Grabosky, in their book
The Psychology of Fraud,6 behavioral scientists have not yet been able to
identify a psychological characteristic that serves as a valid and reliable
marker of the propensity of an individual to commit fraudulent activities.
Nevertheless, research has shown that certain characteristics and personality
traits will increase the likelihood for fraud to occur.

Explained in their article “The Fraud Diamond: Considering the Four
Elements of Fraud,” David Wolfe and Dana Hermanson have incorporated
a fourth element, capability, into the fraud triangle, thus transforming the
well-known fraud triangle into the fraud diamond.7 The article states that
an individual’s personality traits and capability have a direct impact on the
probability of fraud.

As stated by Wolfe and Hermanson: “Opportunity opens the doorway
to fraud, and incentive [i.e., pressure] and rationalization can draw a person
toward it. But the person must have the capability to recognize the open
doorway as an opportunity and to take advantage of it by walking through,
not just once, but time and time again.”8
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Below is a summary of the six traits, associated with the capability
element, that Wolfe and Hermanson believe are essential in the personality
of the fraudster.

1. Positioning. The person’s position or function within the organization
may provide the ability to create or exploit an opportunity for fraud.
A person in a position of authority has more influence over particular
situations or the environment.

2. Intelligence and creativity. The fraudster is smart enough to understand
and exploit internal control weaknesses and to use position, function,
or authorized access to the greatest advantage.

3. Ego. The individual must have a strong ego and great confidence he
will not be detected. The common personality types include someone
who is driven to succeed at all costs, self-absorbed, self-confident, and
often narcissistic. According to the Diagnostic and Statistical Manual of
Mental Disorders,9 narcissistic personality disorder is a pervasive pattern
of grandiosity, a need for admiration, and a lack of empathy for others.
Individuals with this disorder believe they are superior or unique, and
they are likely to have inflated views of their own accomplishments and
abilities.

4. Coercion. A fraudster can coerce others to commit or conceal fraud. An
individual with a persuasive personality can more successfully convince
others to go along with the fraud or look the other way.

5. Deceit. Successful fraud requires effective and consistent lies. In order
to avoid detection, the individual must be able to lie convincingly and
must keep track of the overall story.

6. Stress. The individual must be able to control his stress, as committing
the fraudulent act and keeping it concealed can be extremely stressful.

Investigative Due Diligence
Assessing the capability element and the six common traits through the
performance of investigative due diligence will assist in the prevention and
detection of fraudulent activity. Investigative due diligence has evolved as a
vital intelligence discipline that is both distinct from and uniquely comple-
mentary to traditional legal and accounting due diligence inquiries.

Investigative due diligence comprises information, intelligence, insight,
and access. It explores issues and pursues lines of inquiry well beyond
the information found in ledger books and contract clauses. Its application
focuses on in-depth background investigation, vulnerability assessment, cor-
porate personality, and business intelligence gathering. The knowledge that
is gained from these inquiries may identify issues and information that pro-
vide insight as to the capability element described above.



P1: TIX/XYZ P2: ABC
JWBT633-c09 JWBT633-Silverstone January 11, 2012 5:40 Printer Name: To Come

162 The Investigative Process

The three classic elements of investigative due diligence are business
and media database research, public records searches, and direct contact
with government, industry, personal, and confidential sources. Regardless
of whether the investigation is conducted nationally or internationally,
access to these sources is essential, and the information and intelligence
they provide is invaluable.

As recent headlines and stories have shown, individuals that have com-
mitted fraud can be superb self-promoters whose conduct can range from
simple exaggeration to omission, deception, and misrepresentation, all the
way to outright fraud and criminality. Since their goal is to entice fraudulent
activity, the standard operating procedure is to accentuate the positive and
downplay the negative.

Thus, the investigator must have excellent sources and know whom to
talk with, what to look for, where to look, how to look, and when to stop
looking. In addition to his or her competence in public records and online
research, the investigator also must be able to:

� Conduct in-depth interviews,
� Evaluate the credibility of witnesses and statements,
� Develop leads and make connections, and
� Tap into industry and government resources.

Trusted confidential sources can provide important information about
managerial expertise, business reputation, and personal style—information
that may not be otherwise available. These same sources also may pro-
vide leads to undisclosed negative information such as a criminal history, a
bankruptcy, unpaid business taxes, or undesirable employees, contracts, or
partners. An analysis of this information may provide necessary insight into
those individual traits that constitute the capability element of the fraud di-
amond. Further, an investigator who has experience interviewing suspects,
and possesses a probing, inquisitive, and perceptive nature, is key to the
success of the due diligence investigation.

Thus, the more experience and resources your investigator has at his
or her disposal, the more effectively and efficiently the investigative due
diligence process will be in identifying a suspected fraudster’s capability of
committing, and potential commission of, occupational fraud.

Intelligence Gathering
The value of strong intelligence gathering cannot be overemphasized.

Do not look at this process as static. Intelligence-gathering techniques
sometimes can prove valuable as a supplement to your case evaluation. Be-
cause none of them are overly intrusive, nor do they implicate invasions of
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an individual’s right to privacy, they can in fact be undertaken as an adjunct
to help determine whether a full-blown investigation might be warranted.
Occasionally, the results of your evaluation will be inconclusive. In that
case, a little intelligence gathering might provide the information necessary
to make a confident decision.

We have further broken the intelligence-gathering process into three
areas: surveillance, database searches, and trash collection. Please note that
they are a starting point, not an exhaustive list, and you should feel free to
add more tools as you discover them.

SURVEILLANCE Surveillance can provide a wealth of general information.
Consider conducting covert surveillance of the suspect, the victim, or the
suspect’s associates to learn more about your case. As a result of your
surveillance you are likely to uncover such important items as:

� Banking or financial institutions
� Cars, boats, and other valuable assets
� Homes, buildings, and other real estate
� Other associates or acquaintances with whom you may wish to conduct

later interviews

All of these things, while readily visible to the naked eye, might be
invisible to the paper trail. Uncovering them early can sometimes provide
you with some very powerful “hole cards” for future negotiation.

DATABASE SEARCHES Databases are a wealth of information. We are a
society that lives and breathes data. We create them, collect them, and
collate them. We use data for tracking people, predicting their buying pref-
erences, and changing their behavior. Without data our market economy
would become inoperable. Whether using your debit card to purchase your
groceries or renewing your driver’s license, chances are very strong that
some tiny piece of discrete data will be created and stored in a database
somewhere. Given that fact, it is natural for investigators to seek to tap
into this wealth of personal information to try to piece together a picture of
their target. Generally, these databases may be divided into two categories:
private and public.

1. Private databases. For the purpose of this book, we have chosen to
define private databases as those databases to which access is restricted.
Private databases include both commercial and government sources. For
example, access to most states’ driver’s license information is restricted.
Additionally, credit-reporting services like Experian qualify as private
databases.
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Business information is readily available for free. Many companies main-
tain corporate sites listing employee names and profiles. Sometimes com-
panies are lax about updating them, but this could still be a good source
of previous employment information on your subject. Take advantage of
the power of search engines like Google and Bing in your intelligence
gathering. In fact, put down this book and Google yourself; you might be
surprised at what you find.

TRASH COLLECTION The very mention of collecting someone else’s trash as
a means of intelligence gathering sends most people running for cover. The
job is dirty and smelly, and, frankly, it can be a bit degrading. However,
the value that discarded trash can have as an intelligence-gathering tool
should not be overlooked. People routinely discard papers, receipts, and
other personal items that, while by themselves meaningless, when taken
together can offer a detailed picture of the suspect’s activities.

While there have been some occasional challenges to trash surveillance,
the legal system has come down squarely on the side of the collector. In
1988, Billy Greenwood challenged a warrantless search of his trash by the
Laguna Beach police, which resulted in a subsequent search of his home,
arrest, and conviction for narcotics charges.10 After carefully considering
a number of arguments by Greenwood, numerous amici, and the state
prosecutor, the U.S. Supreme Court decided that people have no expectation
of privacy in items that they have discarded.11

Even though the search was conducted by the police, private inves-
tigators can take some comfort in the Supreme Court’s decision as well.
Mr. Greenwood’s challenge was based on the U.S. Constitution’s Fourth
Amendment prohibition against unreasonable searches and seizures.12 The
foundational tenets of constitutional law require that for any cause of action
to exist, there must be state action.13 In the Greenwood case, state action
was clear. In a case involving a private investigator, there is no state action,
and therefore no Fourth Amendment problem. Even if the private investi-
gator later turned over the information to the police, it is doubtful that the
evidence would be suppressed.14

In regard to searches of trash by private individuals, the courts are like-
wise unlikely to hold an investigator liable. The courts generally recognize
an individual’s right to be free from outside intrusions. These intrusions
include things such as overly intrusive meddling and searches of private
places by private citizens. However, given the Court’s explicit recognition
that people have no expectation of privacy in trash that has been aban-
doned, it is unlikely that a private investigator who takes a suspect’s trash
will be held liable under most state invasion-of-privacy laws.15

That does not mean that you can proceed with reckless abandon. Even
though the Supreme Court has been clear about our expectations of privacy
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in trash, you must be very careful about how and when you collect the
trash. For example, if the trash has been hidden behind a fence, secured
in the garage, or even waiting on the driveway to be placed out, there is a
reasonable likelihood that the person still has an expectation of privacy.16

However, courts routinely have found no expectation of privacy once the
trash has been placed in the street for collection by the trash collector, as
long as statutes and regulations have not been violated.17 With that in mind,
investigators who are contemplating a trash search should be very careful
about where and how they collect the garbage.

Having that in mind, covert trash collection can be a valuable ad-
junct to your intelligence-gathering process. As noted above, journalists,
police, and busybodies have been stealing people’s trash for many years.
People discard everything from documents, to contraband, to evidence.
Many of these items can help you fill in the gaps in your intelligence.
Sometimes, they may even provide the smoking gun necessary to establish
your case.

Conclusion
The preliminary investigation phase establishes a strong foundation for the
rest of the case. By paying particular detail to the early stages of the in-
vestigation, it is possible to make the rest of the investigation flow more
smoothly. As we have explained, evaluation and planning are crucial to a
successful conclusion to the investigation. Likewise, setting goals for the
investigation will ensure that both you and the client stay on track. Finally,
early intelligence gathering will pay great dividends as the investigation
moves forward. By learning as much as possible about the victim, the busi-
ness, the suspect, and the alleged crime, you can plan more accurately for
the resource and time demands of the investigation.

Therefore, as this chapter has stressed, some of the most important work
occurs before any actual interviews are conducted or documents collected.
Many investigators stress the importance of the interview and document
collection phase of an investigation. While this is extremely important, we
hope to make clear the real value of pre-investigation preparations. This
chapter has offered a basic framework for ordering the early stages of the
investigation. While it is far from exhaustive, we have sought to provide you
with some very useful tips to use as guides and points on which to build. As
you develop your experience and encounter new types of cases, you will
need to massage these building blocks in order to extract as much mileage
as possible. Armed with this framework, you can now move forward into
the investigation.
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often requiring “yes” or “no” answers. The interviewer, in this case the
police officer, asked the witness a series of pointed questions designed to
elicit a specific factual response relating directly to a relevant fact in the
investigation. “What color was the suspect’s hair?” “Did he have a gun?”
“What was the license plate number?” These are all questions one would
reasonably expect to hear in a classic police interview scenario.8

Often these questions resulted in inaccurate answers or an inability of
the witness to recall the details of the event. Unfortunately, after such an
exchange, the witness was left feeling unhelpful, and the investigator was
left feeling appalled at the witness’s poor observational skills. What is more
disheartening is that the officer was left with little hope of developing further
investigative leads based on the witness’s observations. Any information the
witness was able to give was likely to be only marginally accurate.

Fortunately, advances have been made in the study of cognitive be-
havior and applied psychology.9 These advances, relating to the manner
in which humans store and retrieve information, have direct correlation to
how witnesses store and recall observed events. One of the most promising
advances in this area is the development of a memory facilitation technique
known as the cognitive interview.10

THE COGNITIVE INTERVIEW In 1984, Dr. R. Edward Geiselman, a professor
of psychology at UCLA; his associate, Dr. Ronald P. Fisher; and several
colleagues developed the theory behind cognitive interviewing. This new
approach to questioning provided a breakthrough in interview technique
and was based in part on a concept known at the time as the structured
interview (SI). The cognitive interview expanded the SI paradigm and added
a number of strategies designed to enhance the efficiency of witness recall.11

The strategies that underpin the cognitive interview have several the-
oretical bases. First, it is hypothesized that remembered (referred to as
encoded) information is stored in “records” or discrete units containing
event-relevant data. These records are indexed by headings and may be
searched using descriptions until the matching record is found. It is be-
lieved that information about context, the environment in which the event
was recorded, is part of this descriptive information. The reinstatement of
the context, or re-creation of the environment, therefore aids the individual
in accessing the descriptive information and the record.12

Second, it is theorized alternatively that, instead of discrete units, our
memories comprise a network of associations. As a result, it is possible to
access the memories from several different places. For instance, it may be
possible to trigger recall of an event by shifting the temporal perspective,
such as starting in the middle or end of the event and regressing.13

The last model incorporated into the cognitive interview process is
known as the schema theory. This theory holds that familiar events have





P1: TIX/XYZ P2: ABC
JWBT633-c10 JWBT633-Silverstone January 11, 2012 5:42 Printer Name: To Come

180 Interviewing Financially Sophisticated Witnesses

room, persons in the room, or physical sensations she feels. By probing
the image for details, you may elicit further recalled images. At this stage,
you should encourage the witness to report even partial information, re-
gardless of how unimportant she perceives it to be. This may be effective
both because the witness misperceives the importance of the information
and because the act of remembering the seemingly inconsequential details
triggers further recall.19

While guiding the witness through this recall process, explore other
memory access routes. This technique exploits the multiple trace and
schema models of memory retrieval and requires the witness to approach
the event from an alternative perspective. Consider guiding the witness to
rearrange the event temporally. For example, ask the witness to recall the
event from the middle or some other nonchronological point. The reader
should note that some research indicates that accessing the event in strict
reverse-chronological order may be counterproductive with the context re-
construction technique. It is theorized that this is the case because the con-
text reconstruction technique encourages the witness to re-create an exact
image of the event in her head visually and temporally. By instructing the
witness to access the memory in reverse-chronological order, the benefits
of context reconstruction may be lost.20

As successful as these techniques may be, you should be aware that
there is the increased possibility of error in recall.21 It is inevitable that
any technique that increases the amount of information recalled also will
necessarily increase the number of errors in recollection. This is true of
any interview technique that is designed to enhance a witness’s ability to
remember. It is the interviewer’s responsibility, then, to lessen the impact
of this phenomenon.22

One way to do this is to use this technique only as an investigative tool.
As with any evidence developed during an investigation, the investigator
must make every effort to develop additional corroborating evidence. In the
context of financial crime, corroboration most likely can be effected through
the use of documentary evidence.

While discussing the topic of recall error, you should note that two types
of error are generally associated with memory recall: errors in recall and
confabulations. Errors in recall—simply called errors—are mistakes of fact
about something that actually occurred. For example, if a witness reported
that the vehicle was blue when in reality it was brown, it would be termed
an error.

Conversely, a confabulation is an instance where the witness con-
structed a memory that did not exist in the first place. An example would
be that of the witness who reported that the suspect carried a gun when
in reality he did not. Confabulations often are seen, or suspected, in cases
of repressed childhood sexual abuse reports. It is interesting to note that
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the research appears to indicate that cognitive interview techniques may
increase errors as opposed to confabulations.

Research also has shown that the use of the cognitive interview on
children under the age of eight may produce a higher rate of error.23 In
the context of financial crime investigation, the frequency of witnesses in
that category providing relevant details in a case is small. However, as with
any investigative technique, investigators should be aware of its potential
for misapplication and govern themselves appropriately.

As we stated earlier, the most effective interview strategy is the combi-
nation of the cognitive interview and the use of communication facilitation
techniques. To a large degree, the free-report phase of this three-phase pro-
cess is a communication facilitation technique. Because it transfers control
to the witness, it empowers the witness and encourages her to participate
in the process. More importantly, it begins to establish rapport.

Although often viewed as nothing more than idle “chit chat,” or a lux-
urious nicety, preliminary questioning can be the key to building rapport
and getting everything you need from a witness.

Often an interviewer’s job can be likened to that of a clinical psycholo-
gist where an intimate bond first must be developed before intimate secrets
can be shared. In the case of the interview, those intimate secrets might be
just the details of the criminal enterprise you are seeking to uncover. Once
the interviewer establishes rapport, barriers disappear, trust grows, and a
free exchange of information follows.

During the rapport-building phase of the interview, the interviewer
must build trust between himself and the witness. During this phase, two
things must happen: (1) the interviewer must assess both the verbal and
nonverbal cues to a witness’s behavior patterns; and (2) the witness must
become familiar with the investigator and develop a comfort level on which
to build the tone of the conversation.24 Often this may be accomplished
through application of techniques from a communications model known as
NeuroLinguistic Programming (NLP).

NEUROLINGUISTIC PROGRAMMING NeuroLinguistic Programming (NLP) is a
communications model that was developed by John Grinder, an assistant
professor of linguistics at the University of California at Santa Cruz, and
Richard Bandler, a student of psychology, in the early 1970s.25 The tech-
nique is premised on the idea that all communication originates from the
processes of seeing, hearing, tasting, feeling, and smelling. Our experiences
are filtered through our sensory perceptions. However, because human be-
ings are essentially verbal communicators, we must translate our thoughts
and ideas into language—that is where linguistics enters the equation.26

According to Grinder and Bandler, each person uniquely decides how
to organize ideas internally in order to access them and produce results.
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The main premise of NLP, therefore, is that people use their senses to
perceive the world. In essence, people can be classified as visual (see-
ing), auditory (hearing), or kinesthetic (feeling),27 and, to a lesser degree,
gustatory (tasting) and olfactory (smelling), based on how they perceive,
store, and reaccess their thoughts and memories. Therefore, when peo-
ple communicate, they access their thoughts by mentally accessing the
sights, sounds, or feelings—and to a lesser degree tastes and smells—
associated with the experience or memory. This is their representational
system.28

We advocate the study and use of NLP models for building rapport
and maintaining a productive informational flow during your interviews.
By utilizing the information provided by NLP, an investigator can success-
fully create an environment where the witness or suspect feels much more
inclined to speak freely.

The most effective approach to building rapport with an interviewee
occurs on three levels: the kinesic, the language, and the paralanguage.
The kinesic, perhaps the most obvious level, involves the mirroring of the
person’s body language. The language technique involves using words with
bases in similar representational systems, and the paralanguage involves the
mimicking of the interviewee’s speech patterns.

Kinesic Mirroring A person’s kinesic29 behavior includes things such as
gestures; body posture; leg, hand, and arm position; and other subtle
body movements. When an interviewer adopts similar body positions and
subtly mirrors the interviewee’s movements, a greater chance for rapport is
realized.30

Please note the use of the term “subtle.” This technique, although
quite powerful as a rapport-building tool, can, when overdone, lead to
offense—exactly the opposite of the desired effect. There is a difference be-
tween matching a person’s body language and mimicry. Matching involves
very subtle adoption over a period of time. The process must be used cau-
tiously and developed slowly. Otherwise, all hopes of good rapport between
the investigator and the subject are lost.

In kinesic mirroring, less is more. Small gestures, such as adopting a
similar rate and depth of breathing pattern, and adopting a similar posture,
head position, hand position, or seating arrangement all have a strong influ-
ence on the witness’s subconscious defense system. Over time, like partners
in an elaborate dance, the interviewer and interviewee will respond to each
other’s movements in unison. This mirroring of actions lays the foundation
for building strong rapport and an ideal interview environment.

Language Matching People use language to communicate. They relate their
thoughts and experiences through the veil of their individual sensory
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perceptions. This is the foundation of the entire structure of the NLP model.
Language matching utilizes the knowledge that people’s words provide in
order to establish a subconscious connection.31

Language matching is not, however, simply the use of the same words
the interviewee uses. Although it often may involve using similar words, the
theory is not meant to convey a notion that the interviewer is supposed to
use street language if he is dealing with a person of that demographic. In
fact, much like mimicry, if the investigator’s use of slang terms and words is
incongruous with her background, it likely will be interpreted as a mocking
gesture—another definite killer of rapport.

Instead, language matching looks deeper into the theory of linguistic
communication to the sensory processing that people undertake when stor-
ing memories. As we indicated earlier, people process information through
a sensory filter: visual, auditory, kinesthetic, gustatory, and olfactory. It is
this sensory filter that dictates the language people select in order to com-
municate. Visual people will communicate visually; kinesthetic people will
communicate kinesthetically, and so on.32

These tendencies to communicate through the veil of sensory process-
ing often exhibit themselves in subtle ways. For example, a person whose
predominant representational system is auditory will speak in terms of au-
ditory sensation. “I hear what you are saying,” “that rings true,” or “that
sounds about right to me,” are all examples of phrasings an auditory person
may use.33

Visual people, on the other hand, speak in terms of sight. “Do you see
what I mean?” “I can’t see my way clear to speak to you now.” Or “I get
the picture,” are probably much more likely to be used by visually centered
people. Similar linguistic patterns are found in people centered in other
processing paradigms.

In terms of rapport building, these linguistic cues into the person’s
representational system can be adopted. Respond to the interviewee’s com-
ments or questions with similarly centered answers. Phrase your questions
in a way that the interviewee can relate to representationally. At first, this
technique may be difficult. If you, as an interviewer, are predominantly an
auditory person attempting to interview a visually representational person,
you may have to carefully rephrase your questions in a visually centered
form. It will take practice. Given the value of information to most investiga-
tions, however, the rewards are well worth it.34

In conjunction with the subject’s choice of words, NLP provides other,
nonlinguistic cues to a person’s representational orientation. According to
Grinder and Bandler, eye movements, referred to in NLP parlance as “eye-
accessing cues,” reflect a processing orientation. It follows from this tenet
that people’s eyes move to specific spatial areas when accessing information,
dependent on their preferred mode of representation.35
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These visual cues can be the key to unlocking the subject’s method
of accessing information For example, people typically move their eyes up
at an angle when remembering pictures; they typically look to the side
when recalling past sounds; and they look down at an angle when recalling
kinesthetic, or felt, sensations.

If your subject consistently looks up and to the left when accessing
information, he is “seeing” a picture. If the witness is looking down and
to the right, he is probably accessing information in a kinesthetic manner.
Similarly, if he looks consistently to the side, he is probably an auditorily ori-
ented thinker. These cues to the subject’s preferred representational system
can be used to the interviewer’s benefit.36

When you ask questions of a subject who is visually oriented, attempt
to stimulate the witness’s visual recall by asking questions in that format.
Ask for information based on how things appeared to the witness, how
the scene looked, how the defendant appeared, or how things appear in
her mind. By asking the witness to access the information in a manner that
is internally consistent with her representational system, there is a much
greater likelihood that her recall will be fruitful.37

Similarly, by asking a visually centered subject to recall things based on
an auditory representational system, you are asking the witness to remember
in a way that is both foreign and uncomfortable. That is not to say that a
witness who is auditory cannot recall visual images. It simply means that
by speaking with a witness in her “native language,” you are more likely to
build rapport with her.

Claims have been made that interviewers can act as “human lie detec-
tors” based on an advanced application of NLP. This technique often has
been taught in kinesic interviewing seminars. However, it is widely dis-
puted as a technique for detecting deception, and significant research has
shown that factors other than deception often influence a subject’s method
of accessing information.38

The principle of this technique is based on an NLP model constructed
in the late 1970s, which postulated that people access remembered and
“constructed” (false) information from different spatial areas. For example,
it is believed that a constructed cue is accessed with a rightward eye move-
ment. Regardless of whether constructed cues are accessed in this manner,
and whether this NLP model is predictably accurate regarding the spatial
relationship of constructed cues, there are other difficulties associated with
using this communications model as a predictor of deception.

People construct mental images and sounds for many reasons. For
example, Grinder and Bandler explain that many people reconstruct
their memories. This reconstruction, then, would show a “construct” eye-
accessing cue, even though the related information was factual and not
fabricated. When dealing with such critical matters as truth and deception
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interview. Hopefully, you have carefully read the first section of this book
and feel comfortable in your knowledge of the basic concepts of the ac-
counting equation. If not, feel free to do so now. Understanding the lan-
guage and reasoning used by accountants and other financial professionals
will substantially reduce the communications barrier. Once this barrier is
lessened, the interview becomes a matter of attention to details. The greatest
difference between conducting an interview in the case of financial crimes
compared with other crimes, in our opinion, is the need for preparation.
In the case of other crimes, for example, murder, complication is seldom
involved. Often, it is a smoking gun homicide, and you are questioning
witnesses about personal observations.

Financial crimes are quite different. Many times complex corporate
structures, nominee owners, and offshore transactions are involved that
tend to blur or completely obliterate true ownership. There are complex
financial transactions that, although perfectly legal, seem somehow illegiti-
mate. Financial crime interviews are all about the details—unfortunately, as
the saying goes, the devil is in the details. Because these types of witnesses
often will recount complicated transactions, simple yes-and-no question-
ing or “tell me what happened” open-ended questions will yield nothing.
Therefore, preparation is of paramount importance.

When interviewing witnesses in financial crimes, the most critical time is
before the interview even begins. Sometimes, the opportunity to interview
a particular witness will present itself only once. This may be true in the
case of a witness who later becomes a suspect; or, perhaps, the witness
unfortunately passes away before the case can be completed. Because you
may get only one shot, it is imperative that you plan carefully before you
step into the interview room.

Use the background developed during the preliminary stages of the
investigation. Begin by carefully studying the business operation that is the
subject of the investigation (for more detail, see Chapter 9). By understand-
ing the day-to-day operations of the firm and knowing the normal flow of
funds, you will be prepared to recognize answers that provide either keys
to new lines of questioning or perhaps cues that the witness may be with-
holding information. It is important to understand the normal flow of funds
within the firm. This is why you don’t rush into interviewing the financially
savvy witnesses first.

Know the specific language that your financial witness speaks
(accounting-ese, SEC-speak, etc.). When preparing for the interview, con-
duct research on similar enterprises within that industry. For example, if
you are preparing to interview the comptroller for a medium-sized, import-
export firm, know what a similar firm looks like. What sort of yearly revenue
can you expect to see? Regardless of the industry, there are likely several
journals and trade organizations that can provide detailed information about
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standard operating procedures and financial ratios within the industry. Of-
ten, a simple telephone call or Internet visit will yield enough information
to keep you busy for several days.

Examining industry-specific information and making detailed notes al-
lows you to assess the validity of the answers to your interview questions.
For example, if the industry average for bad debt write-offs is one percent
of gross sales, a figure wildly over that should signal that further inquiry
should be made into accounts receivable.

Collect the documents that your witness likely will testify about. Noth-
ing is worse than trying to understand a complicated trail of transactions
at the same time you are trying to formulate a new question. If possible,
request that the witness provide, in advance, copies of any documents that
he will be referring to in his interview. This allows you time to study the
documents and make detailed notes concerning what questions you wish
to ask. Too often, an investigator examines the financial documents while
also attempting to interview the witness. This poses two problems. First,
because you are unfamiliar with the documents, you may not notice incon-
sistencies. Second, if you divide your attention between formulating your
next question and examining a complex document, neither task receives its
requisite attention. In short, do not force yourself to make up questions on
the fly.

Stack the deck. Interview witnesses with general information first and
those with specific information last. This way, you are learning more each
time you interview and are going from general to specific. For example, the
comptroller has a great deal of knowledge regarding the overall operations
of the business. However, it is unlikely, at least in a large operation, that
he would be able to easily answer specific questions about any particular
account within the company’s receivables department. By interviewing this
person first, you can often obtain a much broader picture of the operation,
which may help you formalize a more specific tactical approach to the
remainder of the investigation. Obviously, if you suspect the comptroller or
other high-ranking financial officer of being complicit, you may wish to use
an alternative strategy.

Build your knowledge as you go. By starting at the top and working
your way down, you will be increasing your knowledge base about the
business while you are narrowing the focus of your questions until you have
reached the point where specific pointed questions will elicit the detailed
evidence necessary.

Prepare an interview outline in advance. As we cautioned with wit-
nesses in general, the best defense against the natural tendency to leave out
questions is to make a general outline in advance. This is even more im-
portant when interviewing financially sophisticated witnesses because they
most likely will be talking over your head. By formulating a list of general
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questions and planning out the interview in advance, you are much more
likely to cover everything you need and stay on track.

Don’t be afraid to take documents or visual aids into the interview room.
Allow your witness to take you step by step through the process or flow of
funds. Make him do it slowly, and several times if necessary. It is imperative
that you understand the process, flow, or procedure you are interviewing
the witness about. It might help to summarize the information. When time
allows, you should create a summary, even if it’s just a brief handwritten
synopsis, of the financial information the witness will be expected to know
based on your examination of the documents.

Draw a flowchart of funds, transactions, or deposits. Visual aids can be
an indispensable part of your brainstorming session. If you can understand
the information well enough to create a one-page summary or chart, you
likely will have a strong enough grasp of the financial picture to thoroughly
question the witness. In addition, if you have a chart or summary of the
information with you while conducting the interview, staying on track is
much easier—simply follow the summary.

Do not be afraid to ask the witness to look at your flowchart or diagram.
Have the witness tell you exactly where you are mistaken. Let him make
the corrections. Or ask the witness to draw a chart of his own. By following
along visually as the witness explains the flow of transactions, what once
was blurred in your mind may become clear.

Finally, be prepared to enlist help. Although you will have a much better
handle on most financial crimes after reading this book, you invariably will
run across scenarios that put you out of your league. Hopefully, these will be
few and far between—and fewer as you expand your experience. They are
inevitable, nonetheless. When an unfamiliar scenario arises, set aside your
pride and seek the assistance of an expert in that particular field. Whether
you spend an hour trying to absorb as much information as possible, or you
enlist experts’ help in preparing your pre-interview analysis, don’t be afraid
to use them. Literally hundreds of financial professionals would be eager to
assist in a little cloak-and-dagger work. Be careful, though: Their assistance
often comes at a price.

Conclusion
Although interviews with witnesses in financial crimes differ from interviews
with witnesses in other types of crimes, certain key interview techniques
can help you as an investigator develop as much information as possible.
In this chapter we have introduced you to some techniques that can aid
you in both types of interviews. Our goal has been that you take two
things away.
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First, remember that, in general, the interview process is a dynamic
relationship. The interaction between the investigator and the witness is
the key to success of the interview. By employing such techniques as the
use of cognitive interview skills, you can increase your chances of building
better rapport. These techniques, although designed to enhance the recall
of eyewitnesses to crimes, can be used effectively to enhance the recall of
witnesses in financial crimes as well.

Second, preparation is the key to properly and effectively interview-
ing a financially knowledgeable witness. Although there is no magical list
of questions that an investigator must ask, the skills you have developed
reading the first section of this book should suggest a logical sequence and
some general questions to use in certain financial crime interviews. Beyond
that, there is nothing magical about interviewing financially bright people.
Preparation will give you the edge, which will allow you to elicit the most
detailed and accurate statement possible. “Be prepared” should be the motto
of the financial crime interviewer, not just that of the Boy Scouts.
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CHAPTER 11
Proving Cases through
Documentary Evidence

Introduction
We prove all cases through evidence. In general, we divide evidence into
two categories—direct and circumstantial. In addition to these two cate-
gories of evidence, we classify evidence according to its nature. For ex-
ample, we classify actual witness testimony on the stand in open court as
testimonial evidence. The statements that you obtained during your investi-
gation are documentary evidence, as are canceled checks, bank statements,
and photographs of suspect transactions. Additionally, since hundreds of
canceled checks are often difficult to comprehend as they sit in piles, attor-
neys prepare charts and schedules to assist jurors in understanding the big
picture. We call these schedules and charts demonstrative evidence. Finally,
we refer to physical objects, like guns, knives, and fingerprints, as real evi-
dence. It is through these different classes of evidence that attorneys prove
that something did or did not occur.

The difference between financial crimes and nonfinancial crimes is the
composition of the evidence. Prosecutors often use real evidence such
as fingerprints and tool-mark comparisons to prove crimes such as mur-
der and burglary. Sometimes, documentary evidence like pawn receipts
and photographs become important in these cases, but generally they are
non-document-based cases. Conversely, financial crimes are very document
heavy.

Because of this difference, investigators often must confront huge vol-
umes of evidence. In the typical murder investigation, more than 500 pieces
of evidence would be considered exceptionally high. Conversely, in major
financial crimes, 500 individual pieces of evidence would be much more

193
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common. For example, the number of canceled checks belonging to a single
account for a single year could easily exceed 500.

As we proceed through this chapter, we will prepare you to deal with
this unique aspect of financial crime investigation. As we begin, we will
focus on the basics of document collection. From consensual searches, to
subpoenas, to search warrants, you will be exposed the various methods of
securing documentary evidence. At the same time, we will offer some tips
on what types of documents you might expect to encounter.

Next, we will offer some guidance on organizing your efforts. Because
you are likely to encounter an overwhelming number of documents in your
investigation, a system for organizing and collating them is very important.
In the next section, we will offer a framework and some tips for creating an
evidence-tracking system that will serve you well regardless of the size of
the investigation.

Finally, we will discuss how to prove your case. Using the framework of
logic and inference, we will explain how you can apply the organizational
techniques you developed in the first two sections to prove cases. Mar-
shaling the evidence toward proving one ultimate thesis—guilt—is an art;
becoming good at it requires you first understand the process of legal proof.

Document Collection
All cases require submission of the best evidence. The term “best evidence”
does not refer to the most appropriate piece of evidence for a particular
claim. Instead, it means that all evidence submitted to prove a claim must be
the original.1 Where the original is not available, the offering party generally
must offer both evidence to show why it is unavailable and proof that the
offered copy is accurate.2 There are some exceptions to this rule; however,
it is wise to view it as being inflexible.

This rule is of particular importance to financial crime investigators.
When attempting to prove that suspect “A” killed the victim by shooting him,
production and introduction of the actual gun is usually a given. Conversely,
when seeking to prove that CFO “A” embezzled money from the pension
fund, introducing copies of bank statements and other documents might
appeal to prosecutors. While under certain circumstances courts will allow
this, proper collection and submission of the originals is usually required.

Therefore, proper handling of documents from the very beginning is
your primary concern. From the moment documents come into your pos-
session, regardless of how they were obtained, you will be ultimately re-
sponsible for their safekeeping and for their production. If you take the
necessary precautions beforehand, this responsibility should be a simple
matter to fulfill.
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collecting hundreds of documents at a time confronts you, the natural incli-
nation is to list groups of documents in bulk and lump everything together.
Not only does this make identification of specific documents difficult, but
it could trigger liability when the victim claims she released the company’s
most valuable trade secret to you and you cannot disprove it. The best
advice is to take the time and list everything.

At the very minimum, you should leave with a statement. Even when
the complainant has no documentary evidence to back the claim, you can
still leave with something. Request that the complaining witness complete
a written, signed statement. By doing this, you are establishing a basis for
investigation as well as protecting yourself from future confusion. If the
complaining witness recants, for whatever reason, you have something to
verify the nature of the original complaint. Likewise, if the original witness
is unavailable in the future, the statement, while unlikely to be admissible
in court, can serve as a reference in her absence. Finally, even if the witness
does not recant, she may alter her story or forget pertinent details. If you
have them in writing, from the beginning, you have lost no ground.

Types of Documents to Expect

� Signed statements . Besides the original complainant, you should antic-
ipate taking written statements from all witnesses at the victim business.
These documents, while not substitutes for the actual testimonial evi-
dence that the witnesses will offer later at trial, can serve as your outline
of their likely trial testimony. In addition, the same cautions regarding
complainant statements apply here.

� Transactional paperwork . This is another place where your pre-
investigation planning will benefit you. Each business victim you en-
counter is likely to operate in a different manner. While most busi-
nesses have the same general flow of paper documents, there will be
differences. Always be on the lookout for paperwork generated by the
business that documents the various transactions that occur within its
business cycle. Invoices, payment vouchers, and other original records
of transactions are invaluable for tracking the flow of money.

� Intranet sources . In today’s business world, more and more compa-
nies are establishing intranets that connect all employees and depart-
ments together. While this is a boon for productivity, it also can be a
boon for you. Pay particular attention to chat facilities, weblogs, and
other semipublic areas where suspects and witnesses may both lurk.
While transactional information may not be available through these
sources, they are often the unofficial communications channel in a firm.
Background information, rumor, and gossip might prove to be a valu-
able place to begin looking for other clues.
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� E-mails . Again, the rise of the company intranet and the growth of
computer-based operations in business can be a boon to investiga-
tors. One area that has received considerable attention from the legal
community recently is e-mail communications. Lawyers quickly have
realized the value of e-mail communications, and more than one e-mail
message has served as the smoking gun in civil cases. Many people
treat e-mail correspondence with surprising flippancy, considering the
longevity of most messages on the corporate server. Their carelessness
can be your windfall.

Even though this list is not exhaustive, it is a good place to begin. As
we mentioned, the record-keeping systems and paper trails generated will
differ from business to business. However, preplanning and intelligence
gathering should serve as a guide to knowing exactly what you are looking
for. Whether the suspect religiously uses e-mail, or simply sends out tradi-
tional paper memos, both can be valuable sources of evidence. The key is
remaining flexible and tailoring your search to the specific circumstances of
each business.

DOCUMENTS FROM THIRD PARTIES As a rule, in financial crime investigations
the majority of documentary evidence you collect will come from third-party
sources. In order for a financial criminal to be successful, he or she must
interact with the traditional business world. The financial criminal must
deposit money into banks, secure the advice of financial and legal profes-
sionals, and generally engage in the same type of conduct that noncriminals
do. As a result, third parties become a very valuable source of information.
Banks, accountants, and business and government organizations all have
the potential to provide key pieces of evidence linking the suspect to the
crime.

Remember, the diverse nature of business means that many different
sources exist. Every business has a particular pattern of activity, and each
has a circle of influence. In some cases, the contacts a business has may
be limited to financial professionals. In other cases, the contacts will extend
well beyond the financial sector into the community. Either way, keep in
mind that the diversity of contacts the business has may dictate where you
may find potentially incriminating documents.

Notwithstanding this diversity, we believe that a suspect’s contacts can
be broken down into five basic categories. First, the business or suspect
undoubtedly will have contacts in the financial sector. These contacts can
include banks, brokerage houses, and insurance professionals. Second, the
suspect may have contacts within the professional community, including
lawyers and accountants. Third, the suspect will have industry contacts such
as business organizations, associations, and networking groups. Fourth,
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there will be contact between the suspect and the government, and finally,
every suspect will have personal contacts, which, while not necessarily in-
tegral to the suspect’s illegal activities, may still be a valuable source of
information.

Because of the diversity we discussed earlier, instead of discussing
the various sources of documents individually, we will address them by
category. We will offer you some basic guidance about what you may expect
to find, and we may even offer some tips about particular documents that
are available. However, in terms of tailoring your search, we will leave you
to your own devices, since there are, as we mentioned, an endless number
of permutations of the information that you are likely to find.

Financial Contacts Banks are often a great place to begin. Most criminals, if
not all, will need to have some contact with organized financial institutions.
Whether they need a simple checking account, or utilize the full panoply of
financial services most banks now provide, there will be paper trails from
which you can construct a picture.

Access to some bank records may be restricted. For example, currency
transaction reports and other Bank Secrecy Act documents are strictly con-
trolled through federal law.3 As a result, civil investigators, and to a much
lesser extent local and state criminal investigators, will be limited in their
ability to use these powerful tools. On the other hand, there are many bank
and bank-related documents that civil investigators can obtain through civil
summons and pretrial discovery tools. Likewise, local and state law en-
forcement investigators can obtain the majority of these documents through
investigative and grand jury subpoenas and search warrants.

Do not overlook the nonobvious clues that banking records can reveal.
Some inexperienced investigators may be tempted to focus immediately on
the value that bank records have in proving income, or even document-
ing payments to business associates. As experience grows, an investigator
routinely will find that bank records are valuable for many more things.

In addition to explicit information like amounts of cash flows, bank
records hold metadata. Investigators loosely define metadata as a compo-
nent of data that describes data: in other words, data about data.4 The
metadata of a bank record set, then, are the data surrounding the transac-
tions and their origin. For example, an item deposited into the suspect’s
account is more than an increase in cash. On the contrary, we can extract
much more than that. By examining the date, time, teller information, and
format of the transaction, we can extrapolate many important clues.

Taken together, metadata can establish our pattern of activity. By ana-
lyzing, either digitally or manually, all the transactions, we can build patterns
that can give direction to the investigation. These patterns may lead us to
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EXHIBIT 11.1 Check Metadata

other associates, or other assets, or even allow us to make predictions about
future illegal acts.

The metadata generated by each transaction can help reconstruct a
suspect’s movement. In addition to American Banking Association routing
numbers, each check that goes through the clearing process collects addi-
tional clues. For example, during a counter transaction the teller will stamp
the check with a unique transaction code, a time, a date, and the teller’s
information. Each of these codes may differ from bank to bank, but the
bottom line is that each transaction is uniquely identifiable to a particular
point in time. Included among these numbers are clues to the disposition of
the funds and, in the case of deposits, the source of the funds. Exhibit 11.1
shows an example of some of these metadata.

As you begin to evaluate banking transactions, it may be helpful to
remember that there are essentially two categories of transactions. The first
category, flow-through, is transactions that relate to the holder’s account. For
example, deposits, withdrawals, and debit/credit memos are all considered
flow-through transactions. The second category encompasses the remainder
of the banking transactions you are likely to encounter; we refer to them
as nonaccount transactions, since they are not directly tied to a holder’s
account. Some examples of common nonaccount transactions are loans,
CD transactions (excluding conversions of CD proceeds into an account
deposit), third-party transactions, and safety deposit box transactions.5

In order to extract the metadata necessary to formulate a hypothesis,
it is also important to understand the basic progression of a flow-through
transaction. Exhibit 11.2 shows the flow of an average transaction through
the system.
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If the transaction involves a local institution, the bank sends the trans-
action items to the local clearinghouse. When the parties to the transaction
are local, usually within the same city, and the payer and payee institutions
are not the same, the transaction items go to the local clearing department.
These local checks usually are cleared through the Fedwire funds transfer
system or the Clearing House for Interbank Payments System (CHIPS).7

The transit department ensures the proper clearance of outside-area
transactions. The transactions that involve institutions outside the local area
must be processed through alternative means. Depending on the origin of
the issuing institution, this may be accomplished through either Fedwire,
CHIPS, or, for most international transactions, the Society for Worldwide
Interbank Transfers (SWIFT).8

What is a clearinghouse? While a detailed explanation of the history and
role of clearinghouses in banking is well beyond the scope of this text, a
few key principles are worth understanding. Clearinghouses act as a means
to settle payments between financial institutions. With the rise in popularity
of checks and bank drafts by merchants in the mid-1850s, banks needed a
system for rapid, accurate, and efficient settlement between themselves. This
system of interbank settlements facilitates the reconciliation of transactions
between unrelated banks, making it a simple matter for one bank to process
the drafts of another bank with confidence.9

Lastly, the bank routes those items that require special processing to
the special handling department. Items such as wire transfers or debit or
credit memoranda that require special handling by the institution are sent to
this department. In those cases, the bank forwards the items to an internal
department, often called the special handling department, for processing
and posting to the customer’s account.10

Once you have obtained and examined the flow-through records, you
must analyze them. Analysis can take many forms, from manual to computer.
Regardless of its form, the underlying rationale is the same. You must tailor
your analysis to the nature of the crime you are investigating. Different
crimes will have different patterns. Thinking through the methodology of
the particular crime you are investigating will help you visualize patterns
and types of transactions that you are most likely to find.

While each investigation will present you with different operational
concerns, there are a number of similarities among them. You should look
for both patterns and missing data. Patterns occur in accounts for a num-
ber of reasons, including legitimate things like paying monthly bills, and
this is where the assistance of computer processing is helpful. By sorting
the transactions by different criteria like payee, date, amount, and check
number, you more easily can identify patterns and recurring transactions.
Sorting is especially helpful in establishing the timing of transactions and
may identify offense dates. For example, if your suspect’s account, sorted by
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date, shows four months of recurring biweekly deposits with the same non-
whole-dollar amounts, it is highly probable the transaction is his paycheck.
Suddenly, in the third month, on the first Monday, the suspect deposits a
large whole-dollar amount. This should be a red flag based on the previous
pattern of activity. While it is no guarantee, it may pinpoint the date of a
bribe, kickback, or blackmail payment.

In short, we recommend careful scrutiny of the intimate details as well
as the broad picture. As we stated earlier, a thorough explanation of bank
record analysis is beyond the scope of this introductory text. For a detailed
account, we highly recommend A Guide to the Financial Analysis of Personal
and Corporate Bank Records (1998), written by Marilyn B. Peterson, and
published by the National White Collar Crime Center. It is highly instructive.

In addition to banks, insurance agents and stockbrokers are valuable
sources of information. Insurance agents with whom the suspect has dealt
are likely to have copies of insurance contracts and investment vehicles
such as annuities and whole-life policies that can reveal additional sources
of income. Likewise, brokerage firms can provide a wealth of information
on the current and past financial status of the suspect. Activity in trading
and margin accounts may reveal patterns or motives, and can help point
you in the direction of other assets.

Professional Contacts You should always interview professionals with
whom the suspect has dealt. Attorneys are not known for their liberal-
ity when it comes to discussing their clients. Even so, there are occasions
when a lawyer may be both forthcoming and enlightening. Notwithstanding
the attorney–client privilege and work-product doctrines, there are matters
within the knowledge of an attorney that he or she may in fact be able to
tell you. While these times will be rare indeed, it is important to leave no
stone unturned.

In addition, the attorney’s fellow professional, the accountant, is often
a much more fruitful target. In many jurisdictions, the accountant–client
relationship falls outside the privileged information doctrine. Therefore,
communications, both verbal and written, between a suspect and his ac-
countant are both discoverable and admissible. As a result, you absolutely
must question accountants, and if necessary compel them to produce all
written documents pertaining to the client. The following is a list of a
few of the documents that may be in the possession of your suspect’s
accountant:

� Working papers, which often identify sources of income, expenditures,
hidden accounts, and loans

� Notes and memoranda used to prepare the suspect’s income tax return
� Copies of income tax returns



P1: TIX/XYZ P2: ABC
JWBT633-c11 JWBT633-Silverstone January 11, 2012 5:44 Printer Name: To Come

Document Collection 203

� Corporate minutes and other corporate documents leading to the iden-
tification of shell companies

In short, nearly any financial document within the control of your sus-
pect also might be available through his accountant. Rely on the meticulous
record-keeping nature of most public accountants to provide a source of
evidence.

Real estate professionals also may have records. Both real estate agents
and title companies may have copies of contracts identifying real property
that your suspect owns. Likewise, real estate and title companies commonly
retain copies of insurance documents, settlement sheets, and copies of finan-
cial instruments used in consummating the transaction. These documents
will show buyer/seller information as well as price, down payment, and the
distribution of money at closing. Additionally, do not overlook the possibil-
ity that the real estate agent may be acting as a property manager. In the
event the suspect retained the realtor in such a capacity, the realtor will
have copies of items such as leases and tenant information.

Industry Contacts Industry organizations can provide information that you
may compare with your suspect’s data. Most industry-based organizations
maintain vast amounts of marketing and sales information for their industry.
While the data they have likely will not be specific to your suspect, they may
be valuable in determining things such as actual sales, expenses, and cost
of goods sold. By obtaining the proper industry information, you can arm
yourself with a yardstick by which to measure both the timing and amount
of cash flows in the suspect’s account. For example, while an association
of video retailers will not have the specific number of monthly rentals your
suspect transacted, they can tell you what the industry average is. In some
cases, their information is specific to each region or city. Armed with that
information, you are prepared to spot overstated revenues when examining
your suspect’s books.

Persons with whom the suspect does business have records, too. Both
suppliers and customers will have transaction records documenting their
relationship with the suspect. The nature of the relationship, frequency of
contact, and general cooperativeness of the third party may determine the
value of the documentation to the investigation. Do not overlook it. In some
instances, you must take care to avoid eliminating a vendor/customer as a
suspect too early in the investigation. Assuming the business contacts are
legitimate, there are a number of documents of value in their possession.
For example, purchase orders and invoices are a great way to disprove
claimed sales figures or expenses. Likewise, unusual timing of invoices and
unusually generous credit terms may tend to establish less-than-arm’s-length
transactions and sham asset transfers. Do not hesitate to seek support for the
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Whether you invest in shoe leather, scour the cyberworld yourself, or
pay a service to do it for you, do not exclude public records from your
search. By this point in the investigation, you likely have identified the
county in which your suspect lives and works. That should be a good start-
ing place. Likewise, your analysis of bank records, accounting documents,
and insurance policies may have uncovered other counties, states, or even
countries in which records may lie. Using this information, conducting your
search in ever-widening circles is usually a solid strategy. Beginning with
the suspect’s county records and moving out from there, you should look
for business, property, legal, and personal records.

� Business records. Businesses are highly regulated beginning at the local
level. A minimum search would include looking for things such as oc-
cupational licenses; corporate registrations and filings; annual reports;
state licenses from regulatory bodies such as real estate, mortuary, or
banking commissions; and fictitious name registrations. In addition to
licenses, regulatory agencies such as most state Departments of Agri-
culture record infractions and warnings for rule violations or failed in-
spections. Be sure to look at the names of all entities with which your
suspect is associated. This process is one that you may have to repeat
as more information about your suspect emerges linking him with new
names and organizations.

� Property records. Depending on the jurisdiction, there are a number of
names by which property records may be known. Likewise, some juris-
dictions maintain separate files for recorded deeds and tax assessments.
Both documents can be valuable as they might reflect nominee owner-
ship of property or a fictitious transfer of property. Pay especially close
attention to quit-claim deeds. While these instruments are both legiti-
mate and common in real estate transactions, criminals can abuse them.

� Legal records. As with property records and other public documents,
the rate at which individual jurisdictions make their systems available
online is often related to their size and budget. However, in the past
few years, even smaller jurisdictions have begun to place their court
records on the web. In some cases, there are efforts to consolidate
the records systems from all jurisdictions across the state into a single
searchable database system. On the federal level, the PACER system,
as well as other commercially accessible search engines, can provide
access to all civil and criminal case filings. As a minimum, your search
should include queries on both the businesses and given names of all
suspects. You can expect to find records of all civil litigation in which
the suspect was involved—as either plaintiff or defendant. You also
may find all criminal actions, both felony and misdemeanor, and in
some cases traffic infractions. Of particular note to a financial crime
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investigator are bankruptcy filings, which can be the mother lode in
terms of either proving a starting net worth or establishing ownership
of assets, not to mention revealing a motive for a theft in the first place.

� Personal records. It is important to include a search for all personal
records of the suspect in order to ensure that you can account for
all identities by which she may have been known. Whether it is a
name change, or perhaps just a typographical error, Suzanne Benson is
quite different from Susan Benton. By locating birth records, name
change petitions, or other documents linking the two individuals as the
same person, you can provide new avenues of inquiry in your business
entity search.

Personal Contacts As we mentioned earlier, partners, spouses, and exes of
both can be useful information sources. While we find that personal con-
tacts of the suspect are generally more valuable as interview subjects than
producers of documentary evidence, do not discount their value altogether.
For instance, personal contacts are often privy to the personal thoughts and
ruminations of the suspect, which may end up in e-mail or conventional
correspondence. If an evidentiary privilege does not cover the relationship,
there is nothing wrong with obtaining it as a lead. Likewise, personal con-
tacts may be valuable in helping to identify additional bank accounts. For
example, repayment of a personal debt with a check may lead to discovery
of a personal checking account that previously slipped below the investiga-
tor’s radar. Therefore, while not usually the most productive of the sources,
personal contacts can be viable and might even provide the clues that tie
up the loose ends.

DOCUMENTS FROM THE SUSPECT Suspects are usually the last people from
whom you will seek documentary evidence. This is not always true, but
in most cases you will attempt to secure documentary evidence from your
other sources before striking out on a fishing expedition with your suspect.
For a number of reasons, it is advisable to learn as much as possible about
the business and personal habits of the suspect first. Sometimes, lack of this
knowledge will cause you to miss documents, or, worse, mistake valuable
evidence for irrelevant evidence, or, in the worst case, prematurely tip your
hand to your suspect. Any of these scenarios is undesirable, each for its
own reasons.

However, once you decide that your suspect is the next target of your
document search, there are a few things to keep in mind. When you finally
have the suspect in your sights in terms of document collection, you need
to understand the limitations you may face. First, depending on the nature
of your investigation, you may not have all the tools necessary. If the case is
criminal, you have a full range of options, including subpoenas and search
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warrants. Conversely, if you are pursuing a civil investigation, your options
may be somewhat more limited.

In a civil case, you are generally limited to civil process. While your
criminal counterpart can rely on a court-issued search warrant (or in extreme
cases a court-ordered wire intercept), you cannot. Although most third-party
documents are available through civil process, documents in possession of
the suspect may not be. In addition, due to the “voluntariness” of the civil
discovery process, there is no guarantee that the suspect/defendant will
produce the records, or even admit to their existence for that matter, upon
your demand for production. Likewise, in many instances, the ability to
invoke the civil process system is limited strictly to post-filing, meaning that
the suspect must become a defendant before court jurisdiction will attach.
Regardless of the nature of your investigation, whether civil or criminal,
it is always advisable to consult with counsel prior to proceeding down
this path. While we can offer some general guidance and suggest what
documents are available, we cannot offer specific advice concerning the
particular legal peculiarities of your jurisdiction.

One last comment on sources of documents: Do not overlook consen-
sual production. Even though we mention this last, do not assume that it is
any small item. In fact, consensual production of records, in both civil and
criminal cases, is a deceptively powerful tool. As we have stressed through-
out this text, do not overlook the obvious. Ask the suspect for the necessary
records. You would be surprised at the number of suspects who are eager
to produce the records. Whether it is out of stupidity or misbelief that they
can somehow talk their way out of the mess, we have encountered more
than a few suspects who willingly turned over some of the most inculpatory
evidence in their case. Nevertheless, if the suspect is not inclined in that
direction, then you may have to resort to more compelling means of getting
what you want.

Document Organization
Now that we have introduced you to the nature of the records available,
we need to talk about organizing them. Financial crime investigations result
in more records and documents than perhaps any other type of case. The
danger in this is the possibility of information overload. Coupled with this
overload is the increased probability of loss and destruction. The existence
of these dangers requires a very robust system of organization. Whereas
some nonfinancial crime investigations can survive on a seat-of-the-pants
approach, document-intensive cases cannot. Therefore, it is necessary to
consider the organization and storage of your evidence long before you
collect your first document.
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Precollection
The key to any document organization system is a numbering and cross-
reference system. When document counts run into the thousands of indi-
vidual pieces of paper, perhaps the smoking-gun memo could get lost in
the morass. Tracking documents allows investigators, and later prosecutors
and jurors, to locate them, even when they are literally one-in-a-million.

Ideally, the creation of your numbering system should occur before you
begin your first investigation. As with all things in life, the ideal is rarely
the norm. However, the minimum should be the creation of a workable
numbering system before you collect the documents of this particular case.
In order to ensure that this happens, we recommend a standard scheme of
numbering that you can use in each case.

Create a numbering/identification system. As a minimum, your num-
bering system should have flexibility. Whether you are searching a one-
bedroom apartment, or a ten-office suite, you should still be able to use the
same system. The ability to expand the numbering and cataloging system
means you can use the system repeatedly without having to redesign it.

While not essential, we find descriptive numbering systems helpful. Per-
sonal preferences aside, the ease with which an outsider can identify the
nature of each particular item may determine the success of your case—
especially when the outsider is a prosecutor to whom you are trying to
demonstrate the merits of your case. With a descriptive system, the unique
alphanumeric identifier assigned to each item of evidence immediately no-
tifies the recipient of its nature. For example, in a descriptive system, the
alpha character “W” before the numeric components might designate all
witness statements. Then, as the case grows, investigators involved in the
case automatically will know that any reference to an item designated with
a “W” refers to a witness statement. It is important to consider carefully the
ramifications of your alpha designations before implementation to ensure
that each identifier is in fact unique. If you use “W” for witnesses, and later
accidentally use “W” for weapons also, the uniqueness will be destroyed.

Have a plan of attack. A general plan of attack can help ease the
difficulty in seizing a large number of records. How you will obtain the
documents you are collecting may dictate how you will attack the problem.
If the documents you need will be coming through the mail in response to
a subpoena, you can sort, catalog, and file them at your leisure. Conversely,
if you are planning to execute a search warrant to obtain the records,
often the chaos and time crunch associated with search warrant service will
necessitate thorough planning to minimize errors.

Your plan also will vary depending on the nature of the target. If you
are planning to search a small business with two employees housed in a
two-room office suite, your search plan will vary considerably from that for a
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While a cursory inspection of the documents is necessary, analysis that
is more thorough likely will have to wait. As the magnitude of the search in-
creases, so too does the time crunch. While you must inspect the documents
that you are seizing to ensure that the warrant authorizes their seizure, a
closer examination will have to wait until later. If you succumb to the temp-
tation of beginning your analysis on-site, the length of the search operation
will expand beyond acceptable limits. The goal of the search should be the
safe and efficient collection of all the items authorized under the particular
warrant.

Once you have concluded the search, and provided the proper receipts
to the suspect, you can transport the evidence back to the office for further
evaluation at your leisure.

Storage
As mentioned earlier, evidence integrity is the key to your case. Issues
of both civil liability and evidentiary admissibility hinge on the ability to
establish that the evidence presented to the jury is in fact the authentic
evidence obtained from the defendant. To ensure that these issues do not
arise, you must properly store and work with the evidence. As mentioned
earlier, markings or alterations directly on the evidence can preclude their
admission in court. However, it is often important to assign unique numbers
to individual pieces of evidence for identification purposes.

If this is necessary, you have several options. The first and often the
most preferable option is to make photocopies of the document. These
documents are no longer the best evidence, and you can alter, manipulate,
and mark them as needed. A second option is to encase the evidence in
some sort of packaging. In most instances, this material is a plastic bag.
For example, there are a number of commercial products manufactured
specifically to hold checks. You can then put the identifying information on
the outside of the bag. In the third option, suggested by Marilyn Peterson in
A Guide to the Financial Analysis of Personal and Corporate Bank Records,
you may place a self-stick label on the documents for identification. While
all three are legally acceptable, your operational objectives might make one
more attractive than another. Regardless of which method you choose, it is
important to remember that the integrity of the evidence is the overriding
factor.

As we have cautioned the reader throughout this text, financial crime
investigations are unlike most any other type of criminal investigation.
They are fraught with complexity and are by nature information-intensive.
Whether you are following the paper trail of a money-laundering organi-
zation or attempting to find the assets siphoned from the corporate bank
account, you must follow the paper trail—a trail that often contains checks,



P1: TIX/XYZ P2: ABC
JWBT633-c11 JWBT633-Silverstone January 11, 2012 5:44 Printer Name: To Come

The Process of Proof 211

bank statements, wire transfers, money orders, stock certificates, receipts,
purchase orders, letters of credit, and possibly thousands more individual
documents.

If you are lucky, your subpoenas, search warrants, and other documen-
tary fishing expeditions will yield a plethora of information—so much so
that the boxes of papers will fill your office (perhaps even the offices of
your colleagues). This is, to put it mildly, a double-edged sword. Although
everything you need to prove your case is contained in those boxes, they
are worthless pieces of paper unless you can find exactly what you need
when you need it. They are also worthless unless you can make them tell
a compelling, persuasive story. Sitting in the boxes they offer nothing to
your case.

The average nonfinancial crime probably has several hundred pieces of
physical or documentary evidence (not considering major homicides, con-
spiracies, and organized crimes). However, many complex financial crimes
have thousands of pieces of physical and documentary evidence.

The goal of any good investigation is to marshal the evidence in a way
that tends to prove the ultimate theory of your case. In order to meet this
goal, it is important to understand how you must arrive at the result. In
order to understand that, it is first necessary to understand how to prove
cases.

Investigators, as a rule, do not build their cases like lawyers; perhaps
they should. If we can train investigators to think like lawyers (at least in
terms of how to prepare and prosecute a case), we will help build a stronger
case from the ground up. By investigating financial crime cases in this
manner, not only will you present a more compelling case for prosecution,
but you also will reduce the amount of superfluous work that tends to
insinuate itself into the investigative process. The process of thinking like a
lawyer begins with understanding how to build cases.

Everyone knows that in order to prove a case, the lawyer must prove
that the defendant committed certain acts. Codified law and legal precedent
usually define these acts, or elements, with relative clarity. In the case of
criminal accusations, statutory laws codify the elements of the offenses. In
the case of civil accusations, the elements of the offenses are uncodified
and generally based on common law principles of stare decisis and judicial
precedent. However, knowing the elements of the offense is only half the
battle: Knowing how to reach that burden is the other half.

The Process of Proof
We prove legal cases through inferences. These inferences, built in chains,
must lead logically from point A to point B. It is the strength, or weakness,
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Evidence Inference Proof/Conclusion

EXHIBIT 11.3 Role of Evidence

of these inferences that determines the strength or weakness of the case. In
legal argument, inference is the persuasive effect of each individual piece
of evidence. From the existence of the evidentiary item, jurors may infer
that some ultimate fact exists. We may think of proof , then, as the total
net effect of the inferences that have been drawn. In other words, from
evidence flow inferences, and from combined inferences flow conclusions.
In the legal context, conclusions amount to proof.

As Exhibit 11.3 demonstrates, the ability to prove an ultimate fact rests
solely on the strength of the inferences, not the evidence itself. This is true
because regardless of the nature or volume of the evidence presented, if the
inferences drawn are either incorrect or weak, we cannot reach the desired
conclusion.

This notion may be new to some investigators. The difference is subtle,
yet crucial. By bringing this critical distinction to your conscious thought,
we hope to help you develop a better understanding of how to prove your
case. The result will be better, more focused investigations.

Inference
Great lawyers (remember we are trying to teach investigators to think like
lawyers), as distinguished from good ones, never forget that guilt is based
on inference. Inference in turn relies on a chain of logic that must be forged
one link at a time. Like proof of scientific theories, we must link together
the inferences on which we base a finding of guilt in a logical, linear way.
Unlike scientific discovery, however, legal proof must conform to a narrow
framework of rigorously enforced rules. These rules, for the purpose of this
text, revolve around relevance.

If this book were written for lawyers (real lawyers, not investigators
thinking like lawyers), we would depart at this point and discuss the niceties
of the rules of evidence and their admissibility. Because it is not, it will
suffice to expound on the rules of evidence only far enough to say that
we must confine our evidence to those things that are relevant. Of course,
this does not mean that the investigator can totally disregard the bright-line
rules of admissibility. Collateral uncharged crimes evidence and other highly
prejudicial facts, as well as illegally obtained evidence, are inadmissible
(under most circumstances) and should not be the object of your pursuit.
However, you should leave the finer details of these legal principles up to
the prosecutor—a highly trained legal practitioner.
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Relevance
In short, evidence is relevant if it tends to either prove or disprove an
issue in contention. For example, if the question of whether the sun is
shining were the ultimate question, the fact that it is ten o’clock in the
morning would appear highly relevant. The fact that it is January 17, 2003,
would not.

The confusion over relevance versus irrelevance arises because we
rarely prove cases under a singular line of logic. What first appears to
be a singular question—did the suspect take the money?—is ultimately mis-
leading. Instead, each ultimate question contains subquestions. Collateral
lines of logic can work together to blur the issue of relevance. A fact may
not immediately appear to be relevant to the ultimate question at issue;
however, when the ultimate question is broken down into its component
subquestions, the relevance of the fact becomes clearer.

In our sun-is-shining hypothetical, the reference to date at first may
have appeared obtuse. However, if we reformulate the question into its
subquestions, date might be more important. Implicit in this question is the
assumption that we are referring to an observation at our current location.
If our current geographic reference point is Nome, Alaska, date suddenly
becomes important since Nome’s hemispheric location limits the dates on
which the sun is shining at ten o’clock in the morning: from irrelevant to rel-
evant in one easy step. Clearly, this is a simplistic example. No doubt, many
of our readers instinctively saw the relevance of the date fact; however,
legal questions are rarely so transparent.

To understand fully how to effectively build this chain of logic, the
investigator must grasp the nature of the logic underpinning the legal argu-
ment. There are several forms of logical argument; the two that we are most
concerned with in the context of legal proof are deductive and inductive.

The Logic of Argument
Deductive Argument
Deductive reasoning is a form of argument that works from the general to
the more specific; we often refer to this as “top-down” logic. Inductive rea-
soning, on the other hand, works from specific observations to the broader
and more general; we sometimes call this “bottom-up” reasoning.15

An argument stated deductively offers two or more rules or assertions
that lead automatically to a conclusion. This syllogistic form of argument,
first propounded by Aristotle, is designed to produce mathematical certainty.
The use of syllogisms, or mathematical statements, ensures that the lines of
argument lead logically to the conclusion.16
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Inductive Argument
In contrast to the mathematical precision of deductive reasoning, induc-
tive reasoning is not designed to produce certainty. This form of logical
argument uses a series of observations in order to reach a conclusion. We
combine these observations, often referred to as a chain of observations,
with previous observations to reach a defensible conclusion.21

Of the three basic forms of inductive reasoning, induction by enumer-
ation, or generalization, is the most common.22 In this form, you make a
general statement regarding some predicted outcome based on observations
of a specific instance of a class. For example, the statement, “all lawyers are
sleazy,” when based on your observation of the last three lawyers you have
encountered, would be induction by enumeration.

Because inductive logic is less precise than deductive logic, fallacies
often are less easily identified. The fallacy most commonly associated with
inductive reasoning is the hasty generalization.23 When an argument fails
as a hasty generalization, the inductive leap that the proponent asks the
decision maker to make is too remote. Sufficient evidence does not sup-
port it. The following statement suffers from the fallacy of hasty generali-
zation:

XYZ Company is an import-export company operating from Miami,
Florida. It is involved in money laundering.

This statement may or may not be true. There is insufficient evidence
based on this statement to draw the conclusion. It is possible that the
statement is true, but the leap from XYZ Company’s existence as an import-
export business in Miami to the conclusion that it is laundering money is
much too broad to make with any certainty.

A second common fallacy associated with generalization is exclusion.
Exclusion occurs when we omit important pieces of information from the
chain. Put simply, alternative explanations for reaching the conclusion have
been excluded.24 For example, consider the following argument:

The police found a dead body with three bullet wounds.

It would be a safe, albeit not mathematically certain, conclusion that
the person found by the police died because of his gunshot wounds—that
is, unless we also knew that the body was missing its head.

Although it is still possible that the victim died of gunshot wounds and
that the decapitation was inflicted postmortem, it is equally possible that
the manner of his death was decapitation and someone administered the
bullet wounds postmortem for some other purpose. The fallacy of exclusion
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forces the decision maker into reaching a false conclusion owing to lack of
relevant alternative evidence.

Inductive versus Deductive Reasoning in Case Proof
As you can see, inductive and deductive reasoning are very similar, the
greatest difference being the manner in which we express the argument.
When you argue from the general to the specific, deductive reasoning is in
play. When you reason from the specific observation to broader generaliza-
tions, inductive logic is in play. It is important to note that we may recast
all inductive arguments as deductive syllogisms, and vice versa.

As an investigator, you will encounter both forms of logical reasoning.
However, the offering of evidence in the legal system most often will expose
you to inductive logic. In the process of proof, it is common to allege and
prove specific isolated facts and build to a general conclusion. Therefore,
the inductive process of moving from the specific observation to the general
conclusion just seems to feel right.

We should note that some readers may argue that deductive reasoning,
being the more mathematically certain, should be the more favored logical
form in legal proceedings. Keep in mind that the law, and the system for
legal resolution of disputes, is concerned with probabilities, not certainties.
It is not absolute proof that we seek; it is proof beyond a reasonable doubt.
Because inductive reasoning is ideally suited to reason from specific facts
(evidence) toward broad generalizations (guilt or culpability), induction is
the more natural form of legal argument. In truth, it does not matter greatly
which form the argument takes. As stated earlier, we may form all arguments
as either inductive or deductive premises.

That is not to say that deductive reasoning is useless in the legal con-
text. Quite the opposite is true. When we choose the deductive over the
inductive, the inferential focus shifts. There are still inferential leaps that
you must make; we simply make them in a different location.

For example, we can formulate our argument regarding XYZ Company’s
activities either way. To state the argument inductively: XYZ Company is in-
volved in money laundering since it is an import-export company operating
in Miami, Florida.

Stated as syllogisms: (1) All import-export companies operating in Mi-
ami, Florida, are involved in money laundering. (2) XYZ Company is an
import-export company located in Miami, Florida. (3) Therefore, XYZ Com-
pany is involved in money laundering (deductive).

Obviously, these examples are oversimplified, exposing the fallacies of
logic quite quickly. In reality, the inferential links in a logical chain will be
much more subtle, and the facts often obscure the fallacies of logic that can
cripple the argument.
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Both arguments, as they stand, are legally indefensible. In the inductive
example, the inferential leap may not be as evident as in the deductive,
requiring the reader to infer that all import-export companies operating
in Miami, Florida, are engaged in money laundering. Although the reader
undoubtedly senses that something is not quite right, specifically pinpointing
the source of the illogicality may be difficult.

In the deductive example, the breadth of the inferential leap required
of the reader is much more apparent. By breaking the proposition down
into deductive form, we more easily expose the fallacies of logic inherent
in the inductive process.

Based on our previous discussion, and the fact that the process of
legal determination revolves primarily around inductive logic, your job as
investigator requires you to guard against the fallacies associated with its
use. The danger of the two most common fallacies, hasty generalization and
exclusion, can be reduced by carefully analyzing the line of argument and
the inferences leading to proof of specific legal elements.

As noted above, we build all legal arguments on inference. However,
it is rare for a legal argument to be based on one single inference. Instead,
we pile many inferences one on the other until the ultimate proposition—
usually guilt or innocence—is the inescapable conclusion. We refer to this
chain of inferences as compound, or catenate, inferences.25 The strength
or weakness of the legal argument is determined by the granularity of this
chain of inferences. The finer the grain is (the shorter the inferential leap),
the more powerful and persuasive the argument becomes.

Understanding the complexities and dynamics of inferential logic is
essential to properly investigating a case. During the investigative stage,
the investigator must remain cognizant of the intermediate inferential steps
between the evidence that exists and the ultimate issue. Only by careful
dissection of the intermediate inferences within the chain can we deter-
mine the location of the possibility of doubt. This explicit analysis of the
catenate inferences is the greatest safeguard against fallacious reasoning an
investigator possesses.

Proof through Inference
The inferential weight of evidence can range from weak to strong depend-
ing on how clearly we can draw the inference from the existence of the
evidence. Weak inferences exist when the leap from evidence to conclusion
is great. Conversely, strong inferences are generated when the leap from the
evidence to the conclusion is short. A weak inferential relationship exists
between the evidentiary statement, “The defendant and his ex-wife were
hostile toward each other,” and the conclusion that the defendant killed his
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Defendant Victim

EXHIBIT 11.4 Initial Relationship of Defendant to Victim

ex-wife. A strong inferential relationship exists between the statement, “I
saw the defendant stab his ex-wife,” and the conclusion that the defendant
killed his ex-wife.

In the first case, there is too great a leap between the statement and
the conclusion—there are too many intervening steps. In the second case,
there are no, or at least very few, intervening steps between the evidentiary
statement and the conclusion. The goal of the investigator is to reduce
the distance between intervening steps between the defendant and the
conclusion.

We reduce this distance by creating a chain of inferences referred to
as concatenate inferences.26 Concatenate inferences build one upon the
other until ultimately they reduce the chasm between the defendant and
the conclusion to a manageable distance. We are not shortening the overall
distance human reasoning must travel; rather, we are merely breaking it up
into smaller steps.

We can illustrate this process by concocting a hypothetical situation.
Assume we wish to link the defendant to the murder of his ex-wife. Initially,
the connection—the inferential relationship—between the defendant and
the victim is weak, as shown in Exhibit 11.4.

We may argue for the inference that because the defendant and the vic-
tim knew each other and were divorced, the defendant had a motive to kill
her. It is a plausible theory, yet not very strong—certainly not strong enough
to proceed to trial. How can we strengthen this inferential relationship? We
must build our chain.

Our investigation has uncovered a bloody glove at the crime scene.
Immediately, there is an inference that the glove is somehow involved in
the murder. If we later learn that the DNA from the blood on the glove
matches that of the victim, the inferential relationship between the glove
and the murder becomes very strong, as shown in Exhibit 11.5.

Although the connection between the defendant and the victim is still
tenuous (as indicated by the dashed line in Exhibit 11.5), the connection
between the victim and the glove is strong. Obviously, we are not satisfied.
Our investigation continues.

Defendant Glove DNA Victim

EXHIBIT 11.5 Building the Inference Chain
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Defendant Ownership Unique

Glove DNA Victim

EXHIBIT 11.6 Strengthening the Chain

The forensic examiners at the crime lab have determined that the gloves
are in fact a very expensive brand sold only in exclusive upscale depart-
ment stores. They are so exclusive that the store has sold only 25 pairs in
the past year. This information alone does not necessarily strengthen the
inferential relationship to the defendant. However, taken in combination
with the fact that department store records show that two months earlier
the defendant purchased a pair of these gloves using his credit card, we are
slowly strengthening our chain.

Exhibit 11.6 illustrates the evolving inferential relationship. We have still
depicted the link between the glove and the defendant in a dashed line.
Although there is a good connection between the two, 24 other people have
a connection to the gloves, at least hypothetically.

Finally, our forensic experts compare the DNA from skin cells found in
the glove’s lining with those of the defendant and they match. This final
piece of evidence is the link we have been waiting for. Until now, we could
link the defendant inferentially as an owner of similar gloves. Now, we can
link him as the owner of these gloves. Exhibit 11.7 illustrates the completed
inferential chain.

We can now depict the relationship between the defendant and the
victim with solid lines. Does this mean that we have proven that the defen-
dant murdered the victim? Of course not; all it proves is there is a strong
inference that a glove owned by the defendant was found at the scene of
the murder with the victim’s blood on it. Such is the nature of inferential
proof. Is this chain of inferences strong enough to convict the defendant of
murder? Only the jury can answer that question.

Defendant DNA Ownership Unique

Glove DNA Victim

EXHIBIT 11.7 Completed Inferential Chain
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As you can see by this simplistic example, the job of the investigator is
not to prove that the defendant committed the crime. The investigator’s job
is to construct a chain of inferences sufficiently strong to convince a fact-
finder that the desired conclusion is the most plausible sequence of events.
In order to do that, you must internalize the distinction between evidence
and inference.

Hidden Inferences
Until now, we have been discussing only explicit inferences—those infer-
ences that the investigator directly urges. For example, the inference that
the glove was involved in the murder is an explicit inference because the
investigator has asserted the fact that we found DNA belonging to the victim
on the glove. There are, however, other inferences that are of concern to
the criminal investigator; they are hidden, or implicit, inferences.

The evidence does not directly urge an implicit inference; instead, im-
plicit inferences tag along as baggage. An example of an implicit inference
that the investigator expects the jury to draw involves the ownership of the
gloves. Before introducing evidence that we found the defendant’s DNA
inside the glove, we drew an ownership inference based on the credit card
purchase.

The inference was a reasonable one. However, implicit in that inference
was the assumption that the defendant, not someone using his credit card,
had purchased the gloves. If we lay bare this implicit inference, a weakness
in our inferential chain becomes apparent. Our link between the defendant
and the murder, absent the DNA-glove evidence, weakens when we con-
sider the alternative possibility that someone using the defendant’s credit
card purchased the gloves. By ignoring the implicit inference, we leave the
flank of our logical line of argument open for counterattack.

Generalizations
Closely related to the implicit inference is the generalization. A generaliza-
tion is merely an implicit inference that most people generally recognize.
For example, most people accept the generalization that dropped objects
fall. Therefore, an eyewitness account of the victim being pushed from a tall
building, coupled with the recovery of the body at the base of the building,
will urge the jury to conclude that the defendant died as the result of the
fall. Implicit in this conclusion are the hidden inference that there were no
intervening causes of death (no one shot the victim on the way down) and
the generalization that gravity acted upon the body, propelling it down-
ward. Both implicit inferences in this scenario are quite reasonable and in
fact relatively safe from attack; not all generalizations are so bulletproof.
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CHAPTER 12
Analysis Tools for

Investigators

Introduction
In this chapter we will introduce you to a series of analysis tools to aid
you in conducting your investigation. These tools are valuable to all sorts
of investigators, but they are especially useful when dealing with a lot of
information and difficult cases. In this chapter we will examine tools that are
helpful in revealing relationships and visualizing time-based data. In Chapter
13, we will take a look at investigative inference networks, a powerful tool
for following the logic of your case.

Although we have broken these tools into two categories, there is some
overlap. The associational tools that we cover in this chapter are well suited
to identifying relationships among people, places, and organizations—
practically anything. The temporal analysis tools you will learn about also
can prove valuable in analyzing relationships; however, they are most pow-
erful in analyzing time-based relationships. We have chosen the categories
based on the strengths of each tool. As new types of investigations arise,
we urge you to be creative in how you apply them.

Why Use Analysis Tools at All?
For years, criminal intelligence analysts have recognized the value of graphic
tools in helping to visualize relationships. Whether the relationship under
observation is between people, businesses, or transactions, analysts have
been using some form of associational analysis for a long time.

227
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What began as simple link diagramming has expanded. In the early
1970s, Anacapa Sciences, Inc., a company in California, began advocating
the use of graphic tools1 known as link diagrams to assist law enforcement
in visualizing complex relationships. While this was one of the first recorded
times that such tools were used by investigators, it was not the first time
researchers were examining relationships through graphic analysis. In fact,
the study of relationships between people and among groups has been
going on for many years.

As John Scott points out in Social Network Analysis: A Handbook, Jacob
Moreno was a pioneer in this area as early as the 1930s.2 Moreno, a social
psychologist, began studying human relationships and the structural and
social dynamics of interpersonal relationships.3 It was through this study,
and his interaction with a number of other leading researchers in this area,
that he developed a graphic tool called the sociogram, an early predecessor
of the link diagram.4 Moreno’s rudimentary method of depicting human re-
lationships as sets of nodes and lines in two-dimensional space transformed
many of the ways in which we thought about social structure.

Meanwhile, other advances were being made. Elsewhere, scientists
were examining human relationships using purely mathematical principles
grounded in a field known as graph theory.5 Two researchers, Frank Harary
and Dorwin Cartwright, began to apply the mathematical properties of
graphs to Moreno’s sociograms in an effort to provide more interpretive
results.6 These early investigations became the basis for today’s social net-
work analysis.7 However, it would not be until the mid-1950s that true social
network analysis would evolve.

The result of all this scientific study was a formal set of rules to describe
human relationships. Based in an advanced area of mathematics known as
graph theory and matrix algebra, modern social network analysis provides
researchers and investigators with tools through which networks of rela-
tionships can be both modeled and studied. By using these mathematical
foundations, researchers are able to identify people within the structure who
are both powerful and influential. In network analysis, the terms “powerful”
and “influential” may not necessarily mirror the common understanding. For
example, power may mean merely the ability to control the actions of others
within the group.

Eventually, researchers made the connection between theoretical re-
search and practical application. Although the idea that the field of social
network analysis might prove valuable in evaluating criminal enterprises
may seem evident today, it was not until much later that its value be-
came evident. Researchers such as Dr. Malcolm Sparrow, Wayne Baker,
and Robert Faulkner began to suggest that, although illegal networks pose
some practical problems for study, their behavior could be reliably studied
using social network analysis.8
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Today, the value of network analysis tools is clear. From first-generation
tools like simple link diagrams, to second-generation measures such as cen-
trality, betweenness, and degree, to third-generation tools like dynamic net-
work analysis, these investigative aids are crucial and gaining popularity. In
addition, the emergence of powerful software packages such as Analyst’s
Notebook, Visual Links, and Netmap has made the analyst’s and investiga-
tor’s job much easier in this area.9

A staple of organized crime investigations, these tools have equal value
in financial crime investigations. Notwithstanding our earlier discussion of
the relationships between organized crime and financial crime and the ob-
vious value of network analysis, in investigations, these tools can help the
financial crime investigator in other ways. As we move forward in this chap-
ter, we will offer an introduction to the science behind the tools, as well
as some suggestions for ways in which you can incorporate them into your
investigative repertoire to increase productivity and success rates.

Associational Analysis
As stated, link diagrams and social network analysis are related concepts. In
fact, they are essentially the same process, just different degrees of study. Ac-
cordingly, we will introduce you first to the basic ideas behind diagramming
relationships. Then, we will use that basic knowledge to build a stronger
understanding of the capabilities that advances in social network analysis
have brought to the investigative sciences.

Matrices and Link Diagrams
Matrices and link diagrams are valuable tools for visualizing relationships.
Both are two-dimensional representations of a three-dimensional relation-
ship among objects. It is possible to construct a link diagram without using
an association matrix, but the more complicated the diagram, the more
difficult it becomes. That is where the association matrix comes into play.

An association matrix is a way to represent relationships among things
in an orderly manner. A matrix can show relationships between people,
between organizations, between people and organizations, or practically
anything. Advanced mathematical principles are the basis for matrices and
in the proper hands can be manipulated and transformed into highly so-
phisticated predictive tools. Although we will discuss some of these math-
ematical principles and their potential later, you don’t need to be a math
wizard to use matrices and link diagrams. You simply need to understand
the relationship between them in order to take advantage of their power.
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DCBA

A

B

C

D

EXHIBIT 12.1 Four-by-Four Matrix

THE MATRIX There are many forms of matrices, but all are essentially a
collection of rows and columns. Sometimes called tables, matrices consist
of an ordered number of columns and rows. Exhibit 12.1 shows an example
of a simple four-by-four matrix.

We can use this square matrix to represent a single object under study.
For example, we can represent the relationship between people in an or-
ganization.

Along the left axis we list the names of all the people among whom we
wish to show a relationship. Then, along the top of the matrix, we re-list
everyone in the same order. To represent a relationship, we simply place
an X in the cell where the row vector for A and the column vector for B
intersect. Exhibit 12.2 illustrates this.

Even though square matrices are very powerful tools, to model relation-
ships between different types of objects, we need to expand our vocabulary.
To represent a relationship between more than one type of object (e.g., peo-
ple and corporations), we need to use a rectangular matrix. Using the same
concept as the square matrix, we list the people we are studying, for exam-
ple, CEOs, along the left axis. The companies to which we are trying show
CEO relationships then go along the top axis. Similar to square matrices,

DCBA

xxA

xxB

C

D

EXHIBIT 12.2 Four-by-Four Matrix Showing Relationship
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GFEDCBA

xxxJones

xxxxFranks

xxxBrown

xGreen

EXHIBIT 12.3 Rectangular Matrix of Officers

we place X’s in the cells at the intersection of each CEO with his or her
company. Exhibit 12.3 illustrates this.

Although the concept is identical, the difference between a square and
a rectangular matrix is the ability to relate unmatched items.

We can extend the power of our matrix through link diagrams. While
matrices are powerful modeling tools in their own right, they often are used
by analysts as preliminary steps in the analysis process. As you can see,
hidden relationships among objects can become clearer when we show
them through a matrix. However, for power of visual representation, link
diagrams are often a better choice.

THE LINK DIAGRAM As you will learn later, analysis of organizations can be
done on a much greater scale. For now, however, we need to introduce
you to the foundation. Often referred to as first-generation analysis tools,
associational matrices and simple link diagrams are very close relatives to
Moreno’s sociograms.10 For example, we can easily represent the relation-
ship between five friends in a link diagram through five dots, called nodes,
connected by four lines, known as edges (see Exhibit 12.4).

Simple to construct, and relatively easy to interpret, the value of this
diagram is belied by the simplicity of our exemplar social network.

Were we to expand our circle of friends to include many more members,
the value of link diagrams would become clearer. Instead of five members
in our network, assume that each member has five friends, and each of these

E

A

B

C

D

EXHIBIT 12.4 Five-Person Link Diagram



P1: TIX/XYZ P2: ABC
JWBT633-c12 JWBT633-Silverstone January 11, 2012 5:46 Printer Name: To Come

232 Analysis Tools for Investigators

D
E

A

F

B

C

G

H

I

EXHIBIT 12.5 Large Network

friends has five friends. As we expand our social network exponentially, the
complexity of keeping the basic relationships clear in our mind becomes
more difficult.

Adding to the inherent difficulty created by sheer numbers is the com-
plication that few social networks that occur in the wild will be variations
on the simple network depicted by Exhibit 12.5. Most, if not all, members
of the network will have relationships with more than one other member.
These cross-links can logarithmically increase the number of associations
we must track.

Keeping relationship data in your head is difficult. Given the size and
structure of even the smallest of criminal organizations, it is unrealistic to
expect to keep them straight. By using link diagrams, the basic structure
is visually comprehensible. Often, by studying the intersecting lines and
existence of multiple connections, you can even identify more and less
important members of the organization, and hidden relationships become
clearer.

Combining diagrams with the power of the matrix to handle vast
amounts of data, we can model very complicated scenarios. Sometimes,
plotting a diagram from scratch is possible. A simple four-member group
would likely plot out quite easily. Conversely, tracking the relationships
among 150 board members is tougher. Putting the members into a matrix
simplifies that. Then, using the matrix, we can plot the chart in a systematic
and orderly way.

The Symbols The basic symbols of link diagrams are the circle and the line.
While these basic symbols can be adapted to individual needs, they are
often all that are necessary. In conventional link diagrams, circles represent
people and the lines represent their relationships to one another. Sometimes,
we can even depict value judgments about the relationships.

This can be easily done through line characteristics. When a relationship
is confirmed, whether through surveillance, telephone toll analysis, or per-
haps informant testimony, we commonly use a solid line. Conversely, when
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John

ABC Company

EXHIBIT 12.6 ABC Company Ownership

we add a new member to our organization, yet are not sure of his role,
we may show our hesitance through a dotted line. Further, by varying the
thicknesses of lines we can denote ties of varying strengths. Your imagina-
tion is the only limit to the variety with which you can depict relationships;
however, consistency is crucial for readability.

We can add more symbols as the need arises. While we can model a
surprising level of sophistication through the basic lines and circles of the
rudimentary link diagram, we occasionally may need to add to our reper-
toire. For example, a common addition to the link diagramming toolbox is
the rectangle.

The rectangle often is used to symbolize a group or organization.
Groups and people often share associations. Sometimes groups are defined
by their members, and other times members are defined by the groups to
which they belong. In criminal investigations, we sometimes need to visual-
ize the web of organizations to which our network of suspects belongs. This
is especially valuable when trying to visualize things such as interlocking
directorates, or when analyzing terrorist networks.

Rectangles add to—they do not replace—the circles of link diagram-
ming. We continue to represent our people through circles. However, as
memberships in organizations or ownership of companies becomes estab-
lished, we can place the circles within squares that represent the organi-
zation. For example, if we identify John as the CEO of ABC company, we
will place John’s circle inside the rectangle depicting ABC Company (see
Exhibit 12.6).

If the companies under study share directors, demonstrating the rela-
tionship through lines can become confusing. Instead, interlock the two
rectangles representing each company around the common director. For
example, if John is the President of ABC Company, place John’s circle in-
side the ABC rectangle. If he is also the Treasurer of XYZ Corp., draw XYZ
Corp.’s rectangle so that it interlocks with ABC, and John’s circle is inside
(see Exhibit 12.7).

Aliases sometimes arise. Occasionally, criminals adopt either pseu-
donyms or dual identities. For ease of readability and to avoid clutter, in-
stead of using two separate circles to represent the dual identity, simply
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John

ABC Company

XYZ Company

EXHIBIT 12.7 Interlocking Directorate

depict the relationship through two interlocking circles with each name in
the respective portion of the individual circles (see Exhibit 12.8).

THE BASICS OF LINK ANALYSIS Now that we have introduced you to the
basic principles of matrices and diagrams, it is time to put it all together.
Matrices and diagrams, as we have said, are very powerful tools. When
used in conjunction with each other, they offer investigators the ability to
visualize complicated relationships. In order to get the most from these
tools, we recommend that you try to proceed through the following steps:
collect the data, construct a matrix or matrices, plot the graph, and analyze
the relationships.

Collecting the Data Any analysis is only as valuable and accurate as the
quality of the underlying intelligence data on which it is based. If your
intelligence is flawed, then your associations will be flawed. For that reason,
everything must begin with your intelligence gathering. Whether you are
simply searching corporate records, occupational licenses, and other public
records filings to establish relationships, or conducting content analysis of
wiretaps, you must ensure that the relationships are verifiable. Of course,
what constitutes verifiable relationships will vary from case to case and
even from day to day, but the need for accuracy will not. Once you have
collected your intelligence, you are ready to move to the next phase, matrix
construction.

John Jack

EXHIBIT 12.8 Representation of Aliases
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the best candidates for future surveillance or interviews? Answers to these
questions can provide valuable direction to your investigation.

Social Network Diagrams
Social network diagrams add a dimension of complexity. Although the un-
derlying theory is the same, social network analysis begins to take into
consideration the dynamics of the social relationship. This adds a certain
degree of complexity. However, with the complexity also comes increased
value through better modeling tools. In simple link diagrams there are no
convenient means to depict strength of relationship or directionality. In real
life, these characteristics are crucial to understanding the true structure of
the organization.

Social network diagrams provide a more accurate picture of human
relationships. In most relationships there are inequities. For example, in a
relationship between Alice and Bob, Alice may like Bob; however, Bob does
not necessarily like Alice. In a more crime-like environment, Al may give
orders or sell drugs to Bruce, but Bruce cannot give orders or sell drugs to
Al. Conventional link analysis would be able to show us that a relationship
exists, but not the true dynamics of that relationship. You should be able
see the inherent value in adding this dimension to our analysis.

Likewise, strengths of relationships can be displayed. As with our Alice
and Bob example, Alice’s affection is not reciprocal. It is easy to imagine
a scenario in which Alice loves Bob, yet Bob only likes Alice as a friend.
Again, depiction of this complicated dynamic between two individuals is
impossible in our simple link diagram. In social network diagrams, we can
easily and accurately model both of these real-world problems.

THE TOOLS OF SOCIAL NETWORK ANALYSIS Taken from the basics of graph
theory, nodes and edges are the foundational building blocks of all network
diagrams.11 The term “graph” in this case does not refer to the typical graph
with which most readers are familiar. We are not talking about the bar charts
or line graphs that permeate the business world. Instead, we are referring
to the specialized area of mathematics known as graph theory that relies
on rigid mathematical formulas and complicated algorithms for modeling
problems. While the mathematics that support this area of study are very
complex and far beyond the scope of this book, their scientific acceptance
and universal application make social network analysis the valuable tool it is.
As we move forward, we will present you with the theoretical foundation;
however, rest assured we would not expect you to grasp the underlying
mathematical principles. Much like computers are powerful tools regardless
of whether you understand binary math, social network analysis can be a
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Alice Bob

EXHIBIT 12.10 Directed Relationship

valuable tool without the need to understand matrix algebra. To begin, we
must examine the building blocks: nodes and edges.

Nodes represent your primary object of study. Nodes, interchangeably
referred to as vertices, are how we represent our object of study. Each node
represents a single entity. Whether that entity is a person, an organization,
or, in some cases, a transaction, the node acts as its place holder in our
graph.

Edges represent relationships. Since the purpose of our study is to
model the relationships between entities (in graphic terms, our vertices),
we must connect them where appropriate. We do this through edges. As
noted earlier, there are several kinds of relationships that we may wish to
model. In our first example, Alice likes Bob, but Bob does not return her
sentiments. In graph theory, we call this an unreciprocated relationship, and
we depict it with a directed edge (a line with a directional arrowhead; see
Exhibit 12.10).

Conversely, if Bob did like Alice, we could depict the relationship using
a bidirectional line with arrowheads at both ends (see Exhibit 12.11).

Weighted relationships are also possible. In the case where Alice loves
Bob, but Alice only likes Carol, a dilemma confronts us. The differentiation
between the strength of affection Alice has for Bob, versus that for Carol,
might be a key issue in our case. For example, it may be of great importance
that our suspect Al has called associate Bruce 42 times during our period
of interest, and yet called Charles only three times. In terms of establishing
Al’s importance in the organization, frequency of contacts might prove a key
factor. Luckily, graph theory offers us the ability to weight the strength of our
edge. In our Al–Bruce–Charles organization, the strength of Al’s connection
to Bruce is much greater than Al’s connection to Charles. Exhibit 12.12
graphically depicts this scenario.

Through these tools all networks can be modeled. You can model any
social network, from a simple five-person star network to a highly com-
plex and cellular terrorist network, using these two fundamental objects.

Alice Bob

EXHIBIT 12.11 Reciprocated Relationship





P1: TIX/XYZ P2: ABC
JWBT633-c12 JWBT633-Silverstone January 11, 2012 5:46 Printer Name: To Come

Associational Analysis 239

DBA

C

DCBA

xxA

xxxB

xxC

xD

EXHIBIT 12.14 Link Diagram with Association Matrix

necessary. A graph such as this might occur when we merely want to
show association without concern for who is directing whom. Exhibit 12.14
depicts this relationship. For every relationship between members, an X is
placed in the corresponding cell in the matrix. For example, in our group,
A is associated with B; therefore in the cell A,B, there is an X.

We call these adjacency matrices and they are the simplest form of
matrix you will encounter. Because our relationship disregards both the
strength of the relationship and its direction, you will note that the upper-
right portion of the matrix is a mirror image of the lower-left portion. The
symmetrical nature of the matrix allows us to discard the upper-right portion
along the main diagonal (the line of cells extending from the cell labeled
A,A down and to the right to the cell labeled D,D). You will note that the
main diagonal has no X’s. That is because there is no need to represent A’s
relationship with A. While there are occasions in which you may need to
represent this relationship, most matrices you will encounter will have no
entry in these cells.

As powerful as these matrices are, there are times in which you will
need to expand their capabilities. The relationships in the matrix are binary
in the sense that they either exist or they do not. Because of this we can
substitute zeros and ones for our blanks and X’s. Exhibit 12.15 represents
this new matrix.

This is the standard way of noting a binary matrix. Additionally, as
noted earlier, there will be many times in which you want to represent
directionality in the relationship. We can use the same matrix; however, it
will no longer be symmetrical.
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EXHIBIT 12.15 Binary Matrices

Exhibit 12.16 shows an asymmetrical matrix and its resulting graph.
Modeling the following is now possible: A talks to B and C, but B

talks only to C and D. D talks to A, and C talks only to B. You will note
that our matrix is no longer symmetrical; therefore, we must depict the full
square. We can further expand our matrix’s capability by adding strength
of relationship to the mix.

If our operational requirement is to model how strongly our players are
connected, as stated earlier we can use interval level elements. If the rela-
tionship between A and B is twice as strong as that between A and C, we can
easily represent that through intervals. The matrix shown in Exhibit 12.17
illustrates that the tie between A and B is twice as strong as that between
A and C. For example, this might be valuable when analyzing telephone
toll records. Suspect A calls suspect B 100 times, whereas he calls suspect C
only 50 times. This information, when trying to determine the key players
in the organization, might be important.

DA

BC

DCBA

0110A

1100B

0010C

0001D

EXHIBIT 12.16 Asymmetrical Matrix and Related Link Diagram



P1: TIX/XYZ P2: ABC
JWBT633-c12 JWBT633-Silverstone January 11, 2012 5:46 Printer Name: To Come

Associational Analysis 241

BA
100

50

C

CBA

501000A

00100B

0050C

EXHIBIT 12.17 Relationship Strength Representation

As we indicated earlier, these square matrices are very useful for depict-
ing relationships among like objects. When we are comparing relationships
between the same type of object, whether people with people, organizations
with organizations, or transactions with transactions, there will be an equal
number of rows and columns; hence the square matrix. These matrices are
called single-mode, since they represent only a single type of object. There
are times, however, when we want to depict relationships between two
different types of objects. These are called two-mode matrices and further
extend our analytical power.

Two-mode matrices are rectangular. Unlike their square relatives, rect-
angular matrices can represent unmatched pairs. For example, while the set
of similar objects will always match up, in a rectangular matrix we may have
seven suspects whom we want to relate to four organizations. The resulting
matrix will have more rows than columns (assuming suspects are depicted
using rows and organizations are depicted in the columns). This is shown
in Exhibit 12.18.

It is from these very humble beginnings and the tremendous power of
mathematics that all social network analysis flows.

GFEDCBA

xxx1

xxxx2

xxx3

x4

EXHIBIT 12.18 Two-Mode Matrix
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Depicting simple relationships is easily done manually. We can orga-
nize our nodes in matrices, determine their relationships, and then plot
our graph very simply when we have a manageable number of modes.
As the complexity of our network expands, so too does our reliance on
the underlying mathematical theory. In theory, all the mathematical analysis
that needs to be done can be done manually. However, manual manip-
ulations of matrices, even simple ones, can be a very complicated un-
dertaking. Additionally, solid understanding of the algorithms involved is
essential. Luckily, investigators do not need to master these mathemat-
ics skills. There are a number of computer programs available to con-
duct the necessary manipulations and render a final verdict. We are not
going to, assuming we even could, explain the math. Instead, we will
identify and explain the social network measures that are most often of
concern to investigators in financial investigations. When you understand
these measures, you can enlist the assistance of the readily available soft-
ware programs to perform the analysis. The important measures are degree,
and closeness.

ANALYZING NETWORKS According to Robert A. Hanneman, a Professor of
Sociology at the University of California, Riverside, well-connected individu-
als within organizations are the most influential.12 Besides intuitively feeling
right, Hanneman’s research indicates that social network analysis empirically
supports this notion. Hanneman finds that well-connected people within an
organization have greater access to information, have greater reach among
their peers, and as a result have a greater ability to influence and direct an
organization’s movement.13 As a result of this principle, information regard-
ing how connected each individual within our criminal organization is with
each other member can help us identify key players, and perhaps points of
vulnerability.

Density Overall network density is a key concept. One measure of overall
organizational strength is the speed with which information can diffuse
across it.14 The more rapidly information can spread, the more rapidly an
organization can adapt and overcome hurdles. Density is determined by
identifying the total number of connections present, then finding the ratio
of those connections to the total number of possible connections. The closer
this ratio approaches one, the better connected (i.e., denser) the network
is. A dense network is a flexible network. A dense network by definition
contains redundancy of connections.

Connectivity An extremely important concept in assessing overall strength
of the network is connectivity. Connectivity is the ability of each actor
within the network to reach other actors. Relying heavily on the concept
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EXHIBIT 12.19 Star Network

Looking at a star network as our model, we see that this is true. In
the star, actor A is connected to every other member of the network (see
Exhibit 12.19).

In order for B to contact C, or any other member for that matter,
C must go through A. Because of A’s number of connections relative to
the total connections in the overall network (i.e., the existence of alterna-
tive channels linking B, C, D, etc.), he is in a position of influence and
therefore powerful.

Betweenness Another measure of the possible power of an actor within
a network is betweenness.20 Betweenness refers to the number of rela-
tionships that lie between other actors and a particular actor. This sounds
complicated, but in reality is a simple concept to grasp if we return to our
star network depicted in Exhibit 12.19. Person A lies between all possible
pairs of actors. Any communication between Band C, or C and E must go
through A. While sounding nearly identical to our illustration of degree, this
measure of potential power is slightly different as network size tends to
increase. In our simple star network, there are no communications in which
A does not participate. However, as the network grows, the total number
of connections will grow, and the ability for A to be involved in all of them
becomes, as a practical reality, limited. Therefore, while A may have a very
high degree in relation to other actors, comparatively few communications
must use him as an intermediary.

Now that we have discussed the main measures, let us return for a
moment to degree. As we mentioned earlier, a strong indication of actor
strength within the organization is degree. This simple statement assumes
an undirected graph (undirected graphs do not account for the direction
of relationships). In directed graphs, however, another concept must be
examined: the notion of indegree versus outdegree.

Indegrees refer to edges terminating with an actor.21 When a directed
edge connects two nodes, assuming it is not bidirectional, it will originate in
one node and terminate in the other. If A and B are connected by an edge
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originating with A and terminating in B, then B has a single indegree (the
communication is coming in to B). Likewise, in relation to that same com-
munication, A has a single outdegree, meaning one line of communication
is flowing out of A. Indegree and outdegree can be important in relation to
the power structure of an organization.

Generally, actors who have a high number of indegrees are usually
prominent within the organization. An actor characterized by a large num-
ber of communications coming into him from many other actors signifies
someone with whom many other actors are seeking a tie; they are seeking
out that actor. Conversely, actors with high numbers of outdegrees are able
to exchange information with many others and impress upon others their
views. This results in a strong ability to influence.

PUTTING IT ALL TOGETHER As we explained earlier, manually analyzing net-
works is possible, and for those times where the number of nodes and
connections make visual and manual analysis too complicated, there are a
number of software programs available.

These programs range from academic freeware to expensive commer-
cial packages costing thousands of dollars. Each has its advantages, and
depending on your level of computer skill may be easier or harder to
learn. Many of the academic packages have been developed by univer-
sity researchers in the area of social network analysis and are not criminal
investigative tools per se. However, since the measures that we have dis-
cussed are central to all social network analysis, their output will be equally
valuable to you. The commercial applications that have been developed
specifically for investigations tend to be more user friendly, often balanced
against their versatility, but compute essentially the same measurements as
their academic counterparts. Regardless of which package you consider, you
should resign yourself to spending a considerable amount of time learning
the nuances of the software.

Interpreting the results is often the hardest part. Whether you use
computer-based tools, or simply manually count connections and apply
the ratios, you will end up with some form of the measures we have dis-
cussed previously. As with all investigative tools, you must use them with
both caution and reason.

These are investigative tools, not exact measures. When you begin
using social network analysis, you must understand that, while very helpful
in some circumstances, these tools are limited. Measures of degree and
centrality can be strong indicators of organizational actors who have a high
potential to influence. Conversely, they should be looked at as nothing
more than guides. Likewise, nodes within the organization that your analysis
indicates may be points of vulnerability, may in fact be peripheral nodes
with little real connection to the organization. Remember, these are tools.
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We encourage you to use them often, but recognize their limitations and
the fact that they are poor substitutes for good solid investigative work and
intelligence gathering.

Temporal Analysis
Temporal analysis tools help organize the flow of events or data over time.
Unlike associational analysis tools that help us model relationships among
people, organizations, or groups, temporal analysis tools allow us to model
the relationship between time and some other entity. For example, a simple
timeline is a temporal analysis tool that allows us to order the events in a
sequence that we can visually comprehend.

This group includes a variety of tools. Some tools, like the time-event
chart (TEC), are obviously temporal analysis tools, while others, like the
transaction flow diagram, are less obviously temporal analysis tools. The
characteristic common to all the tools that we have grouped in this category
is their ability to help the investigator order things within a frame of refer-
ence. The most common frame of reference is often chronological time. We
have chosen to include in this category of tools TECs and simple timelines,
PERT and VIA charts, and transaction/process flow diagrams.

TECs
Timelines are the traditional tools for ordering events. Whether trying to or-
der criminal acts or investigative steps, investigators traditionally have relied
on the standard timeline. The left edge of the graph begins at a predeter-
mined date/time and each succeeding material event is charted along the
horizontal axis moving toward the right. In this type of arrangement, the
passage of time is denoted by movement to the right on the horizontal scale.
Negative time concepts, for example, two days before the theft, are denoted
by movement to the left of the zero point on the horizontal axis. These are
very simple concepts that are practically universal.

While they are universal, they are often cumbersome. Over time, your
timeline can become unwieldy in both length and detail. Most of us who
have used timelines have wrestled with the situation in which we need to
add more and more events to our timeline until there is no more room.
Likewise, sometimes making written entries on the timeline is inefficient.
For example, when charting the sequence of events in an embezzlement,
we must note each suspect transaction on the timeline. Writing out the
description of each transaction ultimately can make the timeline confusing
and cluttered. Lastly, as the investigation progresses, the timeline inevitably
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EXHIBIT 12.20 Check-Kiting Scheme

will grow as well, resulting in two, three, or even four pages of data strung
together. TECs aim to correct these shortcomings.

While none of the problems that we have cited with timelines are overly
critical, they can be frustrating. Likewise, there is nothing magical about a
TECs that will ensure you that you won’t end up with more than a single
page of information. However, TECs rely on the same psychological basis
as our associational tools—the power of graphic representation and visual
cues.

The key to time-event charting is visual clarity. Similar to our link dia-
grams, TECs use symbols and visual place holders to simplify and unclutter
the timeline. Just as graphic user interfaces and traffic signs recognize the
fact that humans can infer a great deal of information from a simple picture,
TECs harness our ability to quickly process a set of pictures and form a
relationship between them.

For example, a picture of a cigarette with a crossed circle superimposed
on it is a near-universal symbol. Independent of reading level and native
language, most people instantly will recognize the symbol as one prohibiting
smoking. The ability of symbols to communicate concepts, not simply single
words, makes them an ideal investigative aid.

TECs combine symbols with logical flow. While neither new nor
particularly revolutionary, the idea of using symbols to represent dis-
crete events on a timeline feels logically coherent. Moving from left to
right on a timeline, “reading” the pictures is very intuitive. If we care-
fully select our symbols, their shapes can convey double the information.
Exhibit 12.20 shows a simple yet effective TEC that depicts a check-kiting
scheme.

Transaction and Process Flow Diagrams
Also closely related to the timeline are flow diagrams. Like timelines, flow
diagrams often graphically represent events and slices of time. However,
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the difference is that flow diagrams usually are used to depict a single
incident that may or may not act as a representative of other events. For
example, in an investigation of a complicated embezzlement, the suspect
may accomplish the crime through a number of individual account manip-
ulations. A timeline (or TEC) shows the overall picture of the embezzle-
ment. Conversely, the flow diagram depicts a single incident of account
manipulation.

Flow diagrams are valuable in understanding complicated processes.
When confronted with a complicated scheme or a process that is unfamil-
iar, flow diagrams allow you to picture the event. For example, when first
studying accounting, many students are confused by the flow of the account-
ing cycle; it is common for instructors to use a flow diagram to illustrate
how the cycle operates. Likewise, investigators can use flow diagrams to
break down both accounting and computer processes into bite-size pieces
that become easier to digest.

Flowcharts used by computer programmers are also forms of flow dia-
grams. When a programmer first tackles a particularly difficult programming
problem, instead of setting off half-cocked, he usually will walk through
each step of the problem, using special symbols to chart what must occur
and what product will result, until the end of the process is reached. This
visual step-through process breaks down the complicated algorithm into
manageable steps. Likewise, the flow diagram can do the same thing for
investigators. Exhibit 12.21 shows a simple flow diagram.

The key to good flow diagrams is the selection of the graphic symbols.
Like TECs, the graphic symbols that you use to act as informational place
holders in the flow diagram must convey lots of information. For example,
using a picture of a stack of dollar bills to represent the flow of money is

Bank 2Bank 1 Bank 3

Loan 2Loan 1 Loan 3 Loan 4

Bar

Suspect

Illegal
Cash

EXHIBIT 12.21 Simple Flow Diagram
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a common and logical choice in a money-laundering flow diagram. Care-
ful selection of your symbols can greatly improve the readability of your
diagram.

PERT and VIA Charts
Program Evaluation Review Technique (PERT) charts are a common sight
in business and construction managers’ offices. A traditional tool of project
managers and computer programmers, PERT tools like Microsoft Project
harness the power of graphics to organize the flow of events in any critical
task. Also similar to timelines, PERT charts are a temporal ordering tool, but
with a difference.

PERT tools are more forward looking than historical. Where we tend
to construct timelines and TECs to examine events that have occurred in
the past, we construct PERT charts to plan how events must occur in the
future. Managing mission-critical processes requires tight coordination of
personnel and strict attention to deadlines. The larger these projects become,
the harder management becomes. With PERT tools, graphic place holders
on our timeline of critical events help managers stay organized.

Using PERT charts can help you stay organized among the chaos of
the financial crime investigator’s office. One of the values of PERT is its
ability to break down complicated tasks and events into their component
parts. These subparts are then charted out as a series of discrete yet related
and interconnected tasks. Breaking each task down helps to identify critical
tasks that must be accomplished before subsequent events can occur. For
example, we all take pouring a cup of coffee for granted; however, using
PERT, we can see that there are a number of critical subtasks that must
occur in exact sequence before we can pour our first cup.

You cannot pour the cup until the pot stops brewing. Likewise, the
pot cannot brew until the water is poured in and the filter is in place.
We cannot put the filter in place until we measure and pour the grounds.
Thinking of such a simple routine task in relation to its component steps
clearly illustrates the complications that might arise in a financial crime
investigation involving multiple investigators, thousands of documents, and
dozens of interviews.

Visual Investigative Analysis (VIA) is the PERT chart’s brother. PERT is
a tool that often is used to plan an investigation. Conversely, VIA is used to
deconstruct a criminal episode. First used by the Los Angeles Police Depart-
ment to aid in the investigation of the assassination of Robert Kennedy, VIA
is an adaptation of PERT.22 It later was used in such famous investigations
as the Zodiac and Slasher killers in California.23

PERT and VIA are valuable because they are flexible. Like many
other investigative tools, PERT and VIA can be adapted to many different
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situations. As evidenced by their varied use from the Kennedy assassination
to the Zodiac killer investigation, they can be molded to fit the facts of the
case. The key to their success in that regard is their foundation on a core set
of symbols and rules. There are four main categories of symbols: activities,
events, bursts, and merges.

ACTIVITIES These are processes that take up time, and on which the re-
mainder of the process or investigation depends. For example, an activity
might be an interview with the comptroller of ABC Company. Clearly, this
particular task dictates the outcome of the remainder of the investigation.
In VIA and PERT, lines and arrows frequently represent activities.

EVENTS These are milestones in the process. Unlike activities, events are
the intermediate goals within the overall process. For example, an event
might be the execution of a search warrant at the headquarters of ABC
Company. Events can be further broken down.

Using our search warrant example, we can see how this might work.
Search warrant execution is the event. Within that larger event there are
other subevents that must occur in a particular order. We must arrive at
the premises, knock and announce, enter, serve the warrant, collect the
evidence, and so on. There are generally two symbols used to depict events.
Triangles frequently represent starting and ending events within the process,
and circles represent processes within the event. In our search warrant
example, we use a triangle to depict our arrival; circles represent the knock-
and-announce, entry, and execution; and a triangle would signify the deposit
of the evidence into the evidence storage facility.

BURSTS A burst is an event that kicks off a series of simultaneous events.
We commonly depict bursts using a circle with three activity lines growing
from it. Bursts are critical phases of an investigation or criminal act that,
although simultaneous, are undertaken independently. For example, the
CEO of ABC Company places a call to the accounting firm ordering it to
begin destroying all working papers related to the most recent audit. Three
different branches of the firm then begin carrying out the CEO’s request.
While the CEO’s action triggered the events, they were independent and
carried out simultaneously.

MERGES Merges are similar to bursts, with the difference that multiple
simultaneous activities culminate in one event. While bursts are activities
that must begin simultaneously, merges are the events in which several
critical activities end. A merge must occur in order for subsequent events to
occur. A merge often is depicted using multiple activity lines converging in
an event circle. An example of a merge event would be structured purchases
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much detail must I achieve in my chart? These are all valid and important
questions.

Once you have answered these questions, you are in a much better
place to begin charting. The remainder of the charting process should be
more mechanical than anything. In fact, the act of thinking through and ac-
tually charting the events will help you internalize a stronger understanding
of the crime, independent of the chart itself.

Conclusion
In this chapter, we have introduced you to a number of powerful tools
to help in analyzing your case. While no tool can take the place of solid
investigative work, they can aid you in staying organized and understanding
difficult topics.

Whether you are trying to visualize the structure of an interlocking
directorate in an unfair competition case, or simply trying to understand the
path a particular invoice took through the victim company, these tools can
help you reach your goal. While these tools are different, they all share the
common element of visualization. As we have said repeatedly, visualizing
difficult concepts through graphic representation is often the only way to
make them clear. As you move on to the next chapter, we hope that you
will add these tools to your investigative repertoire and use them frequently.

In the next chapter, we will expand on the concept of visual analysis
and introduce you to another visual tool with a slightly different approach.
While the tools from this chapter examine relationships among organiza-
tions, people, and events, the tools introduced in Chapter 13 will help you
visualize relationships between pieces of evidence.
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CHAPTER 13
Inferential Analysis

Introduction
In Chapter 11 we introduced you to a simple hypothetical in which we were
attempting to prove that the defendant killed his wife. In that rudimentary
example, the line of logic was simple. We found the defendant’s glove at
the scene with the victim’s blood on it. The logic of the argument seems to
compel the conclusion that the defendant committed the murder. It is rare
that the logic of a case is so simple. It is even rarer that the logic of a financial
crime case is that simple. On the contrary, most financial crime cases suffer
from a double curse. First, the sheer mass of evidence is incomprehensible.
Second, the logic necessary to prove the case often is composed of several
interlocking and conjunctive lines of argument formed in a proposition
of alternatives.

This form of allegation can confound the investigator and can bog down
an investigation that lacks a strong focus. To avoid this miring effect, you
must organize your investigation and construct it from the simplest logic
possible. The tools in this chapter will help you do that.

How Inferential Analysis Helps
Deconstructing the legal theory of the case into the ultimate probandum
and penultimate probanda is the first step. In legal terms, a probandum is
simply the proposition we want to prove. Therefore, the ultimate proban-
dum is that final proposition we are trying to prove. In most cases, the
ultimate probandum will be that the defendant committed the criminal
act. The penultimate probanda (plural of probandum) then become all the

255
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intermediate propositions that we must prove on our way to proving the
ultimate probandum.

When we talk about deconstructing the case we simply mean that we
analyze what we intend to prove. The crime that we believe the suspect
has committed will ultimately dictate what the ultimate probandum and
penultimate probanda are. Once we have defined these propositions, we
may move on to the second step.

The second step focuses the efforts of the investigative team by estab-
lishing the lines of argument leading up to the ultimate probandum. These
lines of argument should always dictate and focus our investigative effort.
If your lines of argument are weak, so is your focus.

By organizing the lines of argument of your case into coherent discrete
lines leading up to your ultimate probandum, you can analyze both the
explicit and implicit inferences that jurors must draw in order to reach the
ultimate conclusion (guilt). As a graphic representation of both the lines of
logic and how the evidence fits within them, an inference network visually
alerts the investigative team to areas in need of support, areas that lack
logical basis, and areas of potential attack. The third step is to create an
inference network.

What Is an Inference Network?
Inference networks make implicit inferences more obvious and allow you to
see more clearly those sneaky generalizations we mentioned in Chapter 11.
The hope and purpose of the inference network are to point out your folly
and allow you to react before the prosecutor (or defendant) does. After you
have recognized the weakness, you can reorganize your efforts in a more
directed, purposeful way.

An inference network is a graphic representation of an inferential rela-
tionship. Graphic models provide a natural tool for dealing with uncertainty
and complexity. They provide us with an intuitively appealing interface by
which we can understand highly interactive sets of variables. Often used for
problems in applied mathematics and engineering, graphic models provide
a natural framework within which to examine the multivariate nature of
legal proof and logical argument.

Bayesian Networks
Graphic models offer us a way to view all the variables in our reasoning
problem, express assumptions, and facilitate making inferences from ob-
served data. In the context of legal investigation, an inference model can
allow us simultaneously to assess all our variables—evidence—and follow
the flow of our argument in a logical fashion.1
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A
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D

C

EXHIBIT 13.1 Variables in a Causal Relationship

Many forms of graphic models for representing inference networks exist,
from Bayesian networks2 to Markov networks.3 Generally, however, all
inference networks consist of nodes, often called vertices, and links known
as edges (these terms should be familiar to readers from Chapter 12). In
a traditional Bayesian inference network, the vertices in the graph will
correspond to variables within the problem we are modeling. Similarly,
the edges correspond to relationships that exist between pairs of variables.

In Exhibit 13.1, the nodes A, B, C, and D represent variables in a
causal relationship. For example, if D represents an event—my car will not
start—the vertices A, B, and C may represent possible causes for the event.
Like most real-world situations, the event “my car won’t start” is not a binary
relationship.

Instead, more than one variable may be the cause of the event D. If
we allow B to represent the condition “I am out of gas” and C to represent
the condition “my battery is dead,” our model becomes a more accurate
representation of a real-life problem. Our model tells us, graphically, that
there are two possible causes of our event—either B or C. Bayesian networks
of this type are helpful both in diagnostic reasoning, known as “bottom-up”
reasoning since it works from event to causation, and in causal or “top-
down” reasoning because it helps compute the probability that an event
will occur given a predecessor event.

Diagnostic Models
Diagnostic models often incorporate Bayesian techniques to help choose
from among several competing hypotheses. For example, using Bayesian
decision-making techniques, Microsoft has created its infamous anthropo-
morphic Office AssistantTM paperclip. Using Bayesian decision-making tech-
niques, the paperclip offers context-sensitive advice to users based on the
program in use and other real-time data.4 Similarly, Microsoft’s new Mobile
Manager takes a vast amount of information about the nature and content
of incoming e-mail into account in order to sort, filter, and forward the
message based on Bayesian decision theory.5
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model will aid criminal and civil investigators in their pursuit of legal proof
much like Wigmore’s chart method, but using a slightly different perspective.

Investigative Inference Analysis
The Language
The first task in designing our inference model is the definition and expli-
cation of language. In this case, the “language” derives from a palette of
standard graphic symbols, combined with syntax for ordering them. In a
way no different from traditional language systems, our inference network
language must provide the words as well as the punctuation that gives them
meaning. Also in a way only slightly different from traditional language, our
system can benefit from some broad general rules as a starting point. In this
case, we may begin by discussing the nature of a mixed mass of evidence.

The term “mixed mass of evidence” refers to the notion that we prove
cases through evidence that is heterogeneous, not homogeneous.8 In other
words, a case is built on evidence of different types and probative value.
Although not a difficult concept to understand, it is important to define for
the reader exactly the distinction between type and probative value in the
context of this system.

In general, we will use the term “type” to refer to the extrinsic quality
of evidence. For example, fingerprints, documentary evidence, trace fibers,
and DNA evidence are all different types of evidence for our purposes.
We will use the term “probative value,” on the other hand, to discuss the
inferential weight of an item of evidence.

In the legal context, probative force refers to cogency, or the weight
and impact the evidence will exert on the jury. Although our definition of
probative force is nearly identical, since we are after all trying ultimately to
convince the jury of the defendant’s guilt, we will think of it in a slightly
different way. We will think of it in terms of its inductive and deductive
qualities. We will think of probative force in terms of how strongly it sup-
ports or defeats the logical steps in our inferential chain. We should think
of probative value, then, in terms of the mode in which the evidence tends
to prove the ultimate fact. For practical purposes, we are speaking of the
difference between direct and circumstantial evidence.

We use the term direct evidence to describe evidence that directly
proves the ultimate fact in issue, with no intervening inferential steps in
between.9 Because direct evidence usually comes in the form of testimony
from an eyewitness who actually heard, saw, or touched some thing or
event, its probative value is high. If an eyewitness takes the stand and tes-
tifies that on Friday morning he observed the defendant take out a gun
and shoot the victim, he has given direct testimonial evidence, which, if
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believed, directly proves that the defendant did in fact kill the victim. As
such, the inferential value is high and we should accord it appropriate
weight within our system of analysis.

Conversely, circumstantial evidence is evidence that indirectly proves
the ultimate fact in question.10 Circumstantial evidence consists of evidence
that builds up inferences tending to show that the ultimate fact occurred. It is
evidence from which the finder of fact can infer other facts based on the cir-
cumstances. Clearly, then, circumstantial evidence requires more inferential
steps between subordinate facts and the ultimate fact in question. It is im-
portant to caution the reader at this point not to confuse issues of credibility
and corroboration with the probative value of evidence in this context.

Normally, probative value is the sum of both credibility and the nature
of the evidence, either circumstantial or direct. However, for the purposes
of constructing our graphic inference, we will address issues of credibility
separately. For now, we want the reader to focus on the differences inherent
in the two forms of evidence. If, for the sake of argument, we assume
that the credibility and reliability of both witnesses—the one providing
testimony regarding the ultimate fact and the other providing testimony
regarding circumstances from which inferences about the ultimate fact may
be drawn—are equal, the probative value of their testimony becomes easier
to evaluate. In turn, the discrete inferential steps between our evidence and
our ultimate probandum become more easily definable.

Introduction to the Symbols
The first symbols in our language palette, then, must represent the differ-
ence between circumstantial and direct evidence. This is true because the
key to organizing our argument is in being able graphically to see where
the weakest and strongest links are being made. Circumstantial arguments,
which are by definition weaker, must be readily distinguishable from direct
arguments.

Exhibit 13.2 introduces the first two symbols our system uses: the circle,
to represent circumstantial evidence, and the square, to represent direct
evidence. To this limited palette, we must add a few more symbols that
are basic.

Circumstantial Evidence Direct Evidence

EXHIBIT 13.2 Symbols for Circumstantial and Direct Evidence
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First, in order to represent real evidence, evidence that the fact-finder
will physically perceive, we will use the symbol for infinity: ∞. We can
use this symbol to represent both testimonial assertions and tangible phys-
ical evidence. For example, we can use this symbol to represent either
eyewitness testimony regarding the location of a weapon or the actual
weapon itself.

Next, we must assign a symbol to represent propositions that will be
either stipulated to by the defense or taken as judicially noticed by the fact-
finder. For example, in a divorce case it is necessary to prove that a legal
marriage exists at the time of the action. If this fact were uncontested, it
would be helpful to have a way to represent this in the chart. Similarly, in
the criminal arena, certain facts may be subject to judicial notice without
extensive proof. Scientific facts, foreign laws, and other uncontroversial
matters are often subject to such notice. By providing a symbol to depict
this condition, we graphically identify areas of the investigation where we
need to do no further investigation. We will use the proofreader’s paragraph
symbol to represent this condition—¶.

As we discussed earlier in reference to the need for graphic analysis,
generalizations often play crucial roles in the proof process. As we stated,
they are often hidden and sometimes the center of uncertainty in our in-
vestigative logic. Because we base our generalizations on common-sense
assumptions, they are often not supported by evidential proof, so represen-
tation by other evidentiary symbols would lead to confusion. However, they
are clearly circumstantial arguments by their very definition, and it is imper-
ative that we identify them so that their role in our investigation becomes
clear. We will depict generalizations within the chart using the symbol �.

This rudimentary set of symbols will allow us to depict certain nodes
within the investigative chain—in other words, individual propositions
within the overall flow of proof. These nodes of evidence are worthless, in
terms of the overall picture, unless we can represent their interrelationship
to one another. After all, the power of Bayesian networks and their offspring
is in their ability to make visually clear the influence each node has upon
the others within the problem space. Enter the simple directional arrow (see
Exhibit 13.3).

Using directionally oriented arrows, we can clearly represent the flow
of the theory of proof from one proposition to another. These symbols give
us the ability to order logically and graphically the propositions within our

EXHIBIT 13.3 Directional Arrows
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EXHIBIT 13.4 Right/Left Vertical Triangles

investigative chain. Finally, to our growing basic palette of symbols we will
add the two signs shown in Exhibit 13.4.

We will use the right- and left-facing vertical triangles to represent
lines of logic that detract from our main theory and corroborating lines of
logic, respectively. We will discuss the use and flexibility of these final two
symbols in more detail later, but for now their introduction to the reader
will suffice. Exhibit 13.5 is a summary of our basic symbol palette.

A Word about Supplemental Symbols
One of the most powerful aspects of inferential models is their ability to deal
with a variety of different situations. As such, our basic inferential model
with its basic symbol palette should be more than adequate to deal with any

Circumstantial Evidence

Direct Evidence

Real Evidence

Stipulation or Judicial Notice

Generalization

Corroborating Relationship

Alternative Theory

Direction of
Relationship

EXHIBIT 13.5 Basic Symbol Palette
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investigative situation that arises. However, inferential models in general
lend themselves well to adaptability. This intrinsic adaptability provides
even more flexibility because you can modify the basic system so that you
can illustrate new or unique relationships, and graphically plot their cause,
effect, and influence.

Given that unique situations might arise in the course of real-world
application of investigative inference models, you can make additions and
modifications to the basic palette of symbols at any time. For example,
certain applications may call for a more well-defined, or specialized, way
of representing an alternative theory or explanation. In that case, we can
create a new symbol to represent succinctly perhaps an alibi, a defen-
dant’s argument or affirmative defense, or any other condition that needs
greater clarity.

The introduction of the new symbol gives the model more visual impact
because it allows the users to immediately recognize lines of argument or
investigative flows that relate to that particular condition. A new symbol
must meet three requirements: (1) The symbol must be well defined; (2)
the symbol must be unique; and (3) its use must be consistent.

If a symbol is introduced without a universally agreed-upon definition,
confusion instead of clarity will ensue. Similarly, if each symbol represents
more than one condition, say circumstantial corroborating evidence and alibi
evidence, its visual impact and logical clarity will be lost. Finally, related to
uniqueness is consistency.

Consistency allows the user to recognize immediately, from argument
to argument, that certain logical propositions are being pursued. By rep-
resenting each similar logical investigative proposition with the same sym-
bol, immediate recognition will result. Otherwise, the user of the chart will
spend needless time examining definitions and symbols, trying to internalize
a labyrinthine set of variables with no coherent similarity.

Finally, although not a requirement, we highly recommend that any
adaptation or expansion of inference models strive for simplicity. The beauty
of the graphic representation of complex relationships is lost when the
model becomes nearly as complicated as the relationship itself. For that
reason, the fewer symbols your system contains, the easier it will be to
clearly see the relationships and evaluate their influence on one another.
The goal, then, as we see it, should be to represent accurately each unique
fact pattern with as few symbols as possible. Avoid superfluity.

The Key List
As we have said, the beauty of graphic models lies in their simplicity. This
simplicity is lost when the model contains more information than is nec-
essary. For this reason, the key to effective investigative management with
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gunshot wound to the head. A .38-caliber revolver was lying three feet from
Frank’s body. A neighbor observed Frank’s girlfriend, JoAnn, enter Frank’s
apartment at 4:00 P.M. on the day of the murder. The UPS driver observed
a woman matching JoAnn’s description leave his apartment at 5:30 P.M. that
same day. A witness heard a gunshot in the area of Frank’s apartment at
5:10 P.M. JoAnn’s best friend stated that JoAnn was planning to break up
with Frank after she found out that Frank had slept with another woman.
Responding officers located an apparent handwritten suicide note, covered
in blood and signed in Frank’s name.

As discussed previously, our ultimate probandum is the ultimate fact
that we are attempting to prove. The penultimate probanda are, therefore,
the component subfacts that we must prove in order to prove the ultimate
fact. As an example, we will construct our ultimate probandum as follows:
“JoAnn murdered Frank.” We must break this ultimate fact down further,
however. The penultimate probanda for this scenario could be stated as
three subpropositions as follows: “Frank is dead”; “Frank did not die of
natural causes”; and “it was JoAnn who killed him.” Now, using our first
four statements, we can begin to assemble our key list.

Beginning the Construction of Our Key List
The first statement in our key list is “JoAnn murdered Frank.” We assign
this statement number 1, since it is the starting point of our inquiry. We
follow this statement with our penultimate probanda, “Frank is dead,” “Frank
was murdered,” and “it was JoAnn who killed him,” numbers 2, 3, and 4,
respectively. Next, our intuitive abilities and our deductive and inductive
reasoning skills get a workout.

It most likely will be easiest to begin by analyzing the supporting propo-
sitions underlying probandum number 2. (We have switched the structure of
the sentence to place “Frank is dead,” before “JoAnn murdered him,” since
it will be easier to prove that Frank is in fact dead than to prove that JoAnn
killed him. This allows us to logically assign Frank’s death to proposition 2
in our key list—not a requirement but as a matter of housekeeping, more
orderly.) Using this proposition, we must look for the supporting evidence
to prove it.

Since there is a body, we likely will have a wealth of evidence from
which we can support our proposition. It is likely that the medical examiner
responded, or at least conducted a subsequent postmortem examination of
Frank. Given that, she will be in a position to testify regarding Frank’s state
of health. We now have proposition number 5, “Medical examiner Jones
reports that Frank is dead.” In creating our key list, it is important that
we do not overlook trivial steps such as making explicit the medical ex-
aminer’s testimony. Similarly, it is important to make distinctions between
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EXHIBIT 13.6 Initial Key List

various forms of evidentiary support. For example, although the medical
examiner undoubtedly will testify at trial, the basis for her testimony will
be her report on the autopsy. Therefore, it is imperative that we include in
our key list an entry for the autopsy report. Attention to detail in this re-
gard can make the difference between productive analysis and time-wasting
exercises.

After making this adjustment, we renumber our key list (an example
of the reflexive nature of this type of analysis). Medical examiner Jones’s
testimony is now number 6, and the autopsy report is number 5. Given this
simple scenario, the line of logic is easy to visualize in our heads. If all cases
were this simple, an investigative inference would be unnecessary. After all,
we prove that “Frank is dead” by the autopsy report, which is authenticated
by Dr. Jones’s testimonial evidence. This is a short, straight—as opposed
to a bifurcated—line of logic, with very little room for inferential error.
You will learn through experience that not all lines of exploration are so
straightforward.

Having “proven” or at least built a chain of inferences that lead us to
believe that Frank is dead, we can turn our attention to the more difficult
task of proving that he was both murdered and that JoAnn did it. First,
Exhibit 13.6 presents our key list, as it looks now.

Because we have phrased proposition 3, “He did not die of natural
causes,” proposition 7 becomes “Frank died of a gunshot wound.”

Again, given the evidence that confronts us, we may or may not be more
certain than not that Frank was murdered. If there is uncertainty, as here,
then we must chart both propositions in order to avoid tunnel vision and
false conclusions. The problem with this is that the propositions, “Frank
was shot by someone else” and “Frank committed suicide” appear to be
irreconcilable propositions; they cannot coexist in a logical world. How,
then, do we represent them in our key list?

At this stage, we do not have to worry about dealing with this polemic.
We simply list both opposing propositions in the key list and address it later
during the charting phase. The two propositions become number 8, “Frank
was shot,” and number 9, “The gunshot wound was self-inflicted.”
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Expanding Our Key List
We have now listed the ultimate and penultimate probanda in our scenario.
Next, we must scour the hypothetical, or in the real world evaluate our
evidence, and extract from it the remaining evidentiary propositions that
naturally flow from the facts—including generalizations. In compiling our
key list, the remaining order, or the initial order for that matter, is not
of great consequence. However, for cosmetic purposes and for purposes
of readability, deconstructing the ultimate and penultimate probanda and
assigning them numbers first is usually best.

From the remaining facts of our hypothetical, we can cull the following
additional evidentiary points:

10. Landlady discovered body in bathroom.
11. Body was in bathroom.
12. Landlady’s testimony.
13. Frank was killed in the bathroom.
14. Frank was killed with a gun.
15. Witness no. 1 saw JoAnn enter the apartment at 4:00 P.M. on day of

murder.
16. Witness no. 1’s testimony.
17. Witness no. 2 heard a gunshot in the area at about 5:10 P.M.
18. Witness no. 2’s testimony.
19. Witness no. 3 saw a woman matching JoAnn’s description leave Frank’s

apartment around 5:30 P.M.
20. Witness no. 3’s testimony.
21. JoAnn was at Frank’s apartment at 5:10 P.M.
22. Frank died at 5:10 P.M.
23. People who have a strong motive to act, usually act.
24. Jealousy is a strong motive.
25. JoAnn was jealous.
26. Frank was cheating on JoAnn.
27. Witness no. 4’s testimony about Frank’s cheating and plans to break it

off with JoAnn.
28. Frank was planning to break up with JoAnn.

Invariably, the reader has picked out some propositions and general-
izations that we may have overlooked or excluded from this list. Although
thoroughness is important, at this stage an exhaustive listing is not neces-
sary. As you will see, there is room for addition, refinement, and deletion
as we test our hypothesis during our investigation.

Speaking of hypothesis, it is clear from the facts that a hypothesis
emerges that may explain the sequence of events that led up to Frank’s
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EXHIBIT 13.7 Circle
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EXHIBIT 13.8 Relationship of Ultimate and Penultimate Probanda
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EXHIBIT 13.9 Underlying Propositions

Next, we plot the relationship between the ultimate probandum and
the penultimate probanda—numbers 2, 3, and 4—as shown in Exhibit 13.8.

Ultimately, if we can prove numbers 2, 3, and 4, we can prove
number 1.

PLOTTING SUPPORTING PROBANDA As we discussed earlier, proving num-
ber 2 depends on testimony from Dr. Jones relating to her autopsy of Frank
and the resulting autopsy report. The underlying propositions for this node
of the chart would look like the illustration in Exhibit 13.9.

In Exhibit 13.9, nodes 5 and 6 represent Dr. Jones’s autopsy report and
her testimony, respectively. As such, we place the symbol depicting real
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EXHIBIT 13.10 Relationship of Subfacts

evidence inside the nodes. This makes it clear that some physical evidence
exists that supports that inference. In node 5, it is the actual autopsy report.
In node 6, it is Dr. Jones’s testimony. Similarly, we can show Dr. Jones’s
testimony using the direct evidence symbol. Although Dr. Jones is not a
witness to the murder itself, she is a direct witness who will testify to the
ultimate fact relative to Frank’s state of health, that is, his death. Inasmuch
as the analysis of our case reveals that no further decomposition of this line
of argument is necessary, our charting for node 2 is complete.

CHARTING ALTERNATIVE THEORIES Charting the relationship of the subfacts
to probandum number 3 is very similar. The reader should note the use of
the alternative theory symbol in Exhibit 13.10. As we stated earlier, Frank
could have killed himself.

Since proposition number 4 stands for the assertion that JoAnn caused
Frank’s death, we need to represent the competing hypotheses that would
explain the origin of the gunshot wound as self-inflicted. Proposition 9
(Frank’s wound was self-inflicted) offers an alternative theory. We can chart
this possibility using the “>” sign to denote an alternative cause of the
gunshot wound. As we uncover new evidence and test new hypotheses,
we can add nodes onto either chain until one or the other appears the more
likely of the two explanations.

Charting the Remainder of Our Hypothetical
Charting the relationships between the evidence and our hypothesis con-
tinues until we have worked all the remaining items in our key list into our
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inference model. We urge the reader to chart the rest of the case for him-
or herself. Pay particular attention to lines of logic originating with general-
izations. Note that some propositions at first might appear overly simplistic,
such as, “Frank was killed with a gun,” and, “Frank died of other than natural
causes.” These two statements seem redundant and almost simpleton-like
statements of the obvious. In our example, these two statements are so nat-
urally obvious that charting them seems somehow obsessive. It is precisely
this type of attention to detail and deconstruction of the logic of argument
and reasoning that make inference models effective tools for investigative
tasks. Because the proposition, “Frank died of other than natural causes,”
is a natural inference flowing from the proof that he was killed with a gun,
our example seems obvious. If the logic was faulty, or the premise was not
so universally accepted, our chart would point it out.

We see an example of this when we begin to examine the underlying
generalizations in our key list. When we examine the underlying logic of
proposition 4 (JoAnn killed Frank), we see that inferences 21, 22, and 13
are straightforward—JoAnn was at Frank’s apartment at 5:10 P.M., someone
killed Frank at 5:10 P.M., and Frank was killed in his bathroom (which is in
his apartment), respectively. Inference number 23, however, is less obvious
but just as necessary to prove in order to develop probable cause to believe
that JoAnn did it.

We have stated number 23 as the proposition that “People who have a
strong motive to act, usually act.” This proposition goes directly to JoAnn’s
motive for killing Frank (jealousy) and, although not an element of the
crime, certainly constitutes relevant evidence. Wouldn’t it have been just as
easy, and required two fewer inferential steps, to simply state JoAnn killed
Frank out of jealousy? This is easier, but not as accurate.

Simply stated, the beauty of the inference model is contained in its
ability to help identify fallacies of logic. This requires recognition of all un-
derlying generalizations—systematically. Propositions 23 and 24 are broad
generalizations regarding jealousy and their effect on human behavior. If
either generalization in this case does not hold true, the force of our evi-
dentiary chain leading up to JoAnn is destroyed. If the generalization that
jealousy is a strong enough motive to make someone murder is not univer-
sally accepted—at least by the universe that constitutes our jury—then all
propositions and inferences that flow from it crumble.

When we conflate the logical steps into one overgeneralization such as
JoAnn killed Frank out of jealousy, we are stating what we wish to prove.
We are glossing over what we ultimately must convince the jury of—the
fact that human jealousy is a sufficient motive for murder—in order to make
our larger proposition believable.

In obvious arguments such as this one, the damage may be minimal.
In this case, fortunately, there are several remaining inferences that seem
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to point equally toward JoAnn as the guilty party. The reader, however,
could easily imagine a situation in which this is not the case. Getting into
the habit of carefully deconstructing each proposition into its component
generalizations is good practice and can serve you, the investigator, well
when you encounter truly tenuous leaps of logic.

Ultimately, you will face a situation where an item in the key list may
tend to support or disprove more than one penultimate probanda. For
example, number 5, the autopsy report, would logically be valuable in
establishing both that Frank was dead as well as the cause of Frank’s death.
Similarly, Dr. Jones will likely be a necessary witness to both elements of our
penultimate probanda. This is not a problem. The flexibility of our model
allows for this type of redundancy. In fact, the ability for a proposition to
appear in more than one place is a crucial element in this model’s flexibility.
To accomplish this we simply re-plot that item in its proper place within the
inferential chain in which it is a support element. It is acceptable to have
some repetition within the chart, as with Dr. Jones’s testimony appearing in
two separate lines of argument.

Accordingly, individual investigators often will develop charts with dif-
ferent lines of logic reaching the same conclusion. Neither investigator is
necessarily more correct. Nor does one more accurately describe the inves-
tigative effort than the other does. It is simply a matter of approaching the
same problem from different perspectives.

In fact, as long as the logic that underlies the inferential steps
within each segment of the chart is sound, there are a large number of
“correct” charts.

Some Tips for Charting Success
Charting the model is an inherently personal process exhibiting a great
deal about the reasoning process of each individual investigator. As we
stated above, you can reach a successful conclusion via any number of
routes. However, we need to consider a few key notions when charting the
investigation—especially where the investigation is complex.

Top Down
First, try to chart from the top down. Although there is no hard-and-fast
rule governing the best pattern to use, top-down charting offers some ad-
vantages. It has a more intuitive feel because you are thinking from general
to specific. You are working from the general statement about who killed
Frank, down to the minutest detail such as that the gun was found three
feet from the body.
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Top-down charting also allows you to plan the chart more efficiently.
By using top-down methodology, your physical layout of the chart becomes
more apparent. Invariably, you will end up squeezing new probanda into
tight spaces in the end, but using the top-down paradigm tends to reduce
this inevitability.

Modular Charting
Second, plot the chart in segments. When you use a modular approach to
plotting, it makes organization and layout easier. Modularity makes for a
less crowded, simpler-looking chart. After all, simplicity and ease of visual
reference are our goals.

Finally, as we have seen in our example, charting complex investiga-
tive problems often requires duplication of nodes. In our hypothetical, Dr.
Jones’s autopsy report is valuable to proving more than one proposition.
Similarly, a responding officer’s observations and crime scene search are
necessary to prove some physical aspects of the scene. As such, these items
necessarily will appear in more than one area of the chart. It is, therefore,
imperative that a common number apply to all instances of that witness’s
testimony appearing on the chart. In other words, do not switch numbers
on the same witness in the middle of the chart. If Dr. Jones appears under
number 6 in segment 1 of the chart, she must remain number 6 for the
remainder of the chart.

Applying the Chart to the Investigative Process
Once the chart is completed, or at least the initial chart is completed, the
focus turns to how we synthesize it into the overall investigative process.
As a reasoning tool, you can use the chart to help clarify where your case
is and where it needs to go.

Using this model, we can test our assumptions about how the events
unfolded. For example, in our hypothetical, if we wish to explore the possi-
bility that Frank committed suicide, we could examine the inferences leading
up to node 9 in order to test our logic. The self-inflicted gunshot wound
and the evidence of a suicide note logically lead us to deduce that Frank
may have killed himself. Reasoning from the evidence to the conclusion
is common in investigating a crime. Abductively, however, our model can
offer us other avenues of assistance—avenues that may help us uncover
more clues or eliminate one of several competing hypotheses.

Instead of following the logic from the bottom to the top, we select a
proposition or inference and we propose underlying logic to support it. For
example, in inference number 9 we propose that Frank’s death was suicide.




