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Preface

This volume contains the papers that were presented at the 3rd International
conference on Computer and Communication Technologies (IC3T 2016) held in
Department of Computer Science & Engineering, Devineni Venkata Ramana &
Dr. Hima Sekhar MIC College of Technology, Vijayawada, during November 5-0,
2016. IC3T 2016 aims to provide a forum for exchanges of research results and
ideas, and experience of applications among researchers and practitioners involved
with all aspects of computing and communication technologies. Previous editions
of the conference were held in CMR Group of Colleges, Hyderabad, under the
guidance of their management and Dr. Srujan Raju. The IC3T 2016 received total
398 submissions. Each of which was peer-reviewed by at least two members of the
Program Committee. Finally, a total of 63 papers were accepted for publication in
this proceeding. The IC3T 2016 was technically supported by Div-V of Computer
Society of India. Several special sessions were offered by eminent professors in
many cutting-edge technologies. A pre-conference workshop on multi-disciplinary
research challenges and trends in computer science was the highlight of this meet.
Topics on sensor networks, wireless communications, big data, and swarm opti-
mization were discussed at length for the benefits of the participants, and guidance
to research direction was provided. An excellent author workshop on “How to write
for and get published in Scientific Journal” was conducted by Mr. Aninda Bose,
Senior Publishing Editor, Springer India Pvt. Ltd, Delhi, India.

We would like to express our appreciation to the members of the Program
Committee for their support and cooperation in this publication. We are also
thankful to the team from Springer for providing a meticulous service for the timely
production of this volume. Our heartfelt thanks to secretary and other management
members of Devineni Venkata Ramana & Dr. Hima Sekhar MIC College of
Technology for extending wholehearted support to host this in their campus.
Special thanks to all guests who have honored us in their presence in the inaugural
day of the conference. Our thanks are due to all special session chairs, track
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managers, and reviewers for their excellent support. Last but certainly not the least,
our special thanks go to all the authors who submitted papers and all the attendees
for their contributions and fruitful discussions that made this conference a great
success.

Vijayawada, India Suresh Chandra Satapathy
Lucknow, India Vikrant Bhateja
Hyderabad, India K. Srujan Raju
Kanchikacherla, India B. Janakiramaiah

November 2016
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Approach Towards Increasing Efficiency
of Communication Protocol in Wireless
Sensor Network Using Modified Routing
Protocol

Rashmi Jain, Abhinav Kumar and Kunal Gupta

Abstract Wireless Sensor Networks (WSNs), have served humankind to screen
nature of the spots which are impossible. The sensor hubs have constrained vitality
to sense and send the information. The utilization of vitality ought to be effective so
that system lifetime and also the throughput is moved forward. A portion of the
directing conventions have been conceived to course the information detected by
the sensors in the WSN are pointed to be vitality proficient. Grouping based Energy
effective Steering conventions principally harp on expanding the lifetime as well as
execution of the system. Drain based conventions can be adjusted to give a system
more lifetime and enhanced execution. In this paper, we have investigated and
thought about two WSN conventions, Neural M-GEAR, MGear and
Neural LEACH, Leach on the grounds of system lifetime and execution of the
system.

Keywords LEACH - MGREARNEURAL - NEURALLEACH

1 Introduction

Upgrades in calculations open numerous ways to new advancements in current
innovation. Remote Sensor Systems (WSN) are giving administrations to human-
kind to accumulate the data in basic ecological conditions. WSNs can be utilized to
gather data from war field to screen family unit gadgets or robots. The proficient
utilization of assets dependably enhances the execution of the system. The exe-
cution of the WSN is enhanced by expanding the lifetime of the WSN [3]. Low
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power devouring directing convention keeps up the vitality level of the system
higher to enhance lifetime. The sensor hubs utilized as a part of WSNs have a
restricted force source. The objective of a sensor hub is to sense the environment
and send the detected information for further preparing. For each WSN there exists
a Base Station (BS) which gets and gathers the information sent by the sensor hubs.
The vitality which is spent on sending a k bit information is a great deal more than
getting k bit information [3]. Vitality to send one piece of information relies on the
separation between the sender hub and the collector hub. On the off chance that
sensor hubs were to send information straightforwardly to the BS the hubs which
are more remote need to spend more vitality to send k bit information to BS [3]. So
the sensor hubs which are situated a long way from the BS would kick the bucket
sooner than the sensor hubs which are found closer to BS (Fig. 1).

Etx(d) = Eelec * k Eamp * k % d2 = d ERxEelec * k

To keep this imparity and enhance the lifetime of WSN LEACH was proposed
by Heinzelman et al. [3]. Drain is a bunching based steering convention for WSNs.
The sensor hubs are made to structure a few bunches in the detecting locale. Filter is
a self arranging, versatile grouping convention that employments randomization to
disseminate the vitality stack equally among the sensors in the system [3]. A bunch
head (CH) is picked at each round in a bunch. All sensor hubs in a bunch transmit
information specifically to the neighborhood CH. At that point CH assembles all
information from sensor hubs in the group and sends the information to BS. After
each cycle another bunch head is chosen. In this paper two directing conventions
M-gear and MODLEACH have been broke down and thought about. M-gear [1]
was proposed by Nadeem et al. is LEACH based directing convention for WSNss.
MODLEACH [2] was proposed by Mahmood et al. is additionally a LEACH based
convention for WSNs.

E.(d) :
K bit packet Transmit T ' Y
——— > Elcctronics — Amplifier —
Eetec*k Eamp*k*d’> d
Exx
K bit packet Receive
¥ Electronics
Eetec*k

Fig. 1 Energy spend in radio transmission [3]
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2 Related Work

There are a few directing conventions proposed that can be broke down in the
context of remote sensor systems. We study and look at two such protocols,
specifically M-gear furthermore, Mod-Leach utilizing our sensor network and radio
models. The sensor hubs which are utilized as a part of WSNs have constrained
figuring capacity and transmitting/accepting power. This force must be utilized as a
part of such a way in this way, to the point that the sensor hubs live more. At first
Direct Transmission to BS was talked about [3]. Hub specifically sends the detected
information to BS. This methodology is secure yet prompts higher force utilization.
Hubs which are found more amazing than the hubs which are found closer to the
BS. To beat this issue least transmission vitality (MTE) was produced. In MTE the
information is transmitted utilizing different jumps. This again climbed a compar-
ative issue, the main distinction is that presently the hubs which are closer to BS
started to kick the bucket prior. Estrin et al. [4] took a shot at a progressive grouping
instrument managing a symmetric correspondence for power sparing in sensor
hubs. As indicated by this instrument, every partaking hub of system are conveyed
in 2-bounce bunch. Despite the fact that this convention is definitely not much
vitality productive for remote sensor hubs be that as it may, it offers approach to
various leveled grouping calculations. Bunching for vitality preservation is
demonstrated as proficient system for remote sensor systems [5, 6]. At the point
when a sensor system is conveyed, hubs build up groups and assign one hub from
every bunch as a group head. These group head hubs are in charge of accepting
information from different hubs of bunch, do information collection/combination of
got information and transmit it to base station. The information transmission from
sensor hubs in a bunch to group leader of that group is done utilizing TDMA. Every
Node sits tight for now is the ideal time space to send the information to bunch
head. Along these lines, data transfer capacity utilization and life time of system is
upgraded [7]. Considering bunch based calculations, today a few conventions are
produced, each having a few traits and upgrades predominantly in bunch head
determination calculations. Despite the fact that one thing is basic, all conventions
concentrate on vitality protection and information collection. Principle methodol-
ogy of choosing a bunch head was given by LEACH and that is further upgraded by
SEP and DEEC. This article harps on similar investigation of two such Drain based
steering conventions for productive vitality utilization.

3 Neural LEACH and M-Gear

Drain opens scope for some steering conventions for WSNs. The strategies in
LEACH manage homogeneous system. As indicated by LEACH new bunch head is
chosen for each round. This prompts new bunch development for each round. New
bunch arrangement for each round squanders a huge measure of restricted vitality.
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On the off chance that present group head has more vitality than a portion of the
groups in the bunch, then in the following cycle a hub with less vitality can be
chosen as new bunch head. So lingering vitality of current bunch head must be
mulled over prior to the race of new bunch head. Henceforth new bunch head
substitution calculation was presented by D. Mahmood et al. The vitality required to
transmit information from a hub to group head is straightforwardly corresponding
to the square of the separation in the middle of hub and group head. Thus hubs
dwelling close to the bunch head must utilize low enhancement of the sign than that
of the hubs which are situated far from group head. So D. Mahmood et al. proposed
a double transmitting power levels moreover.

A. Productive Cluster Head Replacement Algorithm

It is an edge in a group head arrangement for exceptionally next round. On the off
chance that current group has not spent much vitality amid its residency and has
more vitality than required edge, it will remain bunch head for the following round
also. This is how, vitality squandered in steering bundles for new group head and
bunch development can be spared. In the event that bunch head has less vitality
than required limit, it will be supplanted as per LEACH calculation.

B. Double Amplification Levels For Data Transmission
There are three methods of transmission in a group based WSN.

1. Intra Cluster Transmission.
2. Entomb Cluster Transmission.
3. Group Head To Base Station Transmission.

Hub detects the information and sends it to group head specifically this trans-
mission is intra group transmission. Group head totals the information got from
hubs and transmits the information to base station this is Cluster head to Base
station transmission. The transmission among Cluster Heads is termed as Inter
Cluster Head Transmission. The least vitality required for each of the three sorts of
transmissions can’t be the same. So when a hub is chosen as the group head it
employments high energy to open up the sign. What’s more, in the following round
at the point when other hub is chosen as the group head it utilizes little energy to
open up the sign.

4 M-Gear

In most bunch based conventions Cluster Head is chosen on the base of likelihood.
By and large Cluster Heads are dispersed consistently all through the field ofsensor.
So it is conceivable that the Cluster Heads chose can be packed in one district of the
system. Henceforth, a portion of the hubs would not get any Cluster Heads in their
surroundings. Also a few conventions utilized unequal bunching and attempt to use
recourses capably [1]. Sensor hubs have detected information for BS to process.
Therefore, a programmed technique for joining or amassing the information into a
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little arrangement of pivotal data is required [8]. Information combination is the
procedure of information accumulation. To enhance system lifetime and through-
put, we send an extraordinary sort of hub, called portal hub, at the focal point of the
sensor system field. The portal hub gathers and totals information from Group
Heads and hubs close entryway, and sends to BS. The outcomes demonstrate that
system lifetime and vitality utilization progressed. We include rechargeable
entryway hub since it is on ground truth that the reviving of door hub is much less
expensive than the cost of sensor hub [1]. The usage of M-GEAR convention is
done in taking after stages [1]:

A. Introductory Phase

The sensor hubs are disseminated in the sensor field arbitrarily. The BS sends a
solicitation bundle to all hubs to enquire their area. The sensor hubs react with their
area to the BS. BS keeps this data about all hubs.

B. Setup Phase

The district is isolated into four intelligent areas. To begin with one is the one where
the sensor hubs are closer to the BS. The hubs in first district direct transmit the
detected information to the BS. Second district is the one where hubs are close to
the portal hub. The hubs in second locale straightforwardly send information to the
portal hub. Presently whatever remains of the area is separated into two bunches,
where Cluster Heads are chosen for each round. Group heads in the bunched area
get the information from the hubs in the group and total and send the information to
the portal hub.

C. CH Selection

At first BS separates the system into locales. CHs are chosen in every district
independently. Give r a chance to speak to the number of rounds to be a CH for the
hub Si. Every hub choose itself as a CH once every r = 1/p rounds. Toward the
begin of first round all hubs in both locales has rise to vitality level and has rise to
opportunity to wind up CH. After that CH is chosen on the premise of the
remaining vitality of sensor hub and with a likelihood p alike LEACH. In each
round, it is required to have n x p CHs. A hub can ended up CH just once in an age
and the hubs not chosen as CH in the current round fill right to the set C. The
likelihood of a hub to (has a place with set C) choose as CH increments in each
round. It is required to maintain adjusted number of CHs. Toward the begin of each
cycle, a hub Si has a place with set C self-sufficiently pick an irregular number
between 0 and 1. On the off chance that the produced irregular number for hub Si is
not exactly a predefined edge T(s) esteem then the hub gets to be CH in the current
round.

The limit worth can be found as:

4
T(s) = { lfm(r(;wd@) ifseC
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where P = the craved rate of CHs and r = the current round, C = set of hubs not
chose as CH in current round. In the wake of choosing CHs in every area, CHs
educate their role to neighbor hubs. CHs telecast a control parcel utilizing a
CSMA MAC convention. Upon got control bundle from CH, every hub transmits
recognize parcel. Hub who finds closest CH, gets to be individual from that CH.

D. Planning

After Cluster Head is chosen for the current round in the bunch, the Cluster Head
makes TDMA openings for the sensor hubs in the bunch. Every sensor hub in the
bunch sits tight for its TDMA time opening to send the information to the Bunch
Head.

E. Relentless State Phase

In this form the Cluster Heads are chosen for each round and sensor hubs send their
information to relating Bunch Heads in TDMA time space apportioned to them.
Group Heads total and send the information to the door hub. The door hub gathers
the information from the Cluster Heads furthermore, the hubs close to the portal hub
then sends the collected information to the Base Station.

5 Test Results and Comparison

A. Reproduction

To evaluate the parameters to make examinations between the conventions
MGEAR and MODLEACH MATLAB reproduction is utilized. A 100 x 100
sensor field is utilized to scatter the hubs. For homogeneity Base Station is put far
from detecting field at (50, 120) for both conventions. The sensor hubs are hap-
hazardly scattered in 100 x 100 detecting field. Same appropriation of sensor hub
is supplied for both conventions (Fig. 2).

120

Fig. 2 Random nodes deployment
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Table 1 System parameters

Parameters Parameter’s value
1. System size 100-100

2. Starting energy of node 0517

3. Bundle size 4000 bits

4. Eelec 5 nl/bit

5. Enhancement energy in MGear Efsl = 10 pJ/bit/m?
6. Enhancement energy in MODLEACH (cluster to BS) for d > d0 | Efs1 = 10 pJ/bit/m*
7. Enhancement energy in MODLEACH (cluster to BS) for Empl = 0.0013 pl/bit/m?
d <do

8. Enhancement energy in MODLEACH (intra group comm.) for | Efs2 = Efs1/10
d>dl

9. Enhancement energy in MODLEACH (intra group comm.) for | Emp2 = Emp1/10
d<dl

For M-GEAR passage hub is put at (50, 50) organizes. To begin with area,
where hubs specifically transmit information to Base Station, constitute every one
of the hubs which have Y coordinate more prominent than 80. Second district,
where hubs send information straightforwardly to portal hub, are situated at the
middle. What’s more, the remaining district is partitioned into two groups where
Cluster Head are chosen for each round (Table 1).

B. Execution Parameters

1) Network lifetime: It is the time interim from the begin of the system operation
till the last incredible.

2) Throughput: To assess the execution of through put, the quantities of bundles
got by BS are analyzed with the number of parcels sent by the hubs in each
round.

C. Recreation Result And Analysis

1) Network Lifetime: After running the recreation a few times we generally
discover that M-GEAR beats LEACH and MODLEACH both. By performing
recreation in MATLAB taking after information was delivered (Table 2).

By breaking down the Fig. 3 we can see that hubs in the instance of M-GEAR
convention begin to pass on prior yet add up to system keeps going longer than
Neural LEACH and Leach.

2) Throughput: By breaking down Fig. 4 we see that the throughput of Neural
M-GEAR and M-Gear is more noteworthy than that of Neural LEACH with
Leach.

This is on the grounds that M-GEAR keeps up remaining vitality of sensor hubs
to keep going long utilizing the passage hub.



Table 2 System lifetime
measured by the maximum
number of rounds till the last
node was alive

Fig. 3 Percentage of alive
nodes

Fig. 4 Throughput of Mgear
and Neural Mgear

R. Jain et al.
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6 Conclusion

We have dissected and thought about the exhibitions of two steering conventions
MGEAR and Neural M-Gear the premise of system lifetime and throughput. In
spite of the fact that, the execution of Neural LEACH is enhanced when contrasted
with LEACH however the presentation of the entryway hub has enhanced the
execution of the system. As indicated by the investigation in view of MATLAB
reenactment we unmistakably see that passage hub which is conveyed on account
of M-GEAR enhances the system lifetime and in addition the throughput of the
system. Consequently we presume that to the detriment of the door hub one can
without much of a stretch accomplish higher execution of the system.
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Anomaly Detection System in a Cluster
Based MANET

Vikram Narayandas, Sujanavan Tiruvayipati, Madusu Hanmandlu
and Lakshmi Thimmareddy

Abstract This chapter presents the development of anomaly detection system
(ADS) for locating a malicious node in a cluster based Manet. ADS makes use of
AODV protocol that performs route discovery and data forwarding. Each node
responds to root request (RREQ) messages and sends root reply (RREP) messages
back to the source node. In a cluster based topology a threshold is applied to see if
this root reply number is more than the threshold value. If so the node is malicious.
Then each node sends an alert to the cluster head (CH) and its neighboring nodes.
The proposed ADS avoids the routing to a malicious node thereby preventing high
energy consumption of the associated nodes and safeguarding the data transfer in
the Manet.

Keywords Manet - ADS - Cluster head - AODV - Energy discharge

1 Introduction

It is challenging to design routing protocols for Mobile Adhoc Networks
(MANETS) because of their dynamic topologies and limited resources. Owing to
open medium, dynamic topology and lack of central monitoring, Manets are more
vulnerable to attacks like denial of services, black hole, gray hole and eavesdrop-
ping attacks. The transmission range of each node is limited. Thus, each node needs
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to perform routing and transmit data packets from one node to others. The mis-
behaving nodes called attackers in an adhoc network are controlled by adversaries.
They try to intrude the network with an intention to cause harm but are also capable
of altering the data transfer between different nodes and make the packets difficult
to reach their destination [1, 2].

The remainder of this chapter is organized as follows. The related works on
Intrusion Detection System (IDS) in Manet are presented in Sect. 2. An overview of
AODV and attacks in AODV are discussed in Sect. 3. Section 4 presents the
proposed scheme and the derivation of the essential parameters for node description
in Manet, and performance metric in routing. The simulation results of the proposed
scheme are discussed in Sect. 5. Section 6 gives the conclusions followed by the
future work.

2 Related Work

Wireless adhoc networks are configured as flat or multi layered network infras-
tructure. In a flat network, all nodes are equal but multi layered networks nodes can
be considered as clusters with one CH for each cluster [3]. We have already several
IDS [4] for Manets like standalone IDS architecture, distributed and cooperative
IDS [5]. According to the distributed and cooperative wireless adhoc networks
proposed by Zhonge and Lee [6], each node runs as IDS agent and makes local
detection decision independently within radio range, here all nodes co-operate in
decision making for global detection. Hierarchical IDS [7] is designed for
multi-layered adhoc networks. This network is divided into clusters with a CH for
each cluster that acts as a manage point similar to switches, routers or gateways.
Zone based IDS Adhoc network [1] is partitioned into non-overlapping zones
geographically.

3 AODYV (Adhoc On-Demand Distance Vector)

AODV [2] used in wireless adhoc networks is capable of both unicast and multicast
routing. AODV broadcasts HELLO messages to its neighbors in a network and it
has two functions, viz. route discovery and route maintenance from Dynamic
Source Routing (DSR) and uses hop-by-hop routing with a sequence number and
the periodic beacons from Destination-Sequenced Distance-Vector (DSDV).
AODV minimizes the number of required broadcasts by creating routes only on
symmetric lines with different phases: (1) Path discovery, route maintenance and
(2) Data forwarding. When a source node desires to send a message and initiates a
path discovery process to locate its corresponding Mobile host; it broadcasts the
route request (RREQ) packet to its neighbors and this request is forwarded to
destination via successive neighbors. AODV utilizes a destination sequence number
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to ensure that all routes are loop free and contain the most recent data. Each node
maintains its own sequence numbers as well as broadcast Id, which is incremented
for every RREQ. Once RREQ reaches a destination with fresh route then desti-
nation node responds by uni casting route reply (RREP) packet back to the neighbor
from which it first received RREQ. On receiving another request the RREQ mes-
sage is discarded. When a source receives RREP message, link is established
between the source node and the destination node. When the receiving node detects
the disconnection of route between source node and destination node it generates a
route error message (RERR) and sends it to source node. Now source node checks
table whether it is in a route map or not. The result is sent to the neighboring nodes
in a cluster network.

Types of attacks. The malicious node can misuse AODV [3] by forging source
IP address, destination IP address, RREQ, sequence number and hop count. RREQ
carries a fresh route in the adhoc network and based on this each node decides
whether to forward an RREQ message to the next receiving node until it reaches the
destination. The RREQ message is broadcast to select a new route in Manet. If a
malicious node sends an excess number of RREQ messages, [8] then the network
traffic will become congested with huge amount of RREQ traffic. This congestion
leads to delays and packet drops [9]. To avoid this and to identify an excess number
of RREQ messages sent by malicious node we go in for ADS. If there is a con-
gestion in RREQ traffic, the neighbor node sends true positive alert to each
neighbor and sink node (cluster head) in a cluster network. Each node encounters
the traffic RREQ messages sent by source node and records the number of packets
in an interval of time [10].

Objective. We focus on detecting the misbehaving nodes that participate in the
route discovery and maintenance. To safeguard the data transmission from the
onslaught of the misbehaving nodes in the adhoc networks the Anomaly detection
method is applied on each cluster having fixed radius.

4 The Proposed Method

Different types of attacks are considered by the authors and an effort is made to
quantify denial-of-service (DOS) attacks according to node density, mobility, and
system size [11]. The behavior of malicious nodes committing in black hole attack
in different routing algorithms like AODV and DSR is studied in [12]. AODV is an
efficient protocol but is vulnerable to many security attacks [13]. When traffic is
intrusion-prone false alarms are treated as one of the problems that IDS is facing in
Manets [6]. Different secure schemes are in vogue to enhance the security in Manets
[14, 15] that use Adhoc routing protocols. In the proposed scheme, we detect a
malicious node clashing with other activities and frequently sending false RREQ.
As a result, malicious node can drop packets for disturbing the working of a routing
protocol by IDS. Malicious node may perform different types of attacks like,
routing disruption attacks, resource consumption attacks, energy consumption
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attacks, passive attacks and active attacks [16]. For each cluster, a cluster head (sink
node) is elected based on some quality of service (QOS) Criterion like highest
battery power. All nodes send information periodically to the CH. Each node runs
its own ADS and sends report to the cluster head and communication takes place
subject to the node density and mobility. In the proposed system, we have used
ADS for each cluster having a fixed radius. Anomaly Detection system is a process
of detecting abnormal activities in a Manet. Major requirements for anomaly
detection are depend on high True positive and True positive Rate.

Anomaly Detection system(ADS): An ADS defines the baseline profile of a
normal system activity, where any deviation from the baseline is treated as a
possible system anomaly. In anomaly IDS even when the traffic signature is
unknown, the abnormality can be recognized. Major requirements for anomaly
detection are based on high true positive. The true positive (TP) occurs when IDS
raises true alerts in response to the detected malicious traffic comprising the total
number of detected malicious activities.

Node description: Nodes consume energy while transmitting beacon signals to
neighbor’s nodes and listen to broadcast messages from neighbor nodes. When
forwarding a RREQ message, each node keeps the destination IP address and the
sequence number in its routing table. When an RREP message is received, the node
checks the Routing table list for the presence of the same destination IP address; if
so the sequence number is calculated, and this approach is implemented for every
received RREP message to the destination. These nodes are expected to wait for
predefined time t, between successive transmissions. Let node 1 start its trans-
mission at time t; and reach to another node 2 at time t,, then the time interval is
At = t, — t;. The average of all differences is calculated for each time slot At. Each
node observes its own traffic and uses a time slot to record the number of packets
for each time interval only once when RREQ is received by each receiving node.
A Minimum value [17] for the time slot is preferred, and therefore, At is set to a
constant which is decided over several time intervals [18]. If RREQ is modified by
any malicious node then it tries to send more RREQ messages continuously to the
next hop node or other nodes in different time intervals. This is a sign of abnor-
mality in the network. Next the average value is calculated for each time interval At
[19]. Each node now snaps the connection to the malicious node and avoids the
forwarding of the packets to that node. Transmission range can be calculated
between two nodes as Ad = dp.x — dmin- Receiving range can be calculated as
AR = Rax — Ruin- Power can be calculated as the energy required to forward a
packet to the next node as E. = E; — E;,

Detection of malicious node: A node that sends RREP greater than a threshold
of 2 and if energy discharge falls down rapidly then it is said to be malicious. If
different networks are considered then threshold should be adjusted as per the
network energy discharge and packet delivery parameters.
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Pseudo code of the proposed algorithm
while (route_request (node[i]) && node[i] (energy[i])>0) {
cluster_head=highest_energy(node[i]); set_threshold(value);
if (node[i] (rrep[i])>threshold(value)) {

send_alert_to_cluster_head (node[malicious]);
send_alert_to_neighboring_nodes (node[malicious]); }
if (node[malicious]) {avoid_routing(node[malicious]);}
}

send_packet (); calculate_energy_discharge(); }

Different routing parameters in Manet are: packet delivery ratio (PDR), Routing
overhead, throughput, end to end delay. Packet delivery ratio (PDR). The number
of packets received by the destination to the number of packets sent by a source is
PDR = (TR — TS). where, TR is receive time, TS is sent time. Routing overhead =
Route discovery + Route maintenance, where Route discovery = RREQ + RREP.

5 Experimental Results

5.1 Simulation Scenario

In our simulation using NS-2, the nodes of a network are grouped into a cluster
comprising 1000 x 1000 in a random topology. A cluster head (access point) is
elected for the cluster based on the energy parameter. In the cluster topology every
node monitors its neighboring nodes and selects a threshold value based on RREQ
for sending information to the neighbors. When RREQ exceeds this threshold, then
the neighbor node is considered to be a malicious node and the neighboring node of
ADS sends a True positive (TP) alert to its neighbors and CH. Each node then
avoids the route path to the malicious node. CH is installed for each cluster and the
primary objective of CH is to monitor communication between the trusted nodes
within a cluster or beyond another CH of the neighbor cluster. ADS is used to
detect the abnormal activities in a cluster network and between the clusters in a
Manet.

During the cluster anomaly detection, the CH rotates while processing the
workload among the neighboring nodes. It detects the routing attacks and monitors
a large part of the network activity decision. CH equipped with the knowledge of all
clusters has a bidirectional connectivity via a pair of unrelated unidirectional links.
When a source has no route to destination, it forwards route request (RREQ) packet
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Fig. 1 Cluster setup for
simulation

Nodes

*. Node range

Cluster ..

to the CH, When a CH receives request, it appends a request packet to its ID as well
as a list of adjacent clusters and rebroadcasts it. A neighbor node also acts as a CH
which is a gateway to one or more adjacent clusters and it makes a unicast request
to the appropriate CH. Our simulation involves 10 nodes configured into a single
cluster having a CH (sink node) dynamically varying based on the energy
parameters as shown in Fig. 1. We have used AODV routing protocol for route
discovery and route maintenance by hop-by-hop routing with a sequence number
and grouped 10 nodes into a single cluster. The energy required for route request
(RREQ) is ERREQ and route reply (RREP) is ERREP. The energy discharge of
each node is calculated using the energy coefficients of ERREQ and ERREP as
Edischarge = Ecoer (Erreq + Errep). Energy remaining after each node forwards
packets to its neighboring nodes is calculated as Eremaining = Einitiat — Edischarge- OUr
simulation tests check energy discharge after node delivers its packets to other
neighbor nodes at each instance. The energy remaining at an instance “i” for a node
is calculated as

E(i)remaining: Z E(l - 1)remaining - E(i)discharge (1)
1
Substituting for the second term in the LHS of Eq. (1), we get

E()omaining= zl: EG— 1) omaining — (E(i)mef (E(i)RREQ + E(i)RREp)) (2)

1332

The total energy remaining for all nodes at an instance “i” is
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Table 1 Initial node configuration details

Nodes | Initial energy Energy discharge per minute | Nodes in RREPs per
(mAh) (mAh) range RREQ
1 1000 1 1 1
2 1500 1 1 1
3 2000 1 2 1
4 2500 1 2 1
5 3000 1 3 1
5 3500 1 3 1
7 4000 1 4 1
8 4500 1 4 2
9 5000 1 4 2
10 5500 1 4 3
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Fig. 2 a Aggregate energy discharge of 10 nodes lasting a time of 1500 min, b aggregate packets
delivered by 10 nodes over period of 1500 min

E(n)remaining: z": i E(i - l)remaining - (E(i)coef (E(i)RREQ + E(i)RREP)) (3)

Our simulation consists of 3 tests each with its initial node configuration details
and energy left after packet delivery and simulated with modal cluster, with and
without malicious node, and cluster using ADS with malicious node.

Table 1 gives the simulation results of 10 nodes of different initial energy values
along with their discharge per minute (in mAh), nodes in the range 1-4 and RREPs
per RREQ for each node is considered with threshold value of 1. Based on the
above configuration parameters tests are conducted.

Test-1. Modal cluster without malicious node. When a malicious node is not
present i.e. in the secured environment then the energy is least consumed with the
highest throughput (packet delivery) as in Fig. 2.

Simulations indicate how nodes consume energy during the packet delivery.
The aggregate energy discharge of 10 nodes lasting 1500 min is shown in Fig. 2a.
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Fig. 3 a Aggregate energy discharge of 10 nodes lasting a time of 150 min, b aggregate packets
delivered by 10 nodes over period of 150 min (color online)
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Fig. 4 a Aggregate energy discharge of 10 nodes lasting a time of 750 min, b aggregate packets
delivered by 10 nodes over period of 750 min (color online)

The packets are delivered by 10 nodes over a period of 1500 min. The energy
consumed during the packets delivery is shown as the aggregate in Fig. 2b.

Test-2. Cluster with malicious node. In real time when a malicious node is
present in the unsecured environment with the unknown neighbors and no ADS
then the energy is highly consumed with the lowest throughput (packet delivery).
The aggregate energy discharge in a cluster is shown in Fig. 3a. Simulation results
display the consumption of energy by the nodes in Fig. 3b, during the packet
delivery in a cluster in the presence of malicious node.

Test-3. Cluster with malicious node along with ADS. In the real time situation
involving a malicious node the results of energy consumed and throughput (packet
delivery) obtained using the ADS are now discussed. The aggregate energy dis-
charge of 10 nodes lasting for 750 min is shown in Fig. 4a.

The simulation results arising out of the ADS show how nodes consume their
energy during the packet delivery in a cluster in the presence of a malicious node.
The additional and aggregate packets delivered by 10 nodes over a period of
750 min is shown in Fig. 4b.
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5.2 Summary of Results

The simulation results of all tests considering the cluster up-time, packets delivered
and additional overhead are given in Table 2.

The energy discharged when a cluster node is in the normal mode (test-1) is low.
Test-2 shows the energy consumption when a malicious node is present in a cluster.
When the nodes are not authenticated the energy discharge is very high. Test-3
shows the real time situation around a cluster node in the presence of the ADS and
malicious node. In this case the energy discharge is not so high. A comparison of all
tests is shown in Fig. 5. In the past many detection techniques were proposed [4, 8,
16, 20, 21] relating the threshold and activity parameters. Though the statistical
analysis of these parameters is made but the energy that plays a major role is
ignored in the analysis. In the present work the effect of energy utilization during
the conduction of three tests is shown to maintain the cluster energy and also the
cluster up time.

Table 2 Simulation results for all tests

Simulation scenarios Cluster up-time (min) Packets delivered Additional overhead
Test scenario-1 1500 19,494,000 0
Test scenario-2 150 19,392,000 17,452,300
Test Scenario-3 750 19,439,200 9,744,600
35000
30000
__ 25000
E 20000 — Test 1
— — Test 2
g 15000 Test3
es!
= 10000
5000

0
? L PP PSP PP PSP E LD

Time (minutes)

Fig. 5 Comparison of energy discharge for all three tests (color online)
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6 Conclusions

The proposed Anomaly Detection System (ADS) is designed to disambiguate all
kinds of attacks by detecting a malicious node. The attacks perpetrated one way or
the other emanate due to the presence of malicious node. The activities of various
attacks can be mirrored through the malicious node. The proposed ADS is
demonstrated on a single cluster based topology with 10 nodes. Regarding the
simulations, test-1 is concerned with a modal cluster and test-2 centers around a
malicious node and test-3 represents real time situation comprising a malicious
node and the ADS. The difference in the performance of test-2 and test-3 shows up
as a huge difference in the energy discharge and throughput because of the acti-
vation of the ADS which dissuades the packets to a malicious node. By this the
routing parameters of Manet such as PDR, routing overhead, throughput and end to
end delay, are improved drastically. The extent of energy utilization and detection
of malicious node during three tests help in keeping the steady discharge of the
cluster energy and the cluster up time for a longer period. Further work is on to
make the Manets intelligent so that ADS can function much more effectively.
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Temperature Data Transfer Using Visible
Light Communication

Sindhubala Kadirvelu and Vijayalakshmi Baba

Abstract At present wireless communication is subjugated by radio frequency
(RF) communication system. RF communication has drawbacks like limited
bandwidth, radiation hazards, health concern, exposure to interception and inter-
ference and many more. Thus visible light communication (VLC) acts as an added
supplement to RF communication by overcoming the above drawbacks. VLC
provides both illumination and communication at the same time by using white
LED at the transmitter. This chapter presents the measurement of temperature using
LM35 temperature sensor and displays the same to the receiver using VLC. We
tested the proposed prototype in indoor environment for different temperature
monitoring applications like room temperature monitoring and core body temper-
ature measurements of patient in hospitals and transmission of same to the receiver.
The benefits of the proposed system are low cost, hazardless, accuracy, high range
of temperature sensing, low power, high performance and communication distance
of 0.60 m is achieved.

Keywords Light emitting diode - Radio frequency - Temperature monitoring -
Visible light communication

1 Introduction

Currently in real time, temperature is measured and transmitted wirelessly using RF
communication. RF radiation when used for long time will degrade the health of the
human beings. Hence a supplement technology is needed for data transmission
wirelessly. VLC can be used as alternate for radio frequency (RF) communication
as it has got the benefits of bandwidth, less power consumption, visibility, free from
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EMI and harmful radiation. VLC uses the spectrum of visible light from 380 to
780 nm. In the outlook, the indoor room illumination will be replaced by white
LEDs instead of conventional fluorescent lamps due to the advantages like less
energy consumption, reduced amount of health hazards and longer life time [1, 2].
VLC is standardized institute of electrical and electronics engineers (IEEE) [3].
Now Asia, Europe, Wireless World Research Forum are also working in VLC
research [4]. VLC communication is believed to be energy saving solution in the
future as the energy used to drive the LED will also be used to drive the wireless
signal transmission. Thus it helps to save energy and will not consume extra amount
of energy.

This research paper aimed to investigate, real time temperature measurement and
data transmission of the same to the receiver using VLC system. The research paper
is organized with the following sections. In Sect. 2, related work is described. In
Sect. 3, proposed temperature monitoring using VLC system is explained.
Section 4, includes experimental testing and results with the explanation. Finally,
Sect. 5, discusses the conclusion of the chapter.

2 Related Works

Following paragraph illustrate the applications of visible light communication done
by different researchers.

In [5], LED lights can serve as a strong candidate for not only illuminating the
room but also for communicating the data is discussed. This technology is called
visible light communication (VLC). Fundamental analysis of VLC system is also
discussed.

In [6], the potential applications and future vision of VLC technology is
described. A bidirectional VLC communication with the data rate of 500 Mb/s is
experimented and their results are discussed.

In [7], novel VLC system for transmission of biomedical data such as infor-
mation of patient as text and body signals was used for health care applications.
This method reduced human health hazards caused due to EMI and radiation
interference with the medical instruments. The distance achieved between the
transmitter and receiver was about half meter.

In [8], VLC systems are used in mobile applications such as games, toys,
location services, and augmented reality. When the cars are face to face and the cars
are behind one another, they exchange messages. Distance of 1 m is achieved
between the transmitter and receiver.

In [9], real time audio and video transmission using indoor VLC system is
established for the distance of 3 m.

In [10], indoor navigation system for visually impaired person is developed. The
location based information is transmitted via white LED to the visually impaired
person connected to the headphones of the smart phone. VLC system also finds its
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applications in underwater communications, flight entertainment, and many more
[11-13].

None of the applications discussed above used real time temperature data
transmission using VLC in the indoor environment. This proposed method is very
helpful for many applications like room temperature monitoring, body temperature
monitoring and the temperature data is transmitted to the receiver wirelessly using
VLC. The proposed VLC system uses receiver with the ambient light noise
reduction technique [14]. This receiver helps to mitigate the ambient light noise
produced by indirect sunlight and fluorescent lamp generated by conventional
ballast.

3 Proposed Temperature Data Transfer Using VLC
System

The proposed VLC system consists of three main blocks such as transmitter which
uses LM35 temperature sensor, high power white LED which is used for both
transmitting the data and illumination, air as the transmission medium and silicon
PIN Photodiode at the receiver. Figure 1 shows the block diagram of temperature
data transfer using VLC system.

3.1 Temperature Sensing and VLC Transmitting Procedure

This work considers, LM35 analog temperature sensor to measure the temperature
data continuously in the transmitter side. The temperature data acquired is serially
transmitted to laptop by NI USB-6009 and national instruments Lab VIEW soft-
ware is used for data analysis. The temperature data sensed using the temperature
sensor is interfaced to PIC18F45k22 microcontroller through an ADC channel to

Ambient Light
TRANSMITTER Noise
TX data Free space
channel (Air)
Temperature > Modul. > LED driver > ‘White LED
sensor
. Demodulator L \"olt.age Dil'l'e:;tial TIA l«| Photodiode
amplifier amplifier AMD
RX data
RECEIVER

Fig. 1 Block diagram of proposed temperature data transfer using VLC system
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convert the analog value to the digital value. It processes the data received from the
sensor and sends to serial UART interface. On-off keying (OOK) modulation is
used, to modulate the temperature data to the white LED. OOK is a simplest form of
amplitude-shift keying (ASK) where the data signal is represented as binary one
and absence of data is represented as binary zero. 1 W high brightness ultra white
LED of forward current 0.35 A, forward voltage 3.2-3.6 V, viewing angle 90° and
light intensity of 80 Im is used as an optical source in this experiment as it is of less
cost and not complex compared to RGB LED.

3.2 LOS Channel Model

Visible light communication channel is considered as a linear additive white
Gaussian noise (AWGN) channel and the noise model should also be included with
the channel model [1, 2], the expression is given by Eq. (1)

I(t) = npi() ® h(t) + N (1)

where I(t) is the photo detector current, # is the photosensitivity of the Photo
detector, p;(t) is the input optical power, ® denotes the convolution (t) is the
impulse response and N(t) denotes the AWGN noise.

This work considers, line of sight (LOS) channel model between the transmitter
and receiver. The trans